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Cybersecurity has become an indispensable element of national security in the 21st 
century. The hybrid nature of contemporary threats, as demonstrated by Russia’s 
barbaric war of aggression against Ukraine, has underscored the critical role of 
cyber resilience in safeguarding our sovereignty, democratic values, and way of 
life. Cyber operations have become an integral part of modern warfare, targeting 
critical infrastructure, disrupting communication systems, and undermining pub‑
lic trust through disinformation. In this rapidly evolving threat landscape, Latvia 
remains resolute in its commitment to strengthening cybersecurity as a pillar of 
national defence.

The Latvian State Defence Concept 2023 emphasises the necessity of robust 
cybersecurity and cyber‑defence capabilities to counteract growing threats. Our 
strategic approach is built upon resilience, deterrence, and collective defence, 
ensuring that Latvia can withstand and respond effectively to cyber and hybrid 
attacks. By integrating cybersecurity into our comprehensive state defence strat‑
egy, we are reinforcing our digital infrastructure, enhancing cooperation with our 
international allies, and fostering a whole‑of‑society approach to cyber resilience.

It is within this context that Cybersecurity in Latvia emerges as a pioneering 
academic contribution. This book is the first scholarly volume dedicated to analys‑
ing Latvia’s cybersecurity ecosystem in depth, providing a thorough examination 
of its governance structures, threat environment, and resilience‑building measures. 
Through a multidisciplinary approach, the authors illuminate Latvia’s strategic 
responses to cybersecurity challenges, offering valuable insights for policymakers, 
researchers, and practitioners. This book serves not only as a record of Latvia’s 
cybersecurity evolution but also as a roadmap for strengthening our national digital 
defences in an increasingly contested cyberspace.

Latvia’s cybersecurity efforts are deeply intertwined with our membership in 
NATO and the European Union, where we play an active role in strengthening 
collective cybersecurity initiatives. The importance of international cooperation 
cannot be overstated, as cyber threats transcend borders and demand coordinated 
responses. Our enhanced collaboration with allies not only fortifies Latvia’s capac‑
ity to protect its digital infrastructure against cyberattacks but also contributes 
to intelligence sharing, capability development, and the implementation of best 
practices in cyber defence. This reciprocal exchange not just strengthens Latvia’s 
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cybersecurity posture but also reinforces the collective resilience of our allies, 
ensuring a safer and more secure digital environment for all.

Our cyber resilience is not solely dependent on government efforts. A strong 
cybersecurity culture requires active engagement from the private sector, academia, 
and civil society. Education and awareness are crucial in building a cyber‑literate 
society capable of recognising and mitigating threats. Collaboration between these 
sectors fosters innovation, enhances threat detection, and strengthens national 
cyber defences. Moreover, investment in research and development, alongside 
international knowledge exchange, is essential for staying ahead of emerging cyber 
threats. This book highlights the significance of these efforts, reinforcing the notion 
that cybersecurity is a shared responsibility.

I commend the authors and contributors of Cybersecurity in Latvia for their 
dedication to this vital field. Their work provides a valuable foundation for under‑
standing the challenges and opportunities in securing Latvia’s digital landscape. 
In an era where cyber threats are ever‑present and evolving, this book is an essen‑
tial resource for those committed to safeguarding Latvia’s national security in the 
digital age. Furthermore, the insights and strategies outlined in this volume are 
highly relevant for other like‑minded nations facing similar threats. By sharing 
Latvia’s experiences, this book contributes to the broader discourse on cyber resil‑
ience, fostering collaboration and knowledge exchange among countries striving to 
enhance their digital defences. I invite readers to explore the insights presented in 
this volume, engage with its findings, and contribute to the ongoing discussions on 
strengthening cybersecurity in an increasingly interconnected and volatile world.

Andris Sprūds
Minister of Defence of the Republic of Latvia
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A Wake‑Up Call for Europe: The Threats of Modern Warfare

On February 24, 2022, Russia launched a full‑scale invasion of Ukraine, a move 
that stunned much of the world. Massive columns of vehicles and troops poured 
over the Ukrainian border from multiple directions, aiming to capture the capi‑
tal Kyiv and major cities. Russian missiles struck targets across Ukraine, assault 
troops attempted to seize the airport of Hostomel near Kyiv, and clandestine oper‑
atives launched multiple assassination attempts on President Zelenskyy and his 
closest collaborators. The conventional military campaign was accompanied by a 
massive hybrid operation, including cyberattacks designed to disrupt and destroy 
Ukraine’s critical infrastructure, as well as disinformation efforts to sow chaos and 
fear (Willett, 2022). This was the largest attack on a European country and the first 
full‑scale war in Europe since the Second World War, showcasing the magnitude 
and complexity of threats we face today. These are not merely remnants of the past 
but the stark reality of the present.

While conventional armed conflicts in Europe have become less frequent, 
hybrid and cyber warfare have become the everyday reality for countries with the 
unfortunate “pleasure” of sharing a border with Russia, or being within Russia’s 
“sphere of interests” (Barrinha, 2018; Kozlowski, 2014; Pernik et al., 2018; Stron‑
ski & Himes, 2022). Over the last two decades, Latvia, Estonia, and Lithuania have 
been targeted by countless cyberattacks, ranging in scale and complexity. Notably, 
Russia’s first massive cyberattack against Estonia in 2007 served as a wake‑up call 
for the region and the world, exposing the vulnerabilities of critical infrastructure, 
sparking efforts to build cyber resilience, and provoking discussions on the legal 
nature of cyber warfare (Haataja, 2017; Ilves, 2016; Mansfield‑Devine, 2012). This 
attack was far from an isolated event; all three Baltic states have faced persistent 
and varied cyber threats ever since.

Following Russia’s full‑scale war of aggression against Ukraine, Poland, and 
the Baltic states, vocal proponents of providing military support to Ukraine became 
the top targets for Russia’s cyberattacks in the European Union. In 2022–2023, 
Latvia, Estonia, and Lithuania collectively were targeted by approximately 32% 
of all cyberattacks against EU member states (CERT‑EU, 2023). However, while 
the full‑scale conventional invasion of Ukraine took many by surprise, the spike 
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in cyberattacks did not surprise the Baltic states. Years of experience in dealing 
with Russia’s malicious cyber activities have fostered resilience and prepared these 
nations to counter and adapt to such threats.

In an era where digital interconnectedness shapes the very fabric of our  societies, 
cybersecurity has emerged as a paramount concern for nations, industries, and 
 individuals alike. The exponential growth of digital technologies and the prolif‑
eration of cyber threats have propelled cybersecurity to the forefront of national 
security and global stability discourses. Effective mitigation of cyber threats 
requires a whole‑of‑society and whole‑of‑government approach that emphasises 
the necessity for collaboration across various sectors and levels of governance. In 
this framework, government entities, private organisations, and individual citizens 
are seen as integral components of a unified defence strategy. Amidst these devel‑
opments, Latvia—a small but dynamic European nation with its comprehensive 
state defence system—has emerged as a case study in resilience, innovation, and 
collaboration in the face of growing cybersecurity challenges.

Why Latvia? Understanding Cyber Resilience  
in a Unique Geopolitical Context

Latvia’s cybersecurity narrative is both unique and instructive. As a small nation 
with a population of less than 2 million, Latvia faces challenges distinct from those 
of larger countries. Limited resources, a concentrated and somewhat limited cyber 
workforce, and reliance on international cooperation are defining characteristics of 
its cybersecurity landscape. However, Latvia’s experience underscores an  essential 
truth: resilience is not solely a function of size but also of strategic foresight, 
adaptability, and innovation. Both in military domain and cyber realm, Latvia has 
adopted a comprehensive state defence system where every citizen has a role in 
contributing to the state’s resilience.

Latvia’s geopolitical location on the eastern border of the European Union posi‑
tions it as a frontline state in the face of cyber threats emanating from neighbouring 
regions. The country’s proximity to adversarial actors, including state‑sponsored 
cyber threats, has compelled it to adopt proactive measures. From implementing 
robust national cybersecurity strategies to collaborating closely with international 
allies, Latvia serves as a microcosm of how smaller nations can punch above their 
weight in the global cybersecurity arena.

Latvia’s membership in the European Union and NATO has catalysed its cyber‑
security development. By aligning with the European legislation, notably the NIS 
and NIS2 directives, and actively engaging in collaborative structures such as the 
EU Agency for Cybersecurity (ENISA) and the NATO Cooperative Cyber Defence 
Centre of Excellence (CCDCOE), Latvia has positioned itself as a vital contributor 
to regional and global cybersecurity efforts. This dual commitment to national and 
collective security highlights the interconnected nature of modern cybersecurity 
challenges and solutions.

To be fair, Latvia faces a significant number of challenges, and even the most 
well‑conceived strategies can stall when confronted with resource limitations or 
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resistance to necessary shifts in mindset. Cultural change takes time—something 
a nation under constant hybrid attacks does not have the luxury of wasting. In 
Latvia’s case, policymakers must balance long‑term strategic goals with pressing 
short‑term necessities, often doing so with a remarkable degree of success despite 
the constraints.

One of the central arguments of this book is that Latvia’s approach to 
 cybersecurity offers valuable lessons for other nations, particularly smaller states. 
While larger countries often dominate cybersecurity discourse, smaller nations like 
Latvia demonstrate the importance of tailored solutions, regional cooperation, and 
strategic prioritisation. The whole‑of‑society and whole‑of‑government approach 
is not only a wishful thinking, but also a must for a country with very limited 
resources, nothing short of “work smart, not hard” mantra.

Latvia’s emphasis on resilience—the capacity to prepare for, respond to, and 
recover from cyber incidents—is a cornerstone of its cybersecurity strategy and 
a critical takeaway for other nations seeking to bolster their defences. Latvia’s 
 experience also underscores the importance of public‑private partnerships, com‑
munity engagement, and education in building societal cyber resilience. By foster‑
ing a culture of cybersecurity awareness and collaboration, Latvia has strengthened 
its ability to address not only technical vulnerabilities but also the human and 
organisational factors that contribute to cyber risks.

While this book focuses on Latvia, its insights extend far beyond the nation’s 
borders. As cyber threats become increasingly transnational, the experiences of 
individual nations contribute to the collective knowledge needed to address global 
challenges. Latvia’s active participation in international forums, its contributions to 
EU and NATO cybersecurity initiatives, and its collaborations with neighbouring 
Baltic states position it as a key player in the global cybersecurity landscape. Fur‑
thermore, the interconnected nature of cyberspace means that the security of smaller 
nations like Latvia has implications for the broader international community. Suc‑
cessful strategies and innovations developed in Latvia can serve as models for other 
nations, fostering a more secure and resilient digital ecosystem worldwide.

This book aims not only to inform but also to inspire. It is a call to action for 
policymakers, practitioners, researchers, and citizens to engage in the ongoing 
effort to strengthen cybersecurity. The challenges are significant, but so too are the 
opportunities for collaboration, innovation, and progress. By examining Latvia’s 
journey, we hope to provide a blueprint for resilience that resonates across bor‑
ders and disciplines. In the pages that follow, you will find an in‑depth exploration 
of Latvia’s cybersecurity ecosystem, its processes, and its vision for the future. 
Through case studies, analyses, and expert insights, this book seeks to illuminate 
the complexities of cybersecurity in a small nation and the broader lessons it offers 
for our increasingly interconnected world.

The Structure of This Book

This book delves into the foundational elements of Latvia’s cybersecurity frame‑
work, exploring the ecosystem of stakeholders, including government agencies, 
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private sector entities, academic institutions, and non‑governmental  organisations, 
that collectively shape the nation’s cyber resilience. Moreover, it examines 
the  policies, strategies, and governance mechanisms underpinning Latvia’s 
 cybersecurity initiatives. Finally, it explores emerging challenges and opportunities 
in Latvia’s cybersecurity landscape, such as artificial intelligence, cyber‑physical 
systems, workforce development, and societal resilience. Together, these themes 
provide an integrated view of Latvia’s past, present, and future cybersecurity 
efforts.

Cybersecurity is a multifaceted domain involving a wide range of stakeholders, 
from individual users and private sector entities to governmental institutions and 
malicious actors. In Chapter 2, Jānis Grabis and Linda Vitkaua provide an over‑
view of Latvia’s cybersecurity landscape, employing the ecosystem perspective. 
They explore the intricate web of participants and their interrelations, meticulously 
mapping the roles and dynamics within this complex network. To enhance the 
understanding of potential threats and the resources available for mitigation. The 
authors employ enterprise modelling as their research methodology, which enables 
them to systematically delineate the participants, their roles, and underlying inten‑
tions within Latvia’s cybersecurity ecosystem. This analytical approach not only 
clarifies the structure of the ecosystem but also provides insights into its resilience.

By scrutinising the ecosystem model, the authors evaluate the roles played by 
key stakeholders, including governmental bodies, educational institutions, and 
businesses, in bolstering Latvia’s cybersecurity resilience. Their analysis extends 
to examining how the Latvian ecosystem integrates with broader European and 
global cybersecurity efforts, thereby situating Latvia within the wider  international 
context. Operationalising these models involves a comprehensive analysis of 
cybersecurity‑related activities within Latvia, revealing both the strengths and 
limitations of the national framework. Ultimately, this chapter serves as a foun‑
dational resource for understanding Latvia’s cybersecurity ecosystem, offering 
 valuable insights for stakeholders seeking to enhance cybersecurity measures not 
only within the region but also in comparable settings globally.

Cybersecurity governance is a cornerstone of national resilience. Yet, as Savaş and 
Karataş (2022) aptly observe, the field remains underexplored, with no  consensus 
on what constitutes a comprehensive cybersecurity governance framework. This 
gap underscores the importance of analysing institutional structures, processes, and 
policies across diverse contexts. Chapter 3, authored by Mihails Potapovs, Iveta 
Reinholde, and Kristiāns Teters, addresses this need by examining the evolution of 
Latvia’s cybersecurity governance landscape through a public policy lens.

The chapter maps the institutional and legal evolution of Latvia’s cybersecurity 
governance, identifying critical path dependency factors that have shaped the cur‑
rent framework. It explores how historical decisions continue to influence contem‑
porary policy implementation and governance efficiency. Special attention is paid 
to Latvia’s alignment with the European cybersecurity legislation and the national 
cybersecurity governance modernisation, culminating in the establishment of the 
National Cybersecurity Centre, which serve as pivotal moments in the nation’s 
policy trajectory.
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Moreover, the chapter delves into the processes within Latvia’s cybersecurity 
ecosystem, exposing the interplay between digital and security policies in pursuit 
of a more cohesive governance model. Policy coordination emerges as a central 
theme, highlighting both challenges and opportunities for fostering synergy among 
stakeholders. The authors contribute to ongoing discussions on cybersecurity pol‑
icy design by offering forward‑looking recommendations. These proposals aim to 
overcome entrenched path dependencies and chart a course towards a sustainable 
and adaptive governance framework that aligns with both national needs and inter‑
national obligations.

In Chapter 4, Mihails Potapovs, Kristiāns Teters, Jānis Frīdmanis, and Bern‑
hards Blumbergs provide an in‑depth look at the operations of CERT.LV, Latvia’s 
national Computer Security Incident Response Team (CSIRT). The chapter utilises 
the Security Incident Management Maturity Model (SIM3 v2 interim) framework 
to evaluate CERT.LV’s maturity across four key quadrants: organisation, human 
resources, tools, and processes. By comparing findings with a 2015 evaluation 
conducted in cooperation with ENISA, the study identifies key advancements, 
persistent challenges, and areas for future improvement. The research employs a 
practitioner‑centric approach, drawing on documentary analysis of policy docu‑
ments, technical reports, operational records, and professional insights.

The case study highlights the significant progress made by CERT.LV in 
 formalising its governance structures, expanding its workforce, enhancing tech‑
nological capabilities, and streamlining incident response procedures. Moreover, 
it showcases CERT.LV’s efforts in strengthening its integration within the national 
cybersecurity framework and improving cooperation with international cybersecu‑
rity networks. The findings provide valuable insights into the evolution of national 
CSIRTs, offering policy recommendations for strengthening cyber resilience in an 
increasingly volatile digital environment.

Cyber resilience, a key theme of this book, encompasses multiple dimensions, 
some of which receive more scholarly attention than others. While there is substan‑
tial research on organisational cyber resilience and the robustness of ICT infrastruc‑
tures, societal cyber resilience often remains underexplored. Chapter 5, authored 
by Sigita Struberga and Žaneta Ozoliņa, bridges this gap by focusing on the societal 
dimensions of cybersecurity in Latvia. This chapter examines how societal efforts 
contribute to resilience against cyber threats, emphasising the collective capacity of 
communities to prepare for, withstand, and recover from cyber incidents.

The authors analyse the critical roles of public‑private partnerships,  community 
engagement, and educational initiatives, presenting these as foundational pil‑
lars for societal cyber resilience. They approach the topic through three primary 
 perspectives: national/governmental efforts, community‑level activities (includ‑
ing local governments, civil society, and enterprises), and individual preparedness 
and awareness. Their research methodology includes extensive surveys, in‑depth 
 interviews, and co‑creation workshops involving experts from Latvia’s national 
cybersecurity competence community.

This collaborative approach allows the authors to gather diverse insights 
from stakeholders across multiple sectors, enriching their analysis of the societal 
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 resilience landscape. The findings are not merely descriptive but instrumental‑
ised into concrete policy recommendations, forming a basis for Latvia’s national 
 societal cyber resilience roadmap. By addressing gaps and proposing actionable 
strategies, this chapter contributes significantly to the broader discourse on societal 
cybersecurity, offering valuable insights for both policymakers and practitioners.

In Chapter 6, Uldis Ķinis undertakes a comprehensive analysis of Latvia’s legal 
frameworks and procedural mechanisms for addressing cybercrime. He explores 
the intricacies of the country’s national criminal law and procedural regulations, 
with a focus on their practical application in combating cyber offences. The chap‑
ter delves into the unique features of Latvia’s legal system, identifying strengths 
and pinpointing areas where gaps or inconsistencies hinder effective enforcement. 
By examining regulations on offences such as information system breaches and 
computer fraud, the author highlights the robustness of existing measures while 
offering critical insights into potential areas for improvement.

This chapter further scrutinises the challenges associated with cybercrime juris‑
diction, particularly in the acquisition, processing, and application of electronic 
evidence—a cornerstone of modern legal practice. Ķinis provides an in‑depth look 
at the obstacles within Latvia’s criminal justice system related to the detection, 
investigation, and adjudication of cybercrimes. In addition to diagnosing these 
challenges, the author proposes targeted enhancements to procedural and legal 
frameworks, aiming to strengthen the country’s capacity to prosecute cybercrimi‑
nals effectively.

Grounded in Latvian legal principles and supplemented by insights from both 
domestic and international legal scholarship, as well as real‑world Latvian case 
studies, this chapter contributes a vital perspective to the broader discourse on 
cybercrime. Its findings offer not only a critical evaluation of Latvia’s approach to 
combating cybercrime but also practical policy recommendations that can serve 
as a blueprint for improving the effectiveness of national and regional efforts in 
addressing cyber threats.

Building on the groundwork laid in the previous chapters, Chapter 7, by Mihails 
Potapovs and Stella Blumfelde, delves into how Latvia implements European 
Union cybersecurity frameworks, highlighting the interplay between European 
integration and national sovereignty. While the EU has traditionally had limited 
involvement in security and defence policies, it has emerged as a pivotal player in 
shaping comprehensive strategies across its member states, particularly in domains 
where the benefits of collaboration and common regulation supersede national sov‑
ereignty considerations. Latvia, with its unique geopolitical context as a small EU 
member state, offers a compelling case study of this dynamic.

Through an in‑depth analysis of legislative and policy planning documents, 
this chapter reveals the EU’s role as a catalyst for advancing Latvia’s cybersecu‑
rity regulatory frameworks, capacity‑building initiatives, and information‑sharing 
mechanisms. The authors examine how Latvia navigates the challenges of aligning 
national security imperatives with supranational directives, emphasising the deli‑
cate balance between maintaining digital sovereignty and contributing to  collective 
European cybersecurity efforts. By addressing both current practices and future 



Introduction 7

directions, the chapter underscores the complexities and opportunities inherent in 
Latvia’s evolving relationship with the EU.

Furthermore, the research contributes valuable theoretical insights into 
the  concept of digital sovereignty, demonstrating how Latvia exemplifies the 
 equilibrium between national autonomy and collaborative governance within the 
broader European cybersecurity framework. This analysis not only highlights Lat‑
via’s proactive role in shaping regional cybersecurity but also provides a blueprint 
for other nations seeking to balance similar tensions.

Cyber diplomacy plays an increasingly vital role in shaping international  relations, 
particularly in navigating the complexities of cyberspace and addressing the myriad 
challenges it presents. In Chapter 8, Didzis Kļaviņš offers a nuanced analysis of the 
intersection between cybersecurity and foreign policy. This chapter explores Latvia’s 
active role in shaping international cyber diplomacy by participating in regional and 
global forums, including the United Nations Open‑Ended Working Group (OEWG). 
Kļaviņš delves into the complexities of cyber diplomacy, examining its distinctive 
processes, stakeholders, and its pivotal role within Latvian foreign policy.

The chapter sheds light on the evolving nature of cyberspace and Latvia’s 
 strategic approaches to addressing cyber challenges on a global stage, notably tack‑
ling such key issues as attribution, the implementation of sanctions, and the use of 
frameworks like the EU’s Cyber Diplomacy Toolbox. Through retrospective analy‑
sis, the chapter situates Latvian cyber diplomacy within the broader context of the 
Baltic Sea region, the European Union, and international cyber governance efforts. 
By illuminating the multifaceted challenges and accomplishments of Latvian cyber 
diplomacy, Kļaviņš provides critical insights into how smaller nations can amplify 
their influence and contribute to shaping the global cybersecurity agenda. This 
chapter not only highlights Latvia’s proactive stance but also underscores the sig‑
nificance of cyber diplomacy as a tool for navigating the complexities of modern 
international relations.

Chapter 9, authored by Heinrihs K. Skrodelis, Mārtiņš Štāls, and Andrejs 
Romānovs, examines Latvia’s efforts to modernise its cybersecurity landscape 
in response to the evolving global threat environment. The chapter delves into 
the challenges posed by technological advancements and competitive pressures, 
which continuously test the readiness and resources of cybersecurity providers. 
Against this backdrop, Latvia has implemented the provisions of the NIS2 direc‑
tive and adopted a comprehensive cybersecurity strategy, aiming to create a unified 
approach to safeguarding digital infrastructure.

This chapter employs an organisational perspective, focusing on both public 
and private sector initiatives. It includes a comparative case study analysis of 
how different organisations are transforming their ICT infrastructure, cybersecu‑
rity  policies, and processes. The research methodology integrates legal and policy 
document analyses, case studies, and expert interviews to offer a nuanced under‑
standing of the ongoing cybersecurity transformation in Latvia. A key focus of 
the chapter is the critical decisions organisations face, such as whether to invest 
in proprietary cybersecurity solutions or outsource them, leading to a reevalua‑
tion of traditional perimeter defence architectures. Furthermore, the integration of 
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artificial intelligence adds complexity by reducing dependence on human labour 
while introducing new challenges in investigating and mitigating potential errors.

The authors’ analysis highlights both the opportunities and risks inherent in 
adopting such advanced technologies. Through its detailed examination of legal 
frameworks, technological integration, and organisational strategies, this chapter 
provides valuable insights into Latvia’s efforts to build resilience and adapt to the 
rapidly evolving cybersecurity landscape. It serves as a vital resource for poli‑
cymakers, practitioners, and researchers seeking to understand the intricacies of 
cybersecurity transformation and resilience in a small but dynamic nation.

In an era marked by rapid technological advancements and a constantly evolv‑
ing cyber threat landscape, the imperative to develop the cyber workforce of 
tomorrow has become paramount. In Chapter 10, Rūta Pirta and Matīss Veigurs 
delve into the critical imperative of workforce development and education in the 
rapidly evolving field of cybersecurity. The chapter highlights the pressing need to 
cultivate the skills and competencies essential for confronting future challenges, as 
technological advancements and sophisticated cyber threats continue to escalate.

Recognising that effective cybersecurity demands a multidisciplinary approach, 
the authors emphasise the integration of diverse fields, including legal frameworks, 
computer science, communication strategies, and psychological insights. They 
underline the importance of cybersecurity specialists possessing not only technical 
expertise but also general skills and behavioural traits that are crucial during crisis 
situations. The chapter also examines the profound impact of emerging technologies, 
particularly artificial intelligence, which simultaneously heighten cybersecurity chal‑
lenges and redefine the competence requirements for professionals in this domain.

Acknowledging that cybersecurity knowledge must extend beyond profession‑
als, Pirta and Veigurs advocate for widespread basic cyber hygiene education to 
enhance personal safety in the digital space. The chapter offers an in‑depth exami‑
nation of Latvia’s cybersecurity education ecosystem, identifying gaps, forecast‑
ing future competency needs, and proposing strategic recommendations. These 
include addressing workforce requirements, aligning with technological trends, 
fostering collaboration, and promoting secure behavioural practices. Serving as 
a  comprehensive guide, this chapter provides critical insights and actionable rec‑
ommendations for policymakers, educators, and industry stakeholders, aiming to 
advance human performance and resilience in Latvia’s cybersecurity domain.

In Chapter 11, Krišjānis Nesenbergs, Pēteris Paikens, and Eduards Blum‑
bergs critically examine the pressing challenges posed by the growing ubiquity 
of consumer wireless devices, such as smartphones, wearables, and Internet of 
Things (IoT) devices. These technologies, seamlessly integrated into daily life, 
form a cyber‑physical reality but also reveal a significant gap in security aware‑
ness and a lack of motivation among manufacturers to prioritise robust security 
measures.

Most of these IoT devices rely on diverse wireless communication protocols, 
including 4G and 5G networks, WiFi, Bluetooth, Bluetooth Low Energy, and 
mesh protocols like Zigbee. The proliferation of these wireless‑enabled devices, 
 combined with the decreasing cost of technologies such as software‑defined radios, 
underscores the need for a comprehensive understanding of vulnerabilities and 
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proactive preventive measures. This chapter meticulously analyses present and 
emerging threats to cyber‑physical environments, offering an in‑depth assessment 
of vulnerabilities in both consumer and commercial devices. It further evaluates 
the societal risks posed by these weaknesses, emphasising the potential repercus‑
sions on critical systems and infrastructure.

The authors explore the types of cyber‑physical systems prevalent in Latvia, 
identify current and anticipated threat categories, and assess the future implications 
of these threats within the national context. Concluding with actionable solutions, 
they propose proactive mitigation strategies, advocating for a robust classification 
system to inform responses. The chapter highlights the urgent need for  collaborative 
efforts within the security community and calls for governmental interventions to 
enhance resilience. Serving as a valuable resource, this chapter provides nuanced 
perspectives on the evolving landscape of cyber‑physical systems while presenting 
practical insights to strengthen Latvia’s cybersecurity ecosystem.

The concluding Chapter 12, authored by Kate E. Kanasta, delves into the 
 transformative impact of technological advancements on modern warfare and the 
consequential changes in organisational structures. Throughout the military history, 
technology has consistently been a pivotal factor, often determining the dominant 
power in shifting balance‑of‑power systems. However, some researchers debate 
whether cyber capabilities truly influence the balance of power today.

While it is undeniable that cyber capabilities enhance existing military opera‑
tions, their implications do not fundamentally alter the nature of warfare itself. This 
perspective suggests that cyber developments represent an evolutionary change 
rather than a revolutionary shift. The chapter examines the impact of advancements 
in cyber capabilities on operational tactics, military doctrines, and organisational 
structures while taking the discussion one step further—how might these changes 
influence the balance of power in the future?

Together, these chapters provide a detailed and comprehensive exploration 
of Latvia’s cybersecurity landscape. They offer valuable insights into the chal‑
lenges faced by smaller nations and highlight strategies that have enabled Latvia to 
become a resilient and proactive player in the global cybersecurity arena. Through 
this layered approach, this book serves as a resource for policymakers, practition‑
ers, academics, and anyone interested in understanding the complexities of cyber‑
security in the context of smaller nations. It underscores the interdependence of 
global cybersecurity and advocates for collaboration, innovation, and resilience as 
key strategies in navigating the rapidly evolving digital landscape. Ultimately, this 
work aspires to contribute to a deeper understanding of the cybersecurity domain, 
offering actionable insights for enhancing resilience, building partnerships, and 
fostering a secure and interconnected future for all.
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Introduction

Information and communication technologies (ICTs) have become an integral part 
of human society affecting individuals, businesses, and states. Inevitably that has 
led to security concerns to prevent adverse impact of various incidents. Cyberse‑
curity is a set of measures and controls that ensure confidentiality, integrity, and 
availability of the information processed and stored by a computer (CNSSI, 2015). 
It concerns multiple actors starting with computer users, cybersecurity specialists 
as well as malicious actors. These actors are linked together in an intricate web of 
relationships forming a connected network. The actors have different impacts on 
each other, and the overall behaviour emerges as the result of actions performed 
by individual actors. The strength of the network depends on the right composi‑
tion and positive dynamics of the systems. This kind of behaviour is characteristic 
to ecosystems, and this concept has recently been adopted for studying various 
socio‑technical systems rather than just biological systems (Tsai et al., 2022).

A digital ecosystem is a distributed, adaptive, open socio‑technical system with 
properties of self‑organisation, scalability, and sustainability inspired from natu‑
ral ecosystems (Briscoe & De Wilde, 2006). It is a complex network of people, 
 businesses, and systems that use technology to interact with one another. In the 
case of the cybersecurity ecosystem, the backbone of the ecosystem is devices 
interconnected by computer networks. These devices are used by various actors 
ranging from computer users to cybersecurity specialists. The system is an open 
system due to its reliance on public networks and it is a socio‑technical system 
because human factors often have more significant impact on its behaviour than the 
technical ones. There is some degree of oversight provided by governmental and 
public organisations though generally it is a self‑organising system.

Understanding the ecosystem composition and motivation of entities involved 
is crucial for further analysis of the cybersecurity ecosystem and comprehension 
of its strengths and weaknesses. Therefore, this chapter focuses on identification of 
actors in the cybersecurity ecosystem as well as their goals.

The objective of this chapter is to map and to analyse the Latvian cybersecurity 
ecosystem. Enterprise modelling (Sandkuhl & Stirna, 2014) is used as a research 
method to identify ecosystem participants and their intentions. Resilience is one 
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of the desired characteristics of the ecosystem (Ferdinand & Benham, 2017). It 
 characterises the ecosystem’s ability to persist in changing and often adverse cir‑
cumstances. The ecosystem models developed are used to assess the resilience of 
the Latvian cybersecurity ecosystem. The assessment is based on structural proper‑
ties of the ecosystem identified in Tsai and Zdravkovic (2020) and Tsai et al. (2020).

The rest of this chapter is organised as follows. The Background section 
 provides the background information in cybersecurity ecosystems and ecosystems 
modelling. That includes a brief review of existing work on cybersecurity ecosys‑
tem analysis. The Latvian cybersecurity ecosystem is presented in The Overall 
Ecosystem section. The ecosystem analysis is discussed in the Ecosystem Analysis 
section . Conclusions are provided in the closing section.

Background

The cybersecurity ecosystem has been investigated from various perspectives 
such as regulatory, business, and societal. This section reviews the existing work 
on mapping and analysing the cybersecurity ecosystem. By building on these 
 investigations, this chapter attempts to uncover a holistic Latvian cybersecurity 
ecosystem. For these purposes, an enterprise modelling approach describing goals 
and actors involved in the cybersecurity ecosystem is employed.

Related Work

Current research and practice recognise the importance of the ecosystem  perspective 
in addressing cybersecurity concerns. The DHS (2011) emphasises the analogy 
with natural ecosystems and presence of diversity of participants – private firms, 
non‑profits, governments, individuals, processes, and cyber devices (i.e., comput‑
ers, software, and communication technologies). More importantly, the  participants 
interact with each other and might have their specific reasons for involvement. The 
diversity of participants is also highlighted and further extended in the  definition 
of the information security ecosystem by D’Arcy and Hovav (2008). The list of 
participants includes hardware and software vendors, consultants, digital forensics 
experts, standardisation agencies, accreditation and education facilities, academic 
conferences and journals, books, magazines, hackers, and their paraphernalia. 
These participants drive development of cybersecurity products and services. 
Definition of key building blocks is another approach to defining cybersecurity 
ecosystem (DHS, 2011). The key building blocks are automation, interoperabil‑
ity and authentication. Automation concerns computer‑aided decision‑making and 
actuation in response to cybersecurity incidents. Interoperability allows “cyber 
participants to collaborate seamlessly and dynamically in automated community 
defense”. Authentication ensures trusted interactions in the cyber space.

Abazi (2022) argues that collaboration among government, private secretary, and 
academia is essential to increase cybersecurity performance. Duties of various stake‑
holders are also highlighted, for example, Information Society Agency is responsi‑
ble for improving the overall cybersecurity maturity while  Information and Privacy 
Agency addresses specific issues such as compliance with GDPR regulations.
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A representation or view of the overall cybersecurity ecosystem depends on 
the perspective. This perspective can be defined from the viewpoint of societal 
 importance starting with basic cyber hygiene and protection to critical assets to 
ensuring democracy and protecting human rights (ENISA, 2017). Governmental 
institutions and regulations play a major role to achieve the top‑level objectives. 
Bederna and Rajnai (2022) analyse the cybersecurity ecosystem in the European 
Union (EU). They point out that ENISA and CERT are the core transnational play‑
ers, who collaborate with national bodies. Critical infrastructure and identity ser‑
vices providers are main players at the member state level. Still, the European 
digital cybersecurity ecosystem is a part of the global cybersecurity ecosystem, and 
the relevant players and interactions should be accounted for. This way the Latvian 
cybersecurity ecosystem is also a part of the European cybersecurity ecosystem as 
well as the global cybersecurity ecosystem.

There have been some attempts to map the Latvian cybersecurity ecosystem. 
The European Telecommunications Standards Institute (ETSI) lists organisations 
involved in the Latvian cybersecurity ecosystem. The list has a strong emphasis on 
governmental and defence institutions. The Latvian case is analysed in the context 
of the global cybersecurity ecosystem. The global ecosystem is characterised by 
collaboration mechanisms used among the parties. Six groups of the collaboration 
mechanisms referred as to forums and activities are considered: (1) forums that 
develop techniques, technical standards, and operational practices; (2) major IT 
developer forums affecting cybersecurity; (3) activities for continuous informa‑
tion exchange; (4) centres of excellence; (5) reference libraries, continuing confer‑
ences; and (6) heritage sites and historical collections (ETSI, 2017).

An informal representation of the Latvian cybersecurity ecosystem is presented 
by Benetis (2023). It serves as a directory of specific organisations dealing with 
specific aspects of cybersecurity in Latvia. A distinguishing feature of this repre‑
sentation is the naming of many companies providing cybersecurity services and 
products. The key players of the Latvian cybersecurity ecosystem are also identi‑
fied by CERT.LV. This representation focuses on the role of CERT.LV itself and its 
connections with other organisations.

Ecosystem Modelling

The ecosystem is modelled using the approach proposed in Grabis et al. (2022). 
This modelling approach focuses on the identification of ecosystem roles and eco‑
system goals. The ecosystem participants are abstracted using ecosystem roles. 
The role is a part a participant plays in the ecosystem and the contribution they 
make through the application of their skills, knowledge, experience, and abilities.  
A generic role refers to a specific type of participant in the cybersecurity ecosystem. 
Such a generic role is fulfilled by a particular organisational unit, which stands for an 
identifiable organisation or business. The generic role abstraction allows to describe 
the structure of the organisational network underlaying the  cybersecurity ecosystem 
without being obstructed by ever‑changing instantaneous network composition.

Goals are used to define intentions of participants of the cybersecurity 
 ecosystem. It is assumed that participants (either generic or specific) have their 
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business goals. At the same time, there are ecosystem goals describing the pur‑
pose of the  ecosystem as a whole. The business goals either contribute or hamper 
achieving the ecosystem goal. Representation of the goals allows understanding 
motivation of various participants and to analyse health of the ecosystem.

This chapter focuses on the overall cybersecurity ecosystem goals and identifies 
some of the specific business goals of selected participants.

The identified goals and roles can be used to assess resilience of the  cybersecurity 
ecosystem. To achieve that, they are mapped to the typical resilience goals and roles 
identified in the literature. It is assumed that the pre‑condition of the  resilience is 
a support for the archetypal goals and roles of ecosystem resilience. These goals 
and roles have been identified and analysed in Tsai & Zdravkovic (2020) and Tsai 
et al. (2020), respectively. The resilience roles in the digital ecosystem are: (1) 
driver – sets the vision for the ecosystem and facilitates its growth; (2) aggregator –  
aggregates capabilities and resources; (3) modular producer – provides resources; 
(4) complementor – provides resources that complement the core resources; (5) 
customer – pays for ecosystem’s services; (6) end‑user – uses ecosystem’s services; 
(7) governor – governs all actors within an ecosystem by providing the standards, 
laws, etc.; and (8) reputation guardian – ensures trustworthiness.

The resilience goals in the digital ecosystem are diversity, efficiency, adapt‑
ability, and cohesion. Diversity is the variety of actors for organisational units and 
roles, the collection of multiple resources and resource variety, and the collection 
of multiple capabilities and capabilities variety in a digital ecosystem. Efficiency 
is the resource productivity and utilisation in an ecosystem and value delivered 
relative to total resource consumption. Adaptability is transparency in terms of 
exposing the means of adaptation and flexibility as the ease with which a digi‑
tal ecosystem can be changed. Cohesion denotes the strength of partnerships, the 
alignment and tightness among actors, and their capabilities towards fulfilling the 
mission of a digital ecosystem.

The goals and roles are categorised as resilience, ecosystem and business goal 
and ecosystem and generic roles and organisational units, respectively (Table 2.1). 
The relationship between goals is defined as the ecosystem goals supporting the 
resilience goals and the business goals supporting the ecosystem goals. Similarly, 
the relationship between roles implies that the generic roles fulfil the ecosystem 
roles, and the organisation units fulfil the generic roles. The relationship between 
goals and roles defines that certain roles are required to fulfil the goal.

Cybersecurity Goals and Roles

The overall information security goals have been defined as the CIA triad and 
include confidentiality, integrity, and availability (Dhillon & Backhouse, 2001). 
Confidentiality protects information (data) from unauthorised access. Integrity is 
the accuracy and consistency of data as well as the completeness and reliability 
of systems. Availability is the ability for users to access systems and information 
when needed, even under duress.

The list of goals has been expanded to account for new risks emerging in col‑
laborative environments (Cherdantseva & Hilton, 2013), and the extended list 
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includes: confidentiality, integrity, availability, privacy, authenticity and trustwor‑
thiness, and non‑repudiation. The empirical analysis shows that the most important 
goals of organisations are information integrity, confidentiality, accountability, and 
availability (Qingxiong et al., 2008). This list has been further expanded to include 
confidentiality, availability, integrity, accountability, assurance, anonymity, authen‑
tication, authorisation, correctness, identification, non‑repudiation, policy compli‑
ance, privacy, secrecy, and trust, and it can be mapped to the NIST SP 800‑27 
standard (Adach et al., 2022a).

CISA has formulated Cross‑Sector Cybersecurity Performance Goals (CPGs) 
addressing some of the most common and impactful cyber risks (CISA, 2023). 
The CPG model aims to implement an easy‑to‑implement set of IT and operational 
technology (OT) cybersecurity measures. It prescribes the following goal defini‑
tion components:

• Outcome,
• TTP/risk addresses,
• Security practices,
• Scope,
• Recommended action, and
• NIST CSF reference.

Table 2.1 Notation used to model Latvian cybersecurity ecosystem

What needs to be represented Concept Graphical symbol

Intention concerning ecosystem 
resilience

Ecosystem resilience goals 

Role necessary for ecosystem 
resilience

Ecosystem resilience role 

Intention of the ecosystem Ecosystem goal (commonly 
agreed goal among 
ecosystem participants)

Generic role significant to the 
ecosystem

Generic role (specific to 
business domain or case)

Intention of the ecosystem 
participant

Business goal

Organisational unit fulfilling a 
generic role

Specific organisational unit 
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The goals are allocated to one of seven groups including: account security, device 
security, data security, governance and training, vulnerability management, sup‑
ply chain/third party, and response and recovery. Sample goals are prohibit con‑
nection of unauthorised devices, OT cybersecurity training, and vendor/supplier 
cybersecurity requirements. From the ecosystem perspective, ecosystem members 
should strive to adhere to these foundational goals to limit their risk exposure as 
well as harmful effects on other members of the ecosystem. Many of the techni‑
cal concerns can be addressed in a collaborative manner (Meng et al., 2015). The 
overarching goal of collaborative security is to make more effective and robust 
decisions. However, some of the challenges to be resolved in collaborative security 
systems include accuracy, privacy, incentives, robustness, and scalability.

Besides technical aspects, human goals also play a vital role in the cybersecurity 
ecosystem and security is one of the primary human goals (Chulef et al., 2021). 
National and personal security are essential to achieve these goals (Madrueño‑ 
Aguilar, 2016).

The aforementioned goals are pursued by ecosystem participants having various 
roles. The cybersecurity ecosystem is inherently global (Bederna & Rajnai, 2022) 
and an organisation operates in collaboration with state‑wise players, which in turn 
collaborate with regional (e.g., EU) players and global players. The organisation 
uses various IT and business services, which are subject to cybersecurity regula‑
tions provided by European bodies such as ENISA and CERT‑EU. It is also affected 
by other regulations when interacting with other countries outside EU and global 
technological developments. ENISA or European Union Agency for Cybersecurity 
is the Union’s agency aiming to achieve a high common level of cybersecurity 
across Europe. It follows the EU Cybersecurity Act and Directives on Security of 
Network and Information System. It focuses on collaboration among the member 
states, knowledge sharing, cybersecurity capacity building, and awareness raising. 
CERT or Computer Emergency Response Team is an expert group that handles 
computer security incidents. It maintains information about cybersecurity inci‑
dents, helps government and society institutions to cope with incidents, and raises 
awareness about cybersecurity threats and protective measures. The ETSI is an 
independent, not‑for‑profit, standardisation organisation operating in the field of 
information and communications. ETSI supports the development and testing of 
global technical standards for ICT‑enabled systems, applications, and services.

The players involved in cybersecurity ecosystem can be classified as macro‑level 
and micro‑level players (Kuzminykh et al., 2021). The macro‑level players are 
governments, regulators, policymakers, and standards‑setting organisations. Key 
micro stakeholders include end‑users, consumers, governments, private com‑
panies, corporations, Small and Medium Enterprises (SMEs), financial institu‑
tions, and security consultants who micro‑connect other players. DHS states that 
cybersecurity ecosystem includes diverse participants – private firms, non‑profits, 
 governments, individuals, processes, and cyber devices (computers, software, and 
communications technologies).

This discussion paper explores (DHS, 2011) resilience of cybersecurity ecosys‑
tems what should lead to fundamentally more secure systems. Participants of resil‑
ient cyber ecosystem are expected to work together in near‑real time to anticipate 
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and prevent cyberattacks, limit the spread of attacks across participating devices, 
minimise the consequences of attacks, and recover to a trusted state.

Das (2015) places an organisation at the centre of the cybersecurity  ecosystem 
and defines its relationships with other involved actors. Software vendors are 
referred as to keystone players, while network, hardware, and cloud providers 
are referred as to niche players. The ecosystem also emphasises the role of gov‑
ernmental institutions and cyber insurers. The ecosystem includes adversaries 
such as individuals and groups of cyber criminals attacking the organisation and 
its assets. The adversaries use online and P2P networking resources to carry out  
the attacks.

The Overall Ecosystem

The Latvian cybersecurity ecosystem model is developed by merging relevant enti‑
ties defined in the European cybersecurity ecosystem and the global cybersecurity 
ecosystem and entities derived from Latvian legislation as well as specific national 
entities. These goals and roles are mapped to the resilience goals and roles, respec‑
tively, to analyse the resilience of the Latvian cybersecurity ecosystem.

Goals

The goal model shows the ecosystem goals to ensure cybersecurity in Latvia (Fig‑
ure 2.1). The identified goals are:

• To ensure national security – serves as a foundation to achieving other cyber‑
security objectives. It concerns measures, policies, and practices implemented 
by a nation to protect its information systems, critical infrastructure, and digital 
assets from internal and external cyber threats and attacks,

• To provide secure critical infrastructure – digital services rely on critical commu‑
nication and data infrastructure and it should safeguarded against cyberattacks,

• To guarantee personal security – citizens should be safe while using digital ser‑
vices for communication and data processing as well as personal data protection 
should be enforced,

• To ensure information security – all members of ecosystem should be able to 
process, store, and transmit data safely without compromising confidentiality, 
integrity, and availability,

Ecosystem goal

Resilience goal

Cohesion

Resilience goal

Efficiency

Resilience goal

Diversity

Resilience goal

Adaptability

Ecosystem goal

To ensure national
security

To provide secure
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Ecosystem goal
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Ecosystem goal

To ensure business
security

Ecosystem goal

To ensure
information security

Ecosystem goal
To provide

cybersecurity
awarness

Figure 2.1 The cybersecurity ecosystem goals.
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• To ensure business security – digital business transaction should be performed 
in a secure and reliable environment, and

• To provide cybersecurity awareness – all ecosystem participants should be aware 
of cybersecurity risks and opportunities. That includes cybersecurity education.

These goals directly follow from Latvian legislation, primarily, National Cyberse‑
curity Law (2024) and the National Cybersecurity Strategy of Latvia (2023–2026) 
(Ministry of Defence, 2023).

The high‑level cybersecurity ecosystem goals in Latvia are similar to those of 
other countries as Latvia is a part of the European and Global ecosystem.

The ecosystem goals are mapped to the resilience goals. The critical infra‑
structure provides means for all ecosystem entities to access required services and 
ensure efficient functioning of the whole system. The efficiency is also the primary 
concern for business and information security. However, the personal security is 
essential to ensure wider involvement in the ecosystem and it supports the diversity 
goal. The national security jointly with critical infrastructure ensures cohesion in 
the cybersecurity ecosystem. The cybersecurity awareness and education enable 
ecosystem participants to adapt to specific situations.

The mapping shows that the cybersecurity ecosystem fulfils necessary condi‑
tions for ensuring ecosystem resilience because the established ecosystem goals 
support the known resilience goals.
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awareness events

Business goal
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Figure 2.2 Business goals of education institutions.
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However, analysis of business or specific goals of different actors or individual 
ecosystem participants reveals additional information about the ecosystem. The 
business goals are defined for an actor Education institution (see Section 3.2) 
( Figure 2.2), which is primarily responsible for providing the cybersecurity aware‑
ness ecosystem goal:

• To provide study programmes – the goal concerns design, development, and 
delivery of educational courses and curricula to provide knowledge, skills, and 
competencies to learners,

• To prepare training materials – training materials accommodate the delivery of 
educational courses to provide learners with in‑depth insights into cybersecurity,

• To provide continuous education – knowledge and skills should be continuously 
renewed in the face of evolving cybersecurity threats,

• To prepare cybersecurity professionals – educational courses and study pro‑
grammes are delivered to prepare cybersecurity professionals,

• To conduct research – new methods and technologies are elaborated to deal with 
cybersecurity threats more efficiently,

• To prepare policy documents – contributions to policy documents are made,
• To prepare information materials – information materials targeting general pub‑

lic are prepared and distributed to increase awareness about cybersecurity chal‑
lenges, and

• To organise public awareness events – events are organised to improve knowl‑
edge about cybersecurity issues and to build trust in the cybersecurity ecosystem.

The business goals are mapped to the resilience goals what highlights that cyber‑
security awareness contributes to achieving all four resilience goals. In particu‑
lar, the adaptability goal is emphasised by providing research, training materials, 
events, and continuous education. That allows participants of the cybersecurity 

Table 2.2 Analysis of cybersecurity ecosystem roles defined in literature

Source Roles

National Cybersecurity Law Critical Infrastructure Providers
Governmental institutions
Organisations and businesses
Citizens

CERT.LV CERT network and international organisations
Media
Citizens
Governmental institutions
Municipalities and businesses
ICT service providers

Benetis (2023) Technology Developers, Resellers, Integrators, 
Consultancy

Distributors
Educators, Research, Communities
National Capabilities
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ecosystem to use cybersecurity knowledge to develop new services and prepare for 
various cybersecurity threats. The study programmes are often developed accord‑
ing to cybersecurity standards and best practices thus facilitating dissemination of 
common truth across the ecosystem. The efficiency resilience goal was primarily 
addressed from the business perspective, and the cybersecurity awareness contrib‑
utes to providing a pool of cybersecurity professionals.

At the same time, there could be individuals or organisations having malicious 
business goals, e.g., cyber extortion. The ecosystem model presented in this chap‑
ter focuses on non‑malicious intents.

Roles

The legislation and literature analysis reveals a number of typical roles involved in 
the cybersecurity ecosystem. Table 2.2 lists roles mentioned in various descriptions 
and models of the cybersecurity ecosystem. National Cybersecurity Law identi‑
fies key roles at the state level as well as organisations fulfilling these roles. The 
key institution here is National Cybersecurity Centre, which acts as a cybersecu‑
rity coordination centre. CERT.LV focuses on mutual interactions among differ‑
ent roles and joining various stakeholders (CERT.LV, 2025) while Benetis (2023) 
focuses on the business aspects of cybersecurity ecosystem.

The following roles have been identified in the cybersecurity ecosystem 
(Figure 2.3):

• Government (legislation) – provides legal basis for cybersecurity,
• Government (executive) – enforces cybersecurity regulations,
• Agency – an independent governmental organisation tasked with addressing 

specific cybersecurity challenges (e.g., CERT.LV),
• Citizen – state citizens,
• Organisation – an organisational non‑business entity having strong interest and 

exposure to cybersecurity concerns,
• International organisation,
• Business – companies working in various industries with strong interest and 

exposure to cybersecurity concerns,
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Figure 2.3 The cybersecurity ecosystem roles.
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• Association – industrial, professional or other type of association providing a 
joint forum for addressing cybersecurity challenges,

• Technology developer – develops new cybersecurity tools,
• ICT service provider – provides ICT and cybersecurity services to citizens, 

organisations, and businesses,
• Identity service provider – maintains and verifies the identity of users of digital 

services,
• Finance and insurance – helps dealing with financial risks associated with 

cybersecurity,
• Education institution – provides knowledge, training, and research in the area 

of cybersecurity,
• Critical infrastructure provider – systems supporting vital ICT services, and
• Media – various news and analytical outlets distributing information on cyber‑

security matters.

Cybersecurity directly concerns citizens, organisations, and businesses. They can be 
perceived as both customers of cybersecurity services as well as end‑users directly 
affected by cybersecurity concerns (Figure 2.4). At the same time, typically they do 
not assume the Driver role. Despite the growing importance of cybersecurity, there 
are few end‑users of digital services who perceive cybersecurity as a driving concern. 
The Driver role is assumed by governmental institutions, specialised agencies, asso‑
ciations, and technology developers. Organisations, businesses, and citizens assume 
the roles of both customer and end‑user. The cybersecurity ecosystem is governed by 
legislative bodies and much of the regulations are derived from international regu‑
lations and standards, especially, those set by the EU. Technology developers also 
act as modular producers providing various components for building cybersecurity 
systems. ICT service providers, however, are Aggregators connecting the compo‑
nents and servicing customers and end‑users. The aggregation is performed on the 
top of the critical infrastructure layer. Trust is a major concern in cybersecurity and 
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Reputation guardians help to increase the trust level in resilient cybersecurity sys‑
tems. This role is assumed by several players including associations, media, and edu‑
cation institutions. Associations, technology developers, and education institutions 
emerge as roles connecting various aspects of the ecosystem resilience.

The generic roles are fulfilled by specific organisations. Virtually are organisa‑
tions in Latvia are a part of cybersecurity ecosystem because 99% (Oficiālais statis‑
tikas portāls, 2023) of businesses and 90% (Oficiālais statistikas portāls, 2023) of 
citizens, respectively, are using the broadband internet.

The National Cybersecurity Strategy of Latvia and ETSI (2017) provide an 
exhaustive list of governmental institutions and agencies. Benetis (2023) describes 
some of the key technology developers and ICT service providers. An additional 
analysis of the organisations involved in the Latvian cybersecurity ecosystem is 
provided in Section 4.

Ecosystem Analysis

The aforementioned models describe the Latvian cybersecurity ecosystem and its 
main participants and their objectives. To understand the impact of the  participants 

Table 2.3 The list of main cybersecurity events in Latvia

Event Accessed Link

CyberChess 2023 conference 04.07.2024. https://cyberchess.lv/cc23/ 
CyberChess 2022 conference 04.07.2024. https://cyberchess.lv/cc22/ 
CyberShield 2023 

Cybersecurity Forum 
05.07.2024. https://www.eventbrite.dk/e/ 

kiberdrosibas‑forums‑cybershield‑ 
2023‑tickets‑709358358947

Open Data Conference 05.07.2024. https://www.lata.org.lv/konference‑2023 
RIGA COMM 2023 Conference 15.07.2024. https://rigacomm.com/lv/programma/
Workshop “Esi drošs” (“Be 

safe”)
05.07.2024. https://cert.lv/lv/2023/11/it‑drosibas‑ 

seminars‑esi‑dross‑decembri 
“Digitālā nedēļa” 2023 (Digital 

Week)
15.07.2024. https://eprasmes.lv/iepazisties‑ar‑ 

eiropas‑digitalas‑nedelas‑2023‑ 
latvija‑tematiskajam‑dienam/ 

“Kibernakts” 2023 (Cyber 
Night)

15.07.2024. https://www.lvrtc.lv/kibernakts‑2023/ 

Cybersecurity Technology 
Seminar

15.07.2024. https://events.datigroup.com/ 
kiberdrosibas‑tehnologiju‑seminars 

Annual Data Protection and 
Cybersecurity Forum

15.07.2024. https://digitalaera.lv/ 

ESET Security Day Latvia 16.07.2024. https://www.eset.com/lv/eset‑ 
security‑day/ 

Conference on Digital Maturity 
and Cyber Resilience for the 
Sustainability of Latvia

16.07.2024. https://lvportals.lv/dienaskartiba/ 
349629‑latvijas‑universitate‑ 
notiks‑augsta‑limena‑ekspertu‑

konference‑digitalais‑briedums‑un‑ 
kibernoturiba‑latvijas‑ilgtspejai‑2023 

CyberCommando’s Meetup 
RIGA 2023

16.07.2024. https://cybercommando.eu/ 

https://cyberchess.lv/cc23/
https://cyberchess.lv/cc22/
https://www.eventbrite.dk/e/kiberdrosibas-forums-cybershield-2023-tickets-709358358947
https://www.eventbrite.dk/e/kiberdrosibas-forums-cybershield-2023-tickets-709358358947
https://www.lata.org.lv/konference-2023
https://rigacomm.com/lv/programma/
https://cert.lv/
https://eprasmes.lv/iepazisties-ar-eiropas-digitalas-nedelas-2023-latvija-tematiskajam-dienam/
https://www.lvrtc.lv/kibernakts-2023/
https://events.datigroup.com/kiberdrosibas-tehnologiju-seminars
https://events.datigroup.com/kiberdrosibas-tehnologiju-seminars
https://digitalaera.lv/
https://www.eset.com/lv/eset-security-day/
https://lvportals.lv/dienaskartiba/349629-latvijas-universitate-notiks-augsta-limena-ekspertukonference-digitalais-briedums-unkibernoturiba-latvijas-ilgtspejai-023
https://lvportals.lv/dienaskartiba/349629-latvijas-universitate-notiks-augsta-limena-ekspertukonference-digitalais-briedums-unkibernoturiba-latvijas-ilgtspejai-023
https://cybercommando.eu/
https://www.eventbrite.dk/e/kiberdrosibas-forums-cybershield-2023-tickets-709358358947
https://cert.lv/
https://eprasmes.lv/iepazisties-ar-eiropas-digitalas-nedelas-2023-latvija-tematiskajam-dienam/
https://eprasmes.lv/iepazisties-ar-eiropas-digitalas-nedelas-2023-latvija-tematiskajam-dienam/
https://www.eset.com/lv/eset-security-day/
https://lvportals.lv/dienaskartiba/349629-latvijas-universitate-notiks-augsta-limena-ekspertukonference-digitalais-briedums-unkibernoturiba-latvijas-ilgtspejai-023
https://lvportals.lv/dienaskartiba/349629-latvijas-universitate-notiks-augsta-limena-ekspertukonference-digitalais-briedums-unkibernoturiba-latvijas-ilgtspejai-023
https://lvportals.lv/dienaskartiba/349629-latvijas-universitate-notiks-augsta-limena-ekspertukonference-digitalais-briedums-unkibernoturiba-latvijas-ilgtspejai-023
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and the most active cybersecurity communities, cybersecurity‑related events 
and their participants are analysed. There are several main cybersecurity events 
organised in Latvia on annual basis (Table 2.3). For the purpose of this study, the 
events taking place in 2022 and 2023 are considered. The following information is 
extracted from publicly published schedules:

• Individuals giving presentations,
• Titles of presentations, and
• Organisational entities involved as event organisers or sponsors.

Events were attended by numerous attendees from various organisational entities 
though this information is not available in public sources.

The Latvian cybersecurity ecosystem graph (Figure 2.5) includes the following 
nodes:

• Cybersecurity events,
• Individuals participating in the events, and
• Organisational entities participating in the events.

The following edges or connections in the graph are made among the nodes:

• An edge between a participant and an organisational entity showing that the 
participant represents the organisational entity,

• An edge between a participant and an event showing that the participant partici‑
pates at the event, and

• An edge between an organisational entity and an event showing that the organi‑
sational entity is involved with the event.

Organisations are assigned specific generic roles. The Latvian cybersecurity eco‑
system graph constructed includes 13 events, 157 organisational entities, and 197 
individuals. The graph is perceived as an instantiated fragment of the Latvian 
cybersecurity ecosystem showing the most active members of the ecosystem par‑
ticipating in public events.

The graph is analysed to answer the following questions:
Is the Latvian cybersecurity ecosystem resilient from the organisational per‑

spective, i.e. are all resilience roles represented in the graph?
Which individuals and organisational entities are the most active participants?
Are there any communities within the Latvian cybersecurity ecosystem?
Building on Figure 2.2 about generic roles, organisations fulfilling these roles in 

the Latvian cybersecurity ecosystem are identified (Table 2.4). It can be observed 
by ICT service providers and technology companies are very actively involved. 
However, they are often involved as sponsors and exhibitors in the events and 
fulfil the modular producer role from the resilience perspective. Governmental 
institutions and agencies are also active participants ensuring governor and driver 
functions in the cybersecurity ecosystem. There are very few media and end‑user 
representatives. The media might be present also indirectly by publishing and 
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Table 2.4  Organisational units fulfilling generic roles in the Latvian cybersecurity ecosystem

Role Organisations Number of 
organisations

Agency CERT.LV, Swedish Civil Contingencies Agency, 
CERT‑LT, CERT‑EE, Canadian Centre for 
Cybersecurity, the National Cybersecurity Centre 
Finland, Estonian Information System Authority, 
CERT.pl, National Cybersecurity Centre, Republic 
of Ireland, Luxembourg House of cybersecurity, 
Computer Emergency Response Team of 
Ukraine CERT‑UA, European Union Agency for 
cybersecurity, Geospatial Information Agency, State 
Land Service, Enterprise Register, Centre for Disease 
Prevention and Control, State Construction Control 
Office, Central Finance and Contracts Agency, State 
Real Estate, State Data Inspectorate, Bank of Latvia

21

Association Latvian Information and Communications Technology 
Association, ISACA Latvian Chapter, Latvian 
Internet Association, LATA, Latvian Digital 
Accelerator, Women4Cyber Finland, Latvian 
Medical Association, Latvian Formula 2050, 
Financial Industry Association, Latvian Blockchain 
Association, Latvian Security and Defense 
Federation, Latvian Cyberpsychology Association, 
Latvian Association of Certified Personal Data 
Protection Specialists

13

Business New Black, Oschadbank Ukraina, KPMG Latvija, 
meteocontrol, Medicīnas centrs ARS, Longenesis, 
Evolution, Centrālā Laboratorija, SEB banka, 
Latvijas Valsts Meži

10

Critical 
infrastructure 
provider

LVRTC, NETNOD  2

Educational 
and research 
institution

New York University Abu Dhabi, Netherlands 
Defence Academy, Vrije Universiteit Amsterdam, 
Institute of Electronics and Computer Science, 
Constellation Research, Institute of Mathematics and 
Computer Science (LV), Riga Technical University, 
ICS‑FORTH, SANS Institute, CLICO Baltics, 
Fraunhofer FKIE, CTF Tech, Institute of Electronics 
and Computer Science (EDI), KnowBe4, Tel Aviv 
University, BA School of Business and Finance, 
University of Latvia, Tartu University, RISEBA, 
Vidzeme University of Applied Sciences

20

Government 
(executive)

Ministry of Defence, Swedish National Coordination 
Centre, Foreign Commonwealth and Development 
Office (UK), Ministry of National Defence of 
the Republic of Lithuania, Latvian National 
Coordination Centre, VARAM, State Police, 
Embassy of Latvia in the United Kingdom, 
Chancellery of the State President, State 
Chancellery, Ministry of Economics, Liepāja 
municipality, European Commission

13

(Continued)

http://CERT.pl
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 distributing information about events. Active end‑user participation in the events 
is not expected though they could have been represented by end‑user associations 
or communities. Educational institutions participated in many events including 
universities and research organisations from other countries what highlights their 
important role as an aggregator in the ecosystem. Although several financial insti‑
tutions have participated, none of them is identified as providing finance and insur‑
ance services specifically tailored to cybersecurity. There are also relatively few 
business institutions taking an active part in the events though their representatives 
could be among attendees.

Figure 2.6 shows individuals presenting more than one in the selected events. 
15% of all individuals have given several presentations what indicates that there is 

Role Organisations Number of 
organisations

Government 
(legislation)

Saeima  1

ICT service 
provider

NIC.LV, ARNES, Sentinel One, Tet, UA registry, 
Hostmaster Ltd, VirustTotal, Estonian Internet 
Foundation, LMT, Recorded Future, Artic Security, 
Internet Service Centre at Kaunas University of 
Technology, NASK, Team Internet Group, DE 
registry, DENIC, CSC Corporate Domain, SIA 
Cyber Circle, Synergy Consulting, CentralNic 
Registry, Team Cymru, Dots, Cybexer Technologies, 
Possible Security, Zerofox, Fortinet, PaloAlto, ESET 
Latvija, Cytactic, SIDCON Consulting Company, 
Excellent Business Solutions Eesti, Cybers, NS 
Advisory, CITM Advisory, KyberX, Bakotech, 
PricewaterhouseCoopers, StellarCyber, Teamwire, 
DATI Group, DeepInstinct, IT‑Harvest, Appgate, 
OptiCom, ITEKSPERTS

43

Identity service 
provider

OneSpan, Senhasegura  2

International 
organisation

European Cybersecurity Competence Centre, Council 
of European National Top‑Level Domain Registries

 2

Media Podium North, caurumi.lv  2
Military NATO Strategic Communications Centre of 

Excellence, Canadian Armed Forces, Canadian 
Joint Forces Cyber Component, NATO SHAPE 
CyOC, Zemessardzes Kiberaizsardzības vienība, 
Zemessardze

 6

Organisation EURid, ICANN, DataProtection.lv, Tiesu 
administrācija

 4

Technology 
developer

Microsoft, ZZ Dats, Vmware, IBM, CISCO, Trend 
Micro, Radware, Bitdefender, Samsung, Asus, 
Nextcloud, Headtechnology, Pentera, Forescout, 
Logpoint, SQUALIO, Veriato, Kingston Technology

18

Finance and 
insurance

–  0

Table 2.4 (Continued)
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a significant concentration of individuals forming opinions in the Latvian cyber‑
security ecosystem. Similarly, a few organisational entities are significant pro‑
moters of activities in the Latvian cybersecurity ecosystem (Figure 2.7). CERT.
LV, LVTRC (state data transmission and data centre management company), TET 
(largest internet service provider in Latvia and major ICT company), and Ministry 
of Defence are the most central organisational entities. The positive aspect is that 
they represent various roles in the ecosystems, thus supporting various perspec‑
tives and aspects of cybersecurity.

Figure 2.8 shows all the organisational entities from the graph. Organisational 
entities in this figure are connected based on the events in which organisations 
participated. If two organisations either organised, sponsored, or had people rep‑
resenting them at a specific event, organisations were connected. New edges were 
created for every distinct event. The community identification algorithm is applied 
to identify which organisations tend to work together. The organisational entities 
from the red cluster all participated in “RIGA COMM 2023” conference, but none 
of these entities participated in any other events. It is important to note that “RIGA 
COMM 2023” includes a lot of IT and business‑related conferences, one of them 
being a conference about cybersecurity. Only the organisations participating in the 
cybersecurity section of “RIGA COMM 2023” were included in the graph

The orange community canters around ICT service provides, while the purple 
community is mainly driven by governmental institutions. Nevertheless, there are 
strong interaction among various roles (Table 2.5). CERT.LV and the Ministry of 
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Table 2.5 Top organisational entities by number of joint event participations

Organisational entity 1 Organisational entity 2 Event count

CERT.LV Ministry of Defence 7
CERT.LV LVRTC 5
CERT.LV Riga Technical University 4
CERT.LV Tet 4
CERT.LV LMT 4
Ministry of Defence LMT 4
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Defence are two organisational entities that have participated in the most events 
together, having appeared together in half of the events – 7 out of 13. Many events 
are attended also by participants from abroad, primarily, from the US, Poland, and 
Estonia.

The graph directly does not yield information about support for cybersecurity 
goals and resilience goals. That can be indirectly inferred from the topic of pres‑
entations and discussions. For example, CyberChess 2023 had DNS security and 
Cyber Warfare as keynotes and thematic sessions devoted to Strategic and political 
matters, DNS, and together technical matters. Thus, the main cybersecurity ecosys‑
tem goals addressed were to ensure national security and to provide secure critical 
infrastructure. However, Digital Week 2023 focused on the goal of rising cyberse‑
curity awareness and involved many participants from agencies, organisations, and 
educational institutions. The presentations were also on know‑how of business and 
information security. Personal and information security were the key aspects in the 
Annual Data Protection and Cybersecurity Forum. Thus, preliminary observations 
show that the events address all cybersecurity goals.

Conclusion

There is a significant theoretical and practical interest in analysing cybersecurity 
ecosystems because cybersecurity requires collaboration among a multitude of 
players. The Latvian cybersecurity ecosystem is a part of the European and Global 
security ecosystem. It shares many commonalities with cybersecurity ecosystems 
in the other EU member states. Its goals are determined by the common EU regula‑
tions and implementation is guided by common organisations such as ENISA and 
CERT as well as NATO.

The enterprise modelling and network analysis techniques have been used in the 
chapter to explore the Latvian cybersecurity ecosystem. That allows for structured 
and quantitative analysis. The Latvian cybersecurity ecosystem can be perceived as 
resilient because it addresses all resilience goals and involves participants fulfilling 
all resilience roles. There are clear governors and drivers in the system. The ICT 
service providers and educational institutions address aggregation concerns, and 
companies such as TET, LMT (mobile communications company), and RTU (Riga 
Technical University) actively engage with other participants of the ecosystem. 
While professional associations and media serve as reputation guardians in the 
ecosystem

The ecosystem analysis conducted is restricted to the events analysed. Still, 
that gives a good overview of the most active players in the Latvian cybersecurity 
ecosystem. The events are organised by governmental institutions and agencies 
as well as ICT service providers assuming either aggregator or modular produced 
roles. Currently, the Ministry of Defence and CERT.LV are the most active par‑
ticipants and many of the most influential individuals are also affiliated with these 
organisations. The new Latvian National Cybersecurity Law has come into effect 
on September 1, 2024, and it is expected that the National Cybersecurity Centre 
will assume an even larger role in driving the Latvian cybersecurity ecosystem. 
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The cybersecurity ecosystem communities are well‑connected though there are 
few noticeable connections with other communities like employers or consumers 
associations. One exception is connections with the financial sector and the Finan‑
cial Industry Association in particular.

The ecosystem analysis concerns only non‑malicious participants. That applies 
to the generic ecosystem roles as well ecosystem goals even though some of the 
generic roles could have malicious business goals. Analysis of adversaries is con‑
sidered out of the scope for this chapter.
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Introduction

Although critical in our modern digital landscape, cybersecurity remains a 
 relatively new study area, particularly within the public policy domain. As the 
world becomes increasingly interconnected through technological advancements, 
the importance of safeguarding digital infrastructure cannot be overstated. Cyber‑
security  encompasses a broad spectrum of practices designed to protect networks, 
information systems, and data from malicious acts, damage, or unauthorised access. 
This domain has rapidly evolved from a niche concern to a fundamental national 
security and economic stability component.

In the context of public policy, cybersecurity presents unique challenges and 
opportunities. Traditional governance frameworks, developed in an era of limited 
technological integration, often need help to keep up with the digital age’s rapid 
innovations and evolving threats. The digital revolution has transformed how we 
communicate and conduct business and introduced new vulnerabilities that mali‑
cious actors can exploit. These changes necessitate re‑evaluating existing policies 
and developing new strategies to mitigate risks and protect the digital assets of 
individuals, organisations, and nations.

The technological advancements of the 21st century have significantly altered 
human reality, creating a digital environment where information is ubiquitous and 
accessible. Interconnectedness, while fostering innovation and efficiency, also 
exposes critical infrastructures to potential cyber threats. As such, cybersecurity 
governance is not merely a technical issue but a multidimensional challenge involv‑
ing legal, economic, social, and political considerations, and even factors of human 
behaviour. Effective cybersecurity governance requires collaboration across vari‑
ous sectors, including government, private industry, academia, and civil society, to 
develop and implement comprehensive and resilient strategies.

Like many other nations, Latvia faces the daunting task of securing cyberspace 
amidst these rapid technological changes. The Latvian cybersecurity ecosystem 
is shaped by its unique geopolitical context, regulatory environment, and the spe‑
cific needs of its digital economy. Understanding the governance of the ecosystem 
involves examining the policies, institutions, and collaborative efforts underpin‑
ning Latvia’s cybersecurity approach. By analysing these elements, this chapter 
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aims to provide a detailed overview of how Latvia navigates the complexities of 
cybersecurity governance, ensuring the protection of its digital infrastructure while 
promoting technological innovation and growth.

As Latvia moves forward with its modernisation efforts, the challenge will be to 
effectively integrate these new elements while overcoming the inertia of  established 
practices. The new governance model aims to foster greater coordination and effi‑
ciency. Still, its success will depend on cohesively and proactively aligning various 
stakeholders, from governmental agencies to private sector partners. By building 
on its historical foundations and embracing innovative approaches, Latvia seeks to 
fortify its cybersecurity posture, ensuring a secure and resilient digital environment 
for citizens and institutions.

Thus, this chapter aims to research the critical factors shaping Latvian cyberse‑
curity governance. It identifies and reveals path dependency factors by exploring 
Latvia’s institutional and legal evolution in cybersecurity. By mapping the pro‑
cesses within the cyber ecosystem, this study seeks to uncover the intricacies of 
Latvia’s digital and security policy, providing insights that may guide the search 
for a more effective and resilient governance model.

A key focus of this chapter is analysing how historical developments and 
 previous policy decisions influence current cybersecurity practices and structures. 
This chapter aims to contribute to ongoing discussions on cybersecurity policy 
design and implementation by examining the current state of policy coordination 
and identifying areas for improvement. This research provides actionable insights 
to help policymakers and stakeholders move beyond harmful path dependencies, 
fostering the development of reliable future scenarios that enhance Latvia’s digital 
security.

The Concept of Path Dependency

Path dependence refers to the concept that the decisions policymakers and bureau‑
crats face for given circumstances are limited by the decisions once made in the 
past. Page (2006) argued that path dependence means that current and future 
choices and organisational actions are strongly affected by past decisions. Path 
dependence has been applied to governmental policies (Hacker, 2002) and the 
selection of institutions (North, 1991). Page identifies four types of path depend‑
ence: “increasing returns, self‑reinforcement, positive feedback, and lock‑in” 
(Page, 2006).

Pierson (2000) explained that being in a state of path dependence means poli‑
cymakers are constrained by positive feedback on their past policies, leading them 
to become locked into continuing the same policies. This positive feedback moti‑
vates and provides recognition, making it challenging to change course. As a result, 
policies persist until strong external forces emerge to alter the trajectory (Krasner, 
1984) or until the costs of reversing the policy become higher than the costs of 
maintaining it (Pierson, 2000). External factors must be so influential that poli‑
cymakers are willing to accept high reversal costs, which might not be politically 
welcomed.
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Besides the types of path dependence, Page (2006) also identified two basic 
models of path dependence within dynamic systems: the dynamic system approach 
and the decision‑making approach. Path dependence is strongly connected with 
human behavioural patterns, social connections, and institutions (Pierson, 2000). 
Page (2006) states that a dynamic system produces specific outcomes within a 
limited period. However, this limited timeframe may induce outcome depend‑
ence, where the system, governmental policy, or governmental agency becomes 
dependent on producing specific outcomes within that period. Consequently, the 
system may rely on previous paths, processes, or outcomes to generate the next 
iteration.

Path‑dependent decision‑making assumes that policymakers follow sequential 
steps. This approach posits that policymakers operate within bounded rationality, 
making decisions they can understand and whose externalities they can forecast. 
According to Page (2006), policymakers are likely to rely on positive past experi‑
ences and choose policy alternatives that are expected to bring positive value in 
the future. This reliance on familiar and previously successful strategies reinforces 
the continuation of established policies and practices and forces policymakers to 
“lock‑in” and continue to stick to the previous policies (Goldstein et al., 2023). 
Meanwhile, path dependence allows us to explain the institutional changes and 
organisational decision‑making processes (Beyer, 2010). Thus, path dependence 
can also be applied to explain the changes in the system of governance at differ‑
ent levels—macro (institutions), meso (technology and management), and micro 
(resources) (Vergne & Durand, 2010).

The composite‑standard model of path dependence, as Boas (2007) proposed, 
extends the understanding of path dependence by emphasising the interplay 
between continuity and incremental change. The model builds on the concept of 
increasing returns but adapts it to accommodate the evolution of complex systems 
and institutions. Unlike traditional models that stress rigidity and lock‑in, such as 
the QWERTY‑inspired frameworks, the composite‑standard model uses the Inter‑
net as a metaphor for systems that evolve by accumulating changes to their parts 
while maintaining overarching stability (Boas, 2007). This model explains how 
institutions adapt and transform over time without discarding their foundational 
structure by integrating mechanisms like layering (adding new elements) and con‑
version (reorienting existing elements for new purposes). The composite‑standard 
model thus bridges the gap between stasis and change, offering a nuanced per‑
spective on how path‑dependent systems can exhibit both continuity and flexibil‑
ity, making it particularly relevant for analysing institutional evolution and policy 
adjustments in dynamic governance systems.

Methods and Approach

To reveal the path dependency, the authors will split the Latvian experience into 
three main periods of evolution. Each period will be analysed and structured, with 
particular attention to the key factors determining policy, uncertainties and risks the 
policy designers faced, and the type of policy coordination tools used.
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Path dependency generally refers to how an organisation or system’s  historical 
choices and established practices influence its current behaviour and future 
 decisions. Under the analysis category “factors”, the authors will reveal such 
issues as historical precedents (like previous decisions made and non‑decisions), 
organisational inertia, interests of different stakeholders, and resource allocation. 
Legal and regulatory frameworks frame the factors; thus, the critical legal acts 
will also be explored. Within the category “uncertainties”, this chapter will reveal 
such an issue as geopolitical and technological changes and economic fluctuation 
to the extent they can affect cybersecurity. Finally, the category “policy coordina‑
tion tools” includes intergovernmental coordination tools, strategies and strategic 
frameworks, capacity‑building strategies, and implementation tools of the govern‑
mental visions.

This chapter assumes that path dependence is strongly related to a long period 
of institutional stability that allows organisations to reach an equilibrium (Baum‑
gartner & Jones, 1993; Mahoney, 2000). Therefore, this chapter will also explore 
whether all four types of path dependence identified by Page (2006):  “increasing 
returns, self‑reinforcement, positive feedback, and lock‑in”, are present in the 
different stages of the evolution of cybersecurity governance. Such an approach, 
where other criteria are mixed, allows for capturing the unique cybersecurity fea‑
tures in Latvia and designing the future model.

Evolution of Cybersecurity Governance

Latvia’s cybersecurity governance has evolved over more than two decades, 
 during which the country has continually adapted to new realities. Domestic and 
EU‑driven legal reforms have played a pivotal role in shaping its regulatory envi‑
ronment. Technological advancements have also been a significant driving force, 
with each innovation introducing new vulnerabilities and necessitating updated 
security measures. The dynamic nature of cyber threats has required a responsive 
and adaptive approach to cybersecurity, with strategies evolving to address emerg‑
ing forms of cybercrime, espionage, and other malicious activities.

Global trends have also influenced Latvia’s cybersecurity strategies. Adopting 
zero‑trust principles, which assume that threats can come from inside and out‑
side the network, has become increasingly important. Additionally, rising concerns 
about supply chain security have highlighted the need for comprehensive strategies 
to protect against vulnerabilities in the broader ecosystem of suppliers and partners.

In 2022, the Latvian government embarked on the most extensive modernisa‑
tion of cybersecurity governance in the country’s history. This ambitious effort 
represents a pivotal moment for Latvia, carrying profound implications. The mod‑
ernisation introduces a semi‑centralised cybersecurity governance model, expands 
the institutions’ mandates, and combines a novel regulatory framework with robust 
enforcement mechanisms to ensure compliance and resilience across sectors (Min‑
istry of Defence, 2022).

However, implementing the modernisation effort comes with significant chal‑
lenges, primarily shaped by the path dependency of previous governmental actions. 
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Over the past two decades, Latvia’s cybersecurity governance has evolved through 
incremental transformations, with each new development building upon existing 
structures. These changes have been driven by a combination of national and EU 
legal reforms, rapid technological advancements, and an increasingly complex 
threat landscape. While these factors have pushed Latvia towards greater resil‑
ience, they have also reinforced established frameworks, making structural shifts 
more challenging to implement.

First Period (2002–2013)

The first formal IT security requirements for state information systems were 
put in place with the Law on State Information Systems (2002) and the Cabinet 
 Regulation No 765 “General Security Requirements for State Information Systems” 
(2005). These regulatory frameworks marked a significant milestone in Latvia’s IT 
 security field by providing, for the first time, a structured approach to security at 
the technical, procedural, and document levels. However, these requirements ini‑
tially applied only to a limited number of “state information systems”—a defined 
category encompassing structured sets of information technologies and databases 
that facilitate the initiation, creation, collection, accumulation, processing, use, and 
destruction of information necessary for performing governmental functions.

Latvia took a significant step in strengthening formal cybersecurity  requirements 
at the legal level in 2010 by adopting the IT Security Law (2010). This develop‑
ment was partly catalysed by the so‑called “Neo case”. In 2009–2010, a researcher 
and whistleblower Ilmārs Poikāns, known as “Neo”, accessed approximately 
7.5 million classified files from Latvia’s tax authority, the State Revenue Service 
(VID). Exploiting a relatively simple flaw in the electronic security system of 
the VID’s Electronic Declaration System, “Neo” obtained sensitive data over the 
course of three months and subsequently leaked selected information to the public. 
This high‑profile incident exposed critical vulnerabilities in national cybersecu‑
rity infrastructure and underscored the urgent need for regulatory improvements 
( Collier & Zablovska, 2013).

For the first time, the IT Security Law (2010) defined the entities subject to 
cybersecurity requirements, primarily central and local government institutions. 
Among the most notable changes was introducing a formal requirement for each 
entity to employ a chief information security officer (CISO). The CISO’s primary 
responsibilities included: (1) establishing an IT security regime within their institu‑
tion, (2) conducting annual cybersecurity training for employees, and (3) attending 
training events organised by CERT.LV at least once a year.

Additionally, institutions were mandated to report IT security incidents to 
the national Computer Security Incident Response Team (CSIRT), enhancing 
 coordination and strengthening the national response to cybersecurity threats. 
 Latvia addressed the need for a national CSIRT by establishing CERT.LV back in 
2011. Initially, CERT.LV operated under the authority of the Ministry of Transport 
(2011) as the national IT security incident response institution. However, in 2013, 
responsibility for the overall ICT security policy and authority over CERT.LV 
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was transferred to the Ministry of Defence (Kaškina, 2021). Notably, CERT.LV 
was, and remains, formally a laboratory within the Institute of Mathematics and 
Computer Science of the University of Latvia. At the time of its establishment, 
this allocation was a logical choice due to the Institute’s domain expertise, as 
the Institute had operated LATNET CERT, the first CSIRT in Latvia, since 2006, 
providing foundational knowledge in handling cybersecurity incidents (Kaškina, 
2021), initially within the academic network (Skutelis, 2024). While the functions 
and responsibilities of CERT.LV under the Ministry of Defence have expanded 
significantly over time, its connection to the research institution has been main‑
tained. Such an arrangement has introduced some administrative complexities 
like double supervision. Meanwhile, it also fostered closer ties with academia and 
research.

It should be noted that while entities falling under the scope of the IT Security 
Law had specific obligations, there were no dedicated supervision or enforcement 
mechanisms in place. In theory, each institution was accountable to a  hierarchically 
higher entity (e.g., an executive agency reporting to a ministry, or a ministry 
accountable to the government). However, in practice, operational or technical 
cybersecurity oversight often did not occur (Ministry of Defence, 2022). The only 
category of entities where supervision was explicitly enforced was national criti‑
cal ICT infrastructure, which was included on a classified list under the National 
Security Law (2000) and supervised by the Constitution Protection Bureau (SAB), 
Latvia’s external intelligence agency. In 2011, the Cabinet Regulation No 100 
was adopted, establishing baseline security measures for national critical ICT 
 infrastructure. It is important to note that these requirements differed from those 
applied to physical critical infrastructure, which was managed by a partially over‑
lapping set of entities under the supervision of the State Security Service (VDD), 
Latvia’s domestic intelligence agency.

In 2011, the National IT Security Council was established to improve horizontal 
coordination among responsible ministries and agencies, particularly on strategic 
cybersecurity issues. Initially, the Ministry of Transport performed the secretariat 
functions of the council, a role later transferred to the Ministry of Defence (LETA, 
2013). Although the council’s overall role has mainly been consultative, supportive, 
and collaborative, it convened relatively high‑ranking officials, including state sec‑
retaries, deputy state secretaries, and heads of agencies, and achieved good level of 
coordination and mutual understanding. The high‑level representation provided an 
opportunity to elevate cybersecurity issues to the top management’s agenda. The 
council also served as a platform for conducting high‑level tabletop exercises, fos‑
tering preparedness and collaboration. Notably, the first such exercise with involve‑
ment of the government was organised by CERT.LV in 2012 (Petrāne, 2012).

In 2013, Latvia established the Cyber Defence Unit (CDU) within the National 
Guard, part of the National Armed Forces, to bolster the nation’s cyber resilience 
in the face of escalating threats in the digital domain. The initiative aimed to create 
a reserve force of highly skilled information technology experts from the private 
sector and public institutions, who could support the national cyber defence efforts 
during crises or wartime. Essentially similar to the Estonian Defence League’s 
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Cyber Unit (Cardash et al., 2013), the CDU was designed to operate  collaboratively 
with CERT.LV, the country’s primary cyber incident responders, focused on rapid 
response to cyber incidents, conducting expert assessments, and participating in 
national and international cyber defence training. By leveraging the expertise of 
patriotic volunteers and fostering public‑private partnerships, the CDU sought to 
enhance Latvia’s capability to address critical cyber threats while promoting the 
professional development of IT specialists and strengthening national security 
(Ministry of Defence, 2013).

Second Period (2014–2020)

The second period was marked by a significant deterioration in the security envi‑
ronment in the region, primarily driven by Russia’s war of aggression against 
Ukraine and the illegal annexation of Crimea. These events underscored growing 
geopolitical instability, prompting heightened concerns about regional security and 
the need for stronger defence and resilience‑building measures among NATO and 
EU member states. This period also witnessed the adoption of key legal acts that 
shaped Europe’s cybersecurity landscape.

With the adoption of the Regulation (EU) 910/2014 of the European Parliament 
and of the Council of 23 July 2014 on electronic identification and trust services 
for electronic transactions in the internal market and repealing Directive 1999/93/
EC (eIDAS), Latvia faced a significant challenge. The country lacked a formal 
supervisory authority for entities subject to eIDAS requirements. Furthermore, no 
single institution was responsible for overseeing cybersecurity at the national level. 
Responsibilities were fragmented across multiple bodies, with CERT.LV and the 
Ministry of Defence playing key roles. However, with limited supervisory powers, 
these entities lacked the authority to enforce cybersecurity standards, effectively 
leaving organisations to handle their cybersecurity independently, without external 
oversight or support. Meanwhile, sectoral ministries maintained general oversight 
within their respective domains, but without the mandate to enforce specific cyber‑
security requirements, further contributing to a fragmented and uncoordinated 
security landscape.

To address the regulatory requirements introduced by eIDAS, the Ministry of 
Environmental Protection and Regional Development (VARAM) (2015) made sev‑
eral proposals to establish an oversight body capable of ensuring compliance and 
providing effective supervision:

The decentralised model proposed dividing supervisory functions between 
the Ministry of Defence and the State Data Inspectorate (DVI), an executive 
agency under the Ministry of Justice, as both had relevant experience and evolving 
responsibilities in their respective domains. The DVI, already tasked with oversee‑
ing data processing activities and set to become the competent authority under 
the GDPR, would take on responsibility for supervising electronic identification 
and trust service providers in the context of eIDAS. Meanwhile, the Ministry of 
Defence, which had been gradually consolidating its cybersecurity policy portfo‑
lio, would assume responsibility for national cybersecurity, overseeing the security 
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of the Internet, private networks, and information systems. Under this model, other 
 ministries would retain their specialised roles. Notably, the VARAM would con‑
tinue monitoring the general security of state information systems, consistent with 
its broader responsibilities for digital policy. In contrast, the Ministry of Transport 
would remain responsible for managing emergency situations related to the state 
electronic communications networks and services, and overseeing the top‑level 
domain.lv and the electronic numbering system (ENUM) registrar.

The “centralised” model proposed transferring all supervisory authority 
 functions to the Ministry of Defence. This model envisioned creating a unified 
ICT security competence centre under the Ministry of Defence. Within this centre, 
a new supervisory authority would be established to oversee qualified electronic 
identification and trust service providers and handle national competence  functions 
related to the security of networks and information systems. Despite its name, this 
model did not imply the new competence centre would absorb the functions of 
other key institutions. VARAM would continue monitoring the general security 
of state information systems, aligning with its digital policy role; the Ministry of 
Transport would retain responsibility for managing emergencies involving the 
state electronic communications networks and services, as well as overseeing the 
top‑level domain.lv and the ENUM registrar. The DVI would continue to handle 
security aspects related to personal data protection. This model aimed to stream‑
line supervisory functions under the Ministry of Defence while preserving the 
 specialised roles of other institutions in their respective domains.

The compromise, the semi‑centralised model proposed the establishment of 
a unified ICT security competence centre, functioning as a collegial body rather 
than a new supervisory institution, to minimise administrative burden. This new 
body would take the form of an interinstitutional committee, comprising repre‑
sentatives from the Ministry of Defence, the Ministry of Justice, the DVI, the 
VARAM, the Ministry of Transport, the Ministry of the Interior, and the CERT.
LV. The Ministry of Defence would serve as the secretariat for the committee, 
managing  administrative functions and steering its work, while CERT.LV would 
provide technical support, ensuring the necessary expertise for performing super‑
visory functions over qualified electronic identification and trust service providers. 
Over time, the new body would also assume the responsibilities of the national 
competent authority for the security of networks and information systems. This 
model aimed to balance centralisation and collaboration, leveraging the strengths 
of existing institutions while creating a more cohesive and efficient framework for 
cybersecurity oversight.

The compromise approach was deemed the most appropriate, considering the 
roles and interests of the involved stakeholders, who wished to maintain their 
involvement in the process. Consequently, on 1 November 2016, the Cabinet of 
Ministers, through Regulation No 695, established a new collegial body, officially 
appearing on 4 November 2016 as the Electronic Identification Supervisory Com‑
mittee (EIUK). In 2017, the committee was renamed the Digital Security Super‑
visory Committee (DDUK) to reflect its evolving scope. Initially, the committee 
was tasked with supervising electronic identification and trust services. However, 
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its mandate expanded significantly following the adoption of the Network and 
 Information Systems (NIS) directive in 2016, the EU’s first comprehensive 
 cybersecurity legislation. This marked the beginning of its broader role in ensuring 
digital security and overseeing the implementation of the directive’s requirements.

The implementation of the NIS directive brought significant changes to Latvia’s 
cybersecurity landscape:

1 Designation of Entities under NIS: The directive introduced two categories 
of entities under its scope: “operators of essential services” (OES) and  “digital 
 service providers” (DSPs). Latvia adopted a semi‑centralised approach to the 
designation of OESs by issuing the Cabinet Regulation No 43 (2019). This 
 regulation assigned sectoral ministries the responsibility for designating OESs 
within their respective areas. These designations were then forwarded to the 
Ministry of Defence, acting as the secretariat for the Digital Security Supervi‑
sory Committee. The Ministry aggregated the lists, ensuring horizontal coordina‑
tion and situational awareness of essential cyber infrastructure. The Committee 
subsequently approved the national OES list. For DSPs, Latvia adopted a self‑ 
assessment approach during the implementation of the NIS  directive and its 
associated changes to the ICT Security Law. This method allowed DSPs to 
evaluate their own compliance, a practice that was later extended following the 
adoption of the NIS2 directive (2022) for “important” and “essential” entities.

2 Incident Response Requirements: The NIS directive required EU member 
states to report major ICT security incidents to the European Union Agency 
for Cybersecurity (ENISA) and the European Commission. Latvia addressed 
this requirement through Cabinet Regulation No 15 (2019), which adopted a 
matrix‑based approach to defining incident thresholds and identification criteria. 
The matrix assessed incidents based on two main factors: the number of users 
affected and the duration of the incident. Additionally, Latvia implemented ENI‑
SA’s CIRAS‑T notification system, distributing accounts to responsible entities 
to ensure prompt reporting of NIS incidents. Notably, Latvia has not recorded 
any significant NIS incidents to date.

3 Establishment of Universal Requirements: A significant milestone during 
this period was the creation of universal ICT security requirements, introduced 
through Cabinet Regulation No 442 (2015). These requirements built upon 
the earlier Cabinet Regulation No 765 (2005), incorporating updated practices 
and international standards, particularly ISO/IEC 27001:2013. The regula‑
tion established a standardised ICT security benchmark for entities under the 
IT Security Law, initially covering central and local government institutions 
and later expanding to include OESs and DSPs. The regulation specified docu‑
mentary, technical, and organisational ICT security measures at the information 
system level. Over time, Latvia has shifted its focus from solely information 
system‑oriented measures to a broader, more holistic approach to ICT security.

The second period is also marked by the establishment of a second national‑level 
CSIRT, the Military Computer Emergency Response Team (MilCERT), which is 



Governance of the Latvian Cybersecurity Ecosystem 41

responsible for cyber incident response within the Ministry of Defence, the National 
Armed Forces, and other defence institutions (Gnēze, 2016). While MilCERT 
was formally placed under the authority of the State Secretary of the Ministry of 
Defence, it has effectively operated as a unit within the Defence  Intelligence and 
Security Service (MIDD), an intelligence agency under the Ministry of Defence. 
Due to the specific nature of its operations, the scope of MilCERT’s activities is 
considerably narrower than that of CERT.LV. MilCERT does not engage in activi‑
ties such as research or public awareness raising. However, there is strong col‑
laboration and information exchange between MilCERT and CERT.LV, as outlined 
in the National Cybersecurity Strategy of Latvia (Ministry of Defence, 2019). 
This cooperation ensures a cohesive approach to addressing cybersecurity threats 
at both civilian and military levels. Despite the creation of MilCERT, CERT.LV 
has maintained its role as Latvia’s national CSIRT, handling broader cybersecurity 
responsibilities, including public awareness, research, and civilian‑focused inci‑
dent response.

Third Period (2021 to Current)

The latest period in the evolution of Latvian cybersecurity governance is marked 
by a comprehensive modernisation effort that is still underway. This reform has 
been driven by several critical factors, reflecting internal and external pressures 
that have necessitated a significant overhaul of the existing framework. One of the 
primary reasons for this modernisation is the growing complexity and number of 
cyberattacks, coupled with the worsening security situation in the region.

In 2022, Latvia emerged as one of the most targeted countries by cyberattacks 
in the European Union, ranking second only to Poland, with approximately 16% 
of the total incidents reported among EU member states. The number of registered 
cyber incidents in Latvian government institutions saw a dramatic surge, almost 
quadrupling compared to 2021, highlighting the escalating cyber threats (LETA, 
2023). While Advanced Persistent Threat groups linked to the Russian Federation 
have been active in Latvian cyberspace long before Russia’s full‑scale invasion 
of Ukraine (VDD, 2020), the deteriorating geopolitical environment has elevated 
the importance of securing cyberspace from national security to an existential 
 statehood issue. For Latvia, ensuring the integrity and security of its digital infra‑
structure is crucial not just for its operational continuity but also for its sovereignty 
and stability.

Additionally, there has been a growing consensus among cybersecurity experts 
that the laissez‑faire approach towards organisational cybersecurity is no longer 
effective. With robust legal and institutional frameworks, it is easier to ascertain 
the compliance levels of various entities with existing legislation, even within the 
public sector. This lack of oversight and accountability has highlighted the need for 
a more structured and enforceable governance model (Ministry of Defence, 2022). 
However, the impetus from the European Union has also played a significant role 
in driving Latvia’s cybersecurity modernisation. The negotiations on the NIS2 
directive further highlighted member states’ need to enhance their cybersecurity 



42  Cybersecurity in Latvia

frameworks. For Latvia, it became apparent that more resources and the current 
governance model needed to be improved for implementing the new legislation, 
particularly regarding the supervision and enforcement of baseline cybersecurity 
requirements. The sheer scale of this task is underscored by the dramatic increase 
in the number of entities to be supervised, rising from a two‑digit figure to over 
2,000 (Saeima, 2024).

At the time, various policy options were discussed to address Latvia’s  pressing 
need for cybersecurity modernisation. All these discussions converged on the 
necessity of changes in the institutional structure, ultimately leading to the creation 
of the National Cybersecurity Centre (NCSC), akin to similar institutions in several 
other EU member states (Backman, 2015). The aim was to consolidate existing 
resources, allocate additional resources, and increase personnel to enhance Latvia’s 
cybersecurity capabilities. The primary debate centred around the institutional set‑
ting of the NCSC—whether it should be established as a separate institution or 
integrated within the existing framework. In its report “On Improving National 
Cybersecurity Governance”, the Ministry of Defence (2022) proposed three policy 
options for consideration:

1 NCSC as an Executive Agency: This option proposed creating a new  executive 
agency subordinate to the Minister of Defence by consolidating the Minis‑
try’s National Cybersecurity Policy Coordination Section and CERT.LV. This 
approach aimed to streamline operations and centralise resources under a single 
authoritative body.

2 NCSC as a Ministry Department: Another option was to maintain the current 
system, which includes the functions of the Ministry of Defence and CERT.LV 
are separate. This would involve establishing the NCSC as a unit, more precisely 
a department, within the Ministry of Defence, replacing the National Cyberse‑
curity Policy Coordination Section, and maintaining the role and responsibili‑
ties of CERT.LV.

3 The Hybrid Solution: The third option, ultimately recommended by the Min‑
istry of Defence as the prime option, was to create a “virtual” NCSC. This 
hybrid model combines functions performed by the personnel of both CERT.
LV and the Ministry of Defence, while also establishing a Cybersecurity Policy 
Department within the Ministry to replace the National Cybersecurity Policy 
Coordination Section and maintaining the institutional autonomy of CERT.LV. 
This solution was a compromise, offering a blend of centralised oversight and 
distributed operational capabilities.

Adopted on 7 June 2022, the report acknowledged establishing the NCSC as a sepa‑
rate agency as a potential long‑term solution. However, no immediate decision was 
made to implement this concept, and a hybrid solution was chosen instead. Despite 
the ambitions and political will for change, the adopted approach did not signifi‑
cantly deviate from the existing institutional setup. The new model retained a unit 
within the Ministry of Defence as the central authority with policy coordination 
functions. This unit was also tasked with supervising essential and important entities 



Governance of the Latvian Cybersecurity Ecosystem 43

under the NIS2 directive. As part of the Institute of  Mathematics and  Computer 
Science of the University of Latvia, CERT.LV continued with its existing functions. 
Counterintuitively, the Digital Security Supervisory Committee was not disbanded. 
Instead, it was assigned the additional task of approving the list of essential and 
important entities—a responsibility that could have been more efficiently handled 
by the NCSC, avoiding the burdensome interinstitutional decision‑making pro‑
cedure. Furthermore, the National IT Security Council was renamed the National 
Cybersecurity Council, but its functions remained unchanged, primarily serving as 
a strategic, consultative body (Prime Minister, 2024).

While establishing the hybrid NCSC was perceived as largely symbolic rather 
than driven by operational necessity, it marked a notable development in  Latvia’s 
cybersecurity framework. Despite maintaining much of the status quo, one 
 significant change was allocating additional resources to the NCSC. By 2025, these 
resources will include an expanded budget and the creation of 47 additional posi‑
tions within the Ministry of Defence and CERT.LV (Cabinet of Ministers, 2022). 
Additionally, the National Cybersecurity Policy Coordination Section within the 
Ministry of Defence was reorganised into the Cybersecurity Policy Department, 
operating under the authority of the Undersecretary of State‑Policy Director, who 
also became the formal head of the NCSC.

More importantly, this represented a key step in Latvia’s broader cybersecu‑
rity modernisation efforts. The second, more complex phase involved drafting, 
 negotiating, and adopting the National Cybersecurity Law, a cornerstone leg‑
islative act. Adopted on 20 June 2024 and effective 1 September 2024, this law 
replaced the previous IT Security Law. A key feature of the new legislation was its 
significantly broadened scope, driven primarily by the requirements of the NIS2 
directive. The law also formally established the NCSC, solidifying its role within 
Latvia’s cybersecurity landscape.

Under NIS2, the EU’s focus has shifted from OES and DSPs to essential and 
important entities, encompassing a broader range of sectors. This  expansion includes 
transport, food and water supply, industrial production, and more,  reflecting the 
growing recognition of the interconnected nature of modern ICT infrastructure. 
With supply chains extending beyond national borders,  comprehensive cyberse‑
curity measures across all high‑priority sectors are of utmost importance. While 
directives, with their indirect applicability, allow for interpretation by member 
states, Latvia has adopted a more comprehensive approach with its new legisla‑
tion. The scope of entities covered has been significantly broadened beyond the 
minimum requirements of the NIS2 directive. For instance, Latvia has included all 
local governments (municipal councils) and all independent institutions at the cen‑
tral government level, such as the Saeima (Parliament), the central bank, and the 
courts. This inclusion builds upon the framework of the previous IT Security Law 
which already included all central and local government institutions.

It is important to note that while some essential entities overlapped with the 
national ICT critical infrastructure, their special status was preserved, with the 
SAB—rather than the NCSC—retaining supervisory authority over them. Despite 
the administrative complexity, a positive development emerged: SAB expressed 
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willingness to align the baseline requirements for national critical ICT entities 
with those for essential and important entities under a unified Cabinet  Regulation. 
The draft Cabinet Regulation, titled “Baseline Cybersecurity Requirements”, is 
 currently being negotiated by the responsible institutions.1 This regulation repre‑
sents a significant shift in Latvia’s cybersecurity framework. For the first time, 
it introduces comprehensive requirements for entities and clear supervision and 
enforcement mechanisms, including sanctions for non‑compliance.

The new requirements mark a substantial departure from the information 
 system‑centric approach seen in Cabinet Regulations No 765 and No 442. Instead, 
they adopt a more holistic focus on the cybersecurity of organisations as a whole. 
Key changes include: (1) consolidation of documentation and notification require‑
ments, (2) clearly defined roles of the CISO and the organisation’s management, 
(3) implementation of controls and self‑assessments, (4) alignment with globally 
accepted standards such as ISO/IEC 27001:2022 and NIST frameworks, and (5) 
emphasis on supply chain security. This approach reflects a broader, more inte‑
grated vision for cybersecurity, ensuring that organisations are better equipped to 
manage risks across their entire structure.

Results and Discussion

Latvia’s approach to cybersecurity governance has evolved in three distinct  periods, 
each marked by milestones such as the IT Security Law in 2011, the influence 
of the first NIS directive in 2016, and the comprehensive modernisation of 2022. 
This trajectory highlights a progressive response to both internal demands and EU 
requirements. Latvia’s cybersecurity governance reflects strongly inclined path 
dependence, where previous decisions and established practices strongly shape 
current policy directions. For Latvia, path dependence manifests mainly through 
self‑reinforcement, positive feedback, and lock‑in (in some cases also increasing 
returns), making shifts challenging unless substantial external pressures emerge 
(see Table 3.1).

Each of the three stages of Latvia’s cybersecurity policy evolution has been 
shaped by significant incidents (e.g., the Neo case), EU legislation (such as the 
eIDAS regulation and the NIS and NIS2 directives), and escalating geopolitical 
threats, particularly from Russia. These developments have exposed vulnerabilities 
in the existing approach and underscored the need for reform. As part of the 2022 
reform, the hybrid NCSC model was established, signalling Latvia’s commitment 
to modernisation while retaining elements of the existing governance framework. 
This decision reflects the influence of path dependency, as historical structures 
and practices were preserved despite the introduction of the NCSC. CERT.LV and 
the Ministry of Defence continue to operate with distinct operational and policy 
responsibilities, maintaining much of the pre‑existing institutional setup.

Latvia’s experience offers valuable insights for other countries grappling with 
the challenges of modernising their cybersecurity governance in the context of 
path dependency and external pressures. The evolution of Latvia’s cybersecurity 
governance, marked by the interplay of EU requirements, domestic incidents, and 
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Table 3.1 Types of path dependency observed in the case study

Path dependency 
type

Description Examples

Increasing returns Benefits increase 
as an institution/
system continues 
down a path, making 
deviations less likely.

Development of CERT.LV within the 
Institute of Mathematics and Computer 
Science allowed for cumulative 
expertise and operational capacity, 
strengthening its central role in 
national cybersecurity.

The academic link provided ongoing 
research benefits, making changes 
to its institutional framework less 
attractive despite administrative 
complexities.

Self‑reinforcement The system develops 
dynamics that 
stabilise the current 
path and reduce the 
likelihood of change.

Hierarchical accountability under the IT 
Security Law reinforced decentralised 
supervision structures, even though 
operational oversight is often lacking.

Despite inefficiencies in its 
inter‑institutional decision‑making 
processes, retention of the Digital 
Security Supervisory Committee under 
the NIS2 directive showcased the 
reinforcement of existing institutional 
roles.

Positive feedback Success or perceived 
success of past 
actions reinforces 
the continuation of 
similar strategies.

The expansion of the IT Security Law 
and its requirements to include more 
entities under subsequent regulations 
reflects reliance on familiar, successful 
policy models.

Continued reliance on Cabinet 
Regulations (e.g., No 765 and No 442) 
to set cybersecurity requirements, 
building on past practices perceived as 
effective, despite evolving needs for 
enforcement mechanisms.

Lock‑in Changing the path 
becomes prohibitively 
costly or politically 
unfeasible.

CERT.LV’s placement within academia 
persisted due to its historical success 
and integration, making a transition to 
a standalone model administratively 
and politically complex.

The SAB’s supervisory role over critical 
ICT infrastructure remained under 
the NIS2 directive, reflecting lock‑in 
to existing structures despite the 
administrative challenges of managing 
overlapping oversight responsibilities.
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geopolitical threats, highlights a pattern of incremental progress constrained by 
historical structures. This case underscores the importance of balancing  innovation 
with institutional stability—a challenge many nations face. One key takeaway 
from Latvia’s approach is the role of EU legislation as an external force driving 
reform. For instance, the NIS and NIS2 directives served as catalysts for Latvia to 
expand the scope of its cybersecurity governance. Similar patterns can be observed 
in other EU member states, where directives provide a framework for harmonisa‑
tion but allow flexibility in implementation (Adams et al., 2015).

Another relevant finding is the enduring influence of path dependency in  shaping 
governance structures. While operationally effective, Latvia’s reliance on CERT.
LV reflects the challenges of transitioning away from entrenched  frameworks. 
This phenomenon is not unique to Latvia; countries with deeply rooted institu‑
tional arrangements often face similar difficulties in restructuring governance 
models. For example, Germany’s federal cybersecurity framework has struggled 
with decentralisation issues (Ulmer, 2021), mirroring Latvia’s challenges with 
distributed responsibilities among ministries. Understanding and addressing such 
dependencies can help nations build more cohesive cybersecurity strategies with‑
out completely dismantling established systems.

The semi‑centralised governance model, in which a unified cybersecurity 
 competence centre operates as a collegial body, highlights key elements of the 
cybersecurity ecosystem in place. Pedersen (2023) defines the essential aspects of 
a science‑for‑policy ecosystem, which can be effectively applied to cybersecurity 
governance as well. According to Pedersen, an ecosystem is most effective when its 
members share a common understanding and uphold high levels of  transparency, 
responsibility, and accountability.

An effective cybersecurity ecosystem also requires mechanisms for  continuous 
learning and adaptation. The NCSC, as the unified cybersecurity competence  centre, 
with CERT.LV playing a pivotal role, has maintained and continues to develop 
its function as Latvia’s national CSIRT. It handles a broad range of cybersecurity 
responsibilities, including public awareness, research, and civilian‑focused inci‑
dent response. These functions are crucial for organisational learning in complex 
organisational settings, as a cybersecurity ecosystem comprises many intercon‑
nected actors.

The new National Cybersecurity Law (2024) represents an ambitious step 
 forward in cybersecurity governance. It expands the scope of cybersecurity 
 measures beyond the minimum requirements of EU directives, incorporating a 
wider range of actors, including local governments and important service provid‑
ers, as well as setting higher security standards for critical infrastructure operators. 
By establishing baseline cybersecurity requirements for both public and private 
sectors, the government demonstrates a strong commitment to comprehensive 
cyber resilience.

A cybersecurity ecosystem is composed of central and local government bod‑
ies, private companies, non‑governmental organisations, individuals, and an 
ever‑expanding universe of digital data, technologies, and infrastructure. Like any 
other ecosystem, it is characterised by connectivity, coordination, and continuous 
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learning (Pedersen, 2023). Sadik et al. (2020) emphasise the importance of a 
well‑functioning cybersecurity ecosystem in protecting system participants from 
cyber threats, such as vulnerability exploitation and data breaches. They argue that 
connectivity fosters shared learning, enabling organisations to implement the most 
effective risk mitigation strategies in cyberspace.

Furthermore, continuous monitoring, auditing, reviewing, and compliance 
assessments are critical to maintaining cyber resilience (Sadik et al., 2020). In 
Latvia, these oversight functions are assigned to the NCSC. However, fostering 
effective learning and knowledge‑sharing among ecosystem participants remains 
a challenge due to the broad and cross‑sectoral nature of Latvia’s cybersecurity 
landscape. Addressing these challenges will require enhanced mechanisms for 
knowledge exchange, improved sectoral coordination, and strengthened collabora‑
tive cybersecurity frameworks.

Conclusion and Policy Recommendations

Latvia’s cybersecurity ecosystem governance reflects a complex interplay of his‑
torical path dependencies, emerging risks, and evolving policy tools. While incre‑
mental progress has fortified foundational capabilities, persistent fragmentation 
and reliance on legacy practices constrain systemic efficacy. Nevertheless, the new 
National Cybersecurity Law (2024) and the hybrid NCSC model illustrate that 
incremental progress is possible, even in the face of path dependency.

The hybrid approach exemplifies an attempt to balance continuity with 
 innovation, though its long‑term success hinges on aligning institutional roles 
and resources. By integrating historical strengths, such as CERT.LV’s domain 
 expertise, with modern demands for accountability and enforcement, Latvia has 
demonstrated a pathway for other nations to enhance their cybersecurity resilience. 
While challenges remain, particularly in aligning institutional roles and responsi‑
bilities, Latvia’s experience highlights the importance of adaptability, innovation, 
and sustained political commitment in navigating the complexities of cybersecurity 
ecosystem governance.

To transcend harmful path dependencies, Latvia is expected to:

1 Accelerate centralisation of supervisory authority to eliminate inefficien‑
cies. A more centralised cybersecurity governance model, with the NCSC as 
the unified competence centre, would streamline oversight, reduce bureaucratic 
complexity, and improve the enforcement of cybersecurity policies. This would 
ensure a more coherent approach to national cybersecurity and facilitate better 
coordination among key stakeholders.

2 Transition responsibilities from legacy bodies like the DDUK to the NCSC. 
Consolidating responsibilities under the NCSC would enhance operational effi‑
ciency by reducing redundancies and ensuring a single authoritative body over‑
sees and enforces the implementation of national cybersecurity policies. This 
would enable a clearer division of responsibilities and a more agile response to 
emerging threats.
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3 Clarify roles between the responsible institutions (notably SAB and NCSC). 
Clearly delineating the responsibilities of supervisory institutions would prevent 
overlapping mandates and potential functional duplication, enhance account‑
ability, and ensure that cybersecurity policies and enforcement mechanisms are 
efficiently executed.

4 Emphasise enforcement and compliance mechanisms to enhance account‑
ability. Strengthening regulatory enforcement, introducing more stringent com‑
pliance checks, and applying penalties for non‑compliance would ensure that all 
essential and important entities adhere to national and European cybersecurity 
standards.

5 Invest in capacity‑building initiatives to address the growing demand for 
cybersecurity expertise. Expanding training programmes, increasing funding 
for cybersecurity education and skills, making use of the relevant EU instru‑
ments, such as the Digital Europe programme, and fostering collaboration with 
academic institutions and the cybersecurity competence community, would help 
bridge the cybersecurity skills gap and develop a stronger workforce capable of 
addressing evolving cyber threats.

6 Leverage CERT.LV’s academic ties for research and training, ensur‑
ing operational alignment with the NCSC. Strengthening the relationship 
between the NCSC and the academic sector would facilitate ongoing research, 
promote innovation in cybersecurity practices, and provide structured training 
programmes that align with national cybersecurity policy objectives.

7 Foster public‑private partnerships to address supply chain vulnerabilities. 
Enhanced collaboration with private sector stakeholders, would enable better 
risk assessment, knowledge‑sharing, and joint cybersecurity initiatives to miti‑
gate threats arising from supply chain dependencies.

Note
 1 Data as of February 2025.
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Introduction

Cybersecurity has become a critical component of national security, economic 
 stability, and societal resilience. As states, businesses, and individuals increasingly 
rely on digital infrastructure, the ability to detect, prevent, and respond to cyber 
incidents is essential. Computer Security Incident Response Teams (CSIRTs) play 
a crucial role in safeguarding cyberspace by managing cyber threats, coordinating 
responses to incidents, and facilitating collaboration between public and private sec‑
tor stakeholders. CERT.LV, Latvia’s national and governmental CSIRT, has played 
a central role in the country’s cybersecurity ecosystem since its establishment.

CERT.LV was formally created in 2011 following the enactment of the Infor‑
mation Technology Security Law (2010). However, its origins can be traced back 
to earlier efforts to develop cybersecurity capabilities in the mid‑2000s. Initially, 
operating within the academic sector as CERT NIC.LV and LATNET CERT, the 
team transitioned into a national‑level CSIRT under the supervision of the Min‑
istry of Transport, and later the Ministry of Defence. Over the years, CERT.LV 
has expanded its scope, integrating new technologies and practices to strengthen 
Latvia’s cyber resilience.

The importance of effective cyber incident response has been further  underscored 
by geopolitical developments, particularly the sharp increase in cyber threats fol‑
lowing Russia’s full‑scale war of aggression against Ukraine. Since February 2022, 
Latvia—along with other Baltic and European nations—has witnessed a surge in 
cyber incidents. CERT.LV has played a central role in defending against these 
threats, working closely with government agencies, private sector partners, and 
international allies to mitigate risks and coordinate responses.

As Latvia strengthens its cybersecurity posture, evaluating the national 
CSIRT’s maturity becomes increasingly important. This chapter examines 
CERT.LV’s maturity utilising the Security Incident Management Maturity Model 
(SIM3). By comparing its current state with a previous evaluation conducted in 
2015, this case study provides insight into how CERT.LV has evolved over the 
past decade, identifying key advancements, ongoing challenges, and areas for 
future development.
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The Role of National CSIRTs in Cybersecurity Governance

Understanding CSIRTs: Definition and Core Functions

CSIRTs are specialised entities responsible for detecting, analysing, responding 
to, and preventing cybersecurity incidents. Their primary goal is to minimise dam‑
age, reduce recovery time, and enhance overall security resilience. The concept 
of CSIRTs or Computer Emergency Response Teams (CERTs) originated in the 
late 1980s following the Morris Worm incident, one of the first widely recognised 
cybersecurity breaches that highlighted the need for coordinated incident response 
mechanisms (Spafford, 1989). Since then, CSIRTs have evolved into a global net‑
work of entities that specialise in responding to cyber incidents, fostering national 
and international cooperation, and developing proactive cybersecurity strategies.

Since then, CSIRTs have become fundamental components of cybersecurity 
strategies worldwide, operating within governments, corporations, academia, and 
international organisations (Killcrece et al., 2003). The key functions of CSIRTs 
can be categorised into “proactive and reactive services, as well as security qual‑
ity management functions” (Skierka et al., 2015). Reactive functions involve 
direct responses to cyber incidents, such as malware outbreaks, data breaches, 
and denial‑of‑service attacks. These functions include incident detection, foren‑
sic investigation, containment, mitigation, and recovery efforts (Killcrece et al., 
2003). Proactive functions focus on minimising the risk of cyber incidents through 
security audits, vulnerability assessments, penetration testing, and security aware‑
ness training (Wiik et al., 2006). Over the past three decades, the operational scope 
of CSIRTs has expanded beyond incident containment to include threat intelli‑
gence sharing, cybersecurity capacity building, and policy advisory functions 
(West‑Brown et al., 2003).

The operational scope of CSIRTs varies depending on their constituency, which 
may include government agencies, critical infrastructure operators, businesses, or 
academic institutions. While some CSIRTs function exclusively within an organi‑
sation, others collaborate across sectors and national borders to share cyber threat 
intelligence and coordinate responses to large‑scale cyber incidents (Killcrece 
et al., 2003; Novak et al., 2021). The emergence of national CSIRTs has been a 
fundamental response to the growing complexity of cyber threats in an increasingly 
interconnected world. As digital infrastructures underpin critical sectors, including 
energy, finance, healthcare, and public administration, safeguarding these systems 
against cyber incidents has become a strategic priority.

National CSIRTs play a pivotal role in this landscape, serving as the primary 
entities responsible for incident detection, response coordination, and cyber threat 
mitigation at the national level (Haller et al., 2011; Newmeyer, 2015; West‑Brown 
et al., 2003). According to the latest data1 from the International Telecommunica‑
tion Union (ITU), there are currently 139 national CSIRTs (ITU, 2025). In com‑
parison, the Forum of Incident Response and Security Teams (FIRST) lists 773 
CSIRTs across various levels and sectors, including national teams, spanning 111 
countries worldwide (FIRST, 2025). Meanwhile, the European Union Agency for 
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Cybersecurity (ENISA) identifies 758 CSIRTs across Europe, with 583 operating 
within EU member states (ENISA, 2024).

Organisational Models of National CSIRTs

The structural composition of national CSIRTs varies significantly across juris‑
dictions, reflecting differences in governmental priorities, institutional capacities, 
and legal frameworks. The organisational structure of a national CSIRT within 
governmental frameworks remains an open question, encompassing considerations 
related to its placement, funding, and staffing. Most national CSIRTs operate under 
ministries, information security agencies, or telecommunications authorities; oth‑
ers function as part of a National Cyber Security Centre (NCSC) or as independent 
entities. Broadly, national CSIRTs can be categorised into three primary models: 
government‑led, independent, and hybrid CSIRTs.

• Government‑led CSIRTs operate within the state apparatus, often as  divisions 
of national security agencies, ministries of defence or digital affairs, or telecom‑
munications regulatory authorities. These CSIRTs prioritise the protection of 
government networks, classified information, and critical national infrastruc‑
ture, functioning as the technical arm of national cybersecurity strategy imple‑
mentation. Their authority may allow them to enforce mandatory cybersecurity 
standards, issue regulatory directives, and coordinate national cyber crisis 
response efforts.

• Independent CSIRTs function autonomously, either as non‑profit organisa‑
tions, academic institutions, or industry consortia. While they may receive gov‑
ernment funding, their operational independence allows them to serve a broader 
constituency, including businesses and civil society organisations. Independent 
CSIRTs often focus on technical research, security consultancy, and public‑ 
private cooperation in cyber incident management.

• Hybrid CSIRTs combine elements of both government‑led and independent 
models, operating as public‑private partnerships. This structure is particularly 
effective in nations where private sector entities manage significant portions 
of critical infrastructure. Hybrid CSIRTs facilitate collaborative threat intelli‑
gence sharing while benefiting from the regulatory oversight of governmental 
institutions.

Morgus et al. (2015) contend that to maximise their effectiveness, national CSIRTs 
should maintain operational independence while retaining access to  policymakers and 
senior government officials. Positioned between government and the  private sector, 
they should serve as coordinators for incident response and as central hubs for infor‑
mation exchange. While collaboration with intelligence and law  enforcement agen‑
cies has become increasingly common, Morgus et al. (2015) stress the importance 
of establishing clear boundaries to prevent conflicts of interest. To safeguard trust 
and maintain operational efficiency, national CSIRTs should neither be integrated 
into nor directly subordinate to these agencies. In particular, excessive proximity to 
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intelligence services could erode public confidence in a national CSIRT and limit its 
operational effectiveness. Moreover, any involvement of law enforcement or intel‑
ligence agencies in incident response should be strictly limited to well‑defined legal 
mandates that adhere to principles of responsible handling of personally identifiable 
information, including purpose specification, use limitation, and data minimisation.

National CSIRTs in the European Union

While national CSIRTs operate globally, the European Union has distinct regulatory 
requirements governing their establishment and operation. Notably, EU legislation 
mandates that member states establish national CSIRTs. The Directive 2016/1148, 
widely known as the Networks and Information Systems Security Directive (NIS 
Directive), required each member state to designate one or more CSIRTs, ensuring 
compliance with requirements on the availability of communications, security of 
premises, business continuity, and participation in international cooperation net‑
works. Member states were also responsible for providing adequate resources to 
enable their CSIRTs to fulfil their mandates effectively.

Annex I of the NIS Directive outlined the core responsibilities of CSIRTs, which 
included: (1) monitoring cybersecurity incidents at the national level, (2) providing 
early warnings, alerts, announcements, and disseminating relevant information to 
stakeholders regarding risks and incidents, (3) responding to incidents, (4) con‑
ducting dynamic risk and incident analysis to enhance situational awareness, and 
(5) participating in the CSIRTs network. Furthermore, CSIRTs were required to 
establish cooperative relationships with the private sector and promote the adop‑
tion of standardised practices for incident and risk‑handling procedures, as well as 
for incident, risk, and information classification schemes.

To foster trust and facilitate efficient operational collaboration among national 
CSIRTs, the NIS Directive also established the CSIRTs network. The revised NIS2 
Directive (2022/2555) retained and reinforced these regulatory requirements while 
expanding CSIRT obligations. Notably, NIS2 introduced additional responsibili‑
ties, such as peer reviews and the management of coordinated vulnerability disclo‑
sure processes (see Box 4.1).

Box 4.1 Article 11(3) of the NIS Directive—Tasks of CSIRTs

3. The CSIRTs Shall have the Following Tasks:

a monitoring and analysing cyber threats, vulnerabilities, and incidents at 
national level and, upon request, providing assistance to essential and 
important entities concerned regarding real‑time or near real‑time moni‑
toring of their network and information systems;

b providing early warnings, alerts, announcements, and dissemination of 
information to essential and important entities concerned as well as to the 
competent authorities and other relevant stakeholders on cyber threats, 
vulnerabilities, and incidents, if possible in near real time;
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Methods and Approach

The study employs a case study approach to evaluate the maturity of CERT.LV’s 
cyber incident response capabilities. The evaluation is based on the SIM3 v2 
interim standard developed by Stikvoort et al. (2023), which provides a structured 
methodology for measuring the operational effectiveness of a CSIRT. The evalua‑
tion considers 45 parameters across four core quadrants:

• O—Organisation (governance, authority, and mandate)
• H—Human (staffing, training, and resilience)
• T—Tools (technical infrastructure and resources)
• P—Processes (incident response workflows and best practices)

The maturity level for each parameter is assessed on a five‑point scale ranging from 
0 to 4, reflecting the extent to which it is defined, documented, and formally imple‑
mented within CSIRT’s operations. The levels are structured as follows (Stikvoort 
et al., 2023):

• 0 = not available/undefined/unaware,
• 1 = implicit (known/considered but not written down, “between the ears”),
• 2 = explicit, internal (written down but not formalised in any way),

c responding to incidents and providing assistance to the essential and 
important entities concerned, where applicable;

d collecting and analysing forensic data and providing dynamic risk and 
incident analysis and situational awareness regarding cybersecurity;

e providing, upon the request of an essential or important entity, a proactive 
scanning of the network and information systems of the entity concerned 
to detect vulnerabilities with a potential significant impact;

f participating in the CSIRTs network and providing mutual assistance in 
accordance with their capacities and competencies to other members of 
the CSIRTs network upon their request;

g where applicable, acting as a coordinator for the purposes of the coordi‑
nated vulnerability disclosure under Article 12(1);

h contributing to the deployment of secure information‑sharing tools pursu‑
ant to Article 10(3).

The CSIRTs may carry out proactive non‑intrusive scanning of publicly 
accessible network and information systems of essential and important enti‑
ties. Such scanning shall be carried out to detect vulnerable or insecurely 
configured network and information systems and inform the entities con‑
cerned. Such scanning shall not have any negative impact on the functioning 
of the entities’ services.

When carrying out the tasks referred to in the first subparagraph, the 
CSIRTs may prioritise particular tasks on the basis of a risk‑based approach.
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• 3 = explicit, formalised on authority of the CSIRT head or above (rubberstamped 
or published), and

• 4 = explicit, audited on authority of governance levels above the CSIRT head 
(subject to control process/audit/enforcement).

This study adopts a practitioner‑centric approach, leveraging a documentary 
 analysis of publicly available materials, regulatory frameworks, and operational 
reports, supplemented by the personal experience of the co‑authors. The research 
integrates comparative analysis by cross‑referencing CERT.LV’s current maturity 
level with a previous evaluation (ENISA, 2015). This allows to evaluate progress 
over time and identifies areas where CERT.LV has evolved or faces persistent 
challenges.

While this study provides a structured and comprehensive evaluation of CERT.
LV’s cyber incident response maturity, several limitations must be acknowledged. 
First, certain operational details of CERT.LV’s incident response framework may 
be classified or otherwise restricted from public disclosure. As a result, some 
 elements of the evaluation are based on indirect evidence, such as regulatory com‑
pliance, policy documents, and reports from international cybersecurity bodies 
(notably ENISA), complemented by first‑hand testimonies of the co‑authors. This 
means that while the evaluation provides a strong indication of CERT.LV’s matu‑
rity, it does not necessarily account for all nuances of its internal procedures and 
decision‑making processes.

Second, the evaluation relies on the SIM3 v2 as the primary evaluation frame‑
work. While SIM3 v2 is widely recognised and used for evaluating CSIRT 
 capabilities, alternative evaluation models, such as the three‑tier approach used 
by ENISA (2019) or the combined Global CSIRT Maturity Framework (Duijn‑
hoven et al., 2019), may offer additional perspectives on certain maturity aspects. 
Furthermore, the comparative analysis in this study references an earlier evalua‑
tion of CERT.LV’s maturity (ENISA, 2015), which used the SIM3 v1 parameters 
(Stikvoort, 2015). Given that SIM3 v2 introduces refinements and expanded cri‑
teria compared to its predecessor, direct comparisons between the two evaluations 
must be approached with caution. Although broad trends and improvements can be 
identified, differences in methodology may influence specific parameter ratings. 
Despite these limitations, the study provides a valuable insight into CERT.LV’s 
cyber incident response maturity, offering a structured evaluation that highlights 
progress over time while identifying areas for further development.

CERT.LV Maturity Case Study

Quadrant 1: Organisation

O‑1 Mandate. The mandate of CERT.LV originates from the highest governance 
levels and is enshrined in the National Cybersecurity Law (2024). As part of the 
NCSC‑LV, CERT.LV operates under the supervision of the Ministry of Defence of 
the Republic of Latvia. Each year, the Ministry of Defence concludes a delegation 
agreement, formally designating CERT.LV to perform national CSIRT functions. 
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Supervision is conducted through a review process involving quarterly and annual 
reports submitted by the Head of CERT.LV to the Ministry of Defence. Addition‑
ally, as a public body, CERT.LV is subject to audits by the State Audit Office (Valsts 
kontrole) of the Republic of Latvia.

O‑2 Constituency. The National Cybersecurity Law (2024) defines the 
 constituency of CERT.LV, which comprises essential and important service pro‑
viders as specified in the NIS2 Directive (2022/2555), critical ICT infrastructure 
operators, as well as all public and private ICT infrastructure in Latvia. However, 
entities in the defence sector fall under the jurisdiction of MilCERT, the Military 
CSIRT. Beyond its designated constituency, CERT.LV also extends its services to 
the general public, offering cybersecurity support to all natural and legal persons 
in Latvia.

O‑3 Authority. The authority of CERT.LV is outlined in the National 
 Cybersecurity Law (2024). Section 11 establishes the rights of the two national‑level 
CSIRTs, CERT.LV and MilCERT. Additionally, as part of the NCSC‑LV, CERT.
LV also falls under Section 6, which defines the rights and responsibilities of the 
NCSC‑LV.

O‑4 Responsibility. CERT.LV’s responsibilities are defined in the National 
Cybersecurity Law (2024). Section 10 delineates the responsibilities of CERT.LV 
and MilCERT, while Section 5 defines the responsibilities of the NCSC‑LV, of 
which CERT.LV is a part. The law explicitly states that CERT.LV is responsible for 
fulfilling NCSC‑LV’s duties outlined in Section 10(1), paragraphs 17 to 23.

O‑5 Service Description. The service description of CERT.LV is specified in 
the delegation agreements between the Ministry of Defence and CERT.LV, which 
are signed annually and reviewed in accordance with established procedures. 
The legal basis for these delegation agreements is set out in Section 5(3) of the 
National Cybersecurity Law (2024). CERT.LV also has an official RFC2350 docu‑
ment which is based on RFC2350—Expectations for Computer Security Incident 
Response—document benchmark, widely used by CSIRT teams across the EU 
(Brownlee & Guttman, 1998).

O‑6 Public Media Policy. While CERT.LV actively engages with public media 
and maintains a strong public presence, it has also established internal policies and 
procedures for media interactions. A dedicated Public Relations Team serves as 
the primary point of contact for media inquiries, ensuring that official positions are 
coordinated and communicated effectively. This is often done in close collabora‑
tion with the Military‑Public Relations Department of the Ministry of Defence. 
However, despite being implemented in practice, this media policy remains 
undocumented.

O‑7 Service‑Level Description. Due to the broad scope of its constituency, 
CERT.LV is authorised to manage or assist in managing any type of cyber incident. 
General service level is described in the CERT.LV’s RFC2350 document, however 
the level of CERT.LV’s support varies depending on the nature of the incident, the 
type of constituent affected, the number of impacted users, and the potential for 
further damage. Generally, an initial response is provided within one working day. 
However, due to financial and personnel constraints, CERT.LV does not currently 
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operate a 24/7 incident response service. That said, round‑the‑clock operations 
can be activated if necessary, particularly in the event of major cyber incidents or 
national crises. The service‑level description is documented in internal CERT.LV 
procedures and approved by the Head of CERT.LV.

O‑8 Incident Classification. Since 2017, CERT.LV has used a cyber incident 
taxonomy based on the eCSIRT.net model, which is fully aligned with international 
standards. This taxonomy is formally documented in internal CERT.LV documents, 
approved by the Head of CERT.LV. Additionally, the taxonomy has been incorpo‑
rated into the draft Cabinet Regulation on Baseline Cybersecurity Requirements, a 
secondary legislative act currently under negotiation, which implements the tech‑
nical provisions of the NIS2 Directive (2022/2555). Once finalised, the incident 
classification taxonomy will be enshrined in national law. Internally, CERT.LV 
utilises a cyber incident classification matrix based on the model developed by the 
NCSC of the United Kingdom (National Cyber Security Centre, 2023). This matrix 
assesses cyber incidents by cross‑referencing their impact with the importance of 
the affected entity, allowing for a categorisation of significance ranging from C6 
(lowest) to C1 (highest) (Table 4.1). An example of the matrix’s application, illus‑
trating the distribution of compromised IP addresses from incidents identified in 
2024, is provided in Figure 4.1.

O‑9 Participation in CSIRT Systems. CERT.LV has actively participated in 
international CSIRT communities since its early years. Even before its formal 
establishment, it became a full member of FIRST in 2009 and achieved Trusted 
Introducer accreditation in 2008. In 2016, CERT.LV advanced to Trusted Intro‑
ducer certification status, which requires renewal every three years. CERT.LV suc‑
cessfully recertified in 2019 and 2022, with the next recertification scheduled for 
2025. CERT.LV also represents Latvia in the EU CSIRTs Network, which was 
established under the NIS Directive (2016/1148). Within this network, CERT.LV 
actively participates in working groups focused on cybersecurity maturity, situ‑
ational awareness, and other critical topics.

O‑10 Organisational Framework. The National Cybersecurity Law (2024) 
provides a general description of CERT.LV’s role within Latvia’s cybersecurity 
governance ecosystem. Additionally, as a Trusted Introducer‑certified team, CERT.
LV maintains an RFC 2,350 document, which details its organisational structure 
and operational framework. Furthermore, CERT.LV has an internal handbook, 
serving as the primary reference document for its organisational framework, opera‑
tional procedures, and best practices. This handbook is also used extensively for 
training new personnel.

O‑11 Security Policy. CERT.LV has adopted a security policy based on the ISO 
27001:2022 framework, incorporating national legislative requirements. As a labo‑
ratory within the Institute of Mathematics and Computer Science at the Univer‑
sity of Latvia, CERT.LV is required to comply with the rules applicable to public 
institutions, which themselves fall under the NIS2 Directive (2022/2555) and the 
National Cybersecurity Law (2024) as essential entities. CERT.LV’s compliance 
with baseline cybersecurity requirements is supervised by an independent public 
authority.

http://eCSIRT.net
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Quadrant 2: Human

H‑1 Code of Conduct/Practice/Ethics. CERT.LV has established its own code 
of conduct and ethics, which incorporates requirements from the Trusted Intro‑
ducer’s CSIRT Code of Practice as well as the ethical guidelines of the Ministry of 
Defence. The document outlines legal obligations, including compliance with for‑
eign legislation in the event of cross‑border cyber incidents. It also sets clear rules 
for responsible handling of sensitive information, ensuring conflict‑of‑ interest 
avoidance, and maintaining professional and respectful behaviour in all profes‑
sional interactions.

Table 4.1  Classification of cyber incidents by severity. Adapted by CERT.LV from the UK’s 
National Cyber Security Centre (2023)

Category Description

C1 national‑level threat, affected provision of basic services, threatened 
public administration and economic or political stability

C2 threats of high importance, affected state institutions, national IT 
infrastructure

C3 significant threats, wide affect the commercial sector, state and local 
government institutions

C4 significant threats, medium impact on the commercial sector, state and 
local government institutions

C5 moderate threats, minor affect the commercial sector, state, and local 
government institutions

C6 daily threats, affecting individual recipients of IT services, insignificant 
impact on companies or state and local government institutions

Figure 4.1  Distribution of compromised IP addresses from incidents identified by CERT.LV 
in 2024 (CERT.LV, 2025).



Evaluating National CSIRT Maturity 61

H‑2 Staff Resilience. As part of Latvia’s ongoing cybersecurity governance 
modernisation, detailed in the previous chapter of this book, CERT.LV has under‑
gone significant personnel expansion. Five new operational units have been estab‑
lished to enhance its capabilities:

1 Governance and Compliance Group
2 Cybersecurity Testing Group (Red Team)
3 Threat Hunting Operations Group
4 Network and Infrastructure Group
5 Security Operations Centre (SOC)

To support staff resilience, CERT.LV has implemented remote working procedures, 
ensuring operational continuity in various scenarios. Furthermore, legal provisions 
now enable CERT.LV to receive assistance from the Cyber Defence and Electro‑
magnetic Warfare Battalion of the National Guard in the event of a major cyber 
incident or crisis. This interoperability between CERT.LV and the National Guard 
is regularly tested in joint cybersecurity exercises, including the NATO CCDCOE 
Locked Shields exercise (CERT.LV, 2024b).

H‑3 Skillset Description. Each CERT.LV position has a defined job descrip‑
tion, which is formally included in employment contracts. The full list of positions 
is approved in collaboration with the Ministry of Defence, and every new role 
must have a detailed skillset requirement. Key skillsets within CERT.LV include 
incident handling, malware analysis, programming, IT project management, IT 
auditing, and systems analysis, among others. When hiring, CERT.LV assesses 
the existing team’s capabilities, matches them against organisational needs, and 
recruits candidates with complementary expertise based on job market availability.

H‑4 Staff Development. New CERT.LV employees undergo a structured 
onboarding process, which includes familiarisation with key CERT.LV tools (e.g., 
RTIR, internal customer database), introduction to the organisational structure and 
team operations, as well as briefings on information classification and sharing, 
security procedures, and code of ethics. Certain aspects of this training are con‑
ducted by the Institute of Mathematics and Computer Science and the Ministry of 
Defence. In addition to formal mentorship programmes, CERT.LV offers a range 
of educational activities open to all employees. Where possible, external training 
participants share their acquired knowledge internally. The organisation also pro‑
motes informal training sessions, such as internal presentations, knowledge‑ sharing 
forums, and “Insecurity Day” activities. The CERT.LV Handbook, alongside the 
RFC 2350 document, serves as a comprehensive reference for internal training, 
ensuring both process standardisation and operational knowledge retention.

H‑5 Technical Training. All new team members are required to complete 
 mandatory technical training, including TRANSITS I course (covering CSIRT 
fundamentals), as well as information security training provided by the Ministry 
of Defence. Participation in external training programmes is tailored to individual 
needs and subject to available resources. CERT.LV allocates an annual budget 
for external training, considering employee profiles and organisational priorities. 
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Team members regularly attend ENISA and NATO CCDCOE training sessions, 
 TRANSITS II courses, and, where possible, international cybersecurity exercises. 
Several CERT.LV professionals hold industry‑recognised certifications, such as 
Certified Ethical Hacker and Certified Information Systems Auditor.

H‑6 Soft Skills Training. Currently, CERT.LV does not have a dedicated com‑
munication training programme; however, plans are in place to implement one. 
Some team members have already participated in communication training as part of 
exercises and TRANSITS II courses. Members of the Public Relations Team pos‑
sess extensive media‑handling experience, including public communication, media 
relations, and information dissemination. Additionally, senior CERT.LV staff mem‑
bers frequently participate in radio and television interviews, having developed 
their media engagement skills through experience and cybersecurity exercises.

H‑7 External Networking. CERT.LV actively engages in international CSIRT 
cooperation, participating in TF‑CSIRT, Trusted Introducer, and FIRST events, as 
well as representing Latvia in the EU CSIRTs network. These responsibilities are 
formalised in the annual delegation agreement with the Ministry of Defence. CERT.
LV also takes part in a broad range of international networking activities, includ‑
ing cybersecurity forums, conferences, and policy initiatives. Notably, it contrib‑
utes to EU‑wide cybersecurity policymaking through involvement in the European 
Cybersecurity Certification Group. CERT.LV also establishes bilateral partnerships 
and negotiates Memorandums of Understanding (MoUs) on a case‑by‑case basis. 
These agreements facilitate collaboration with foreign CSIRTs, private‑sector 
cybersecurity firms, as well as security researchers, vendors, and service providers.

Quadrant 3: Tools

T‑1 IT Assets and Configurations. As a national CSIRT, it would be impractical 
for CERT.LV to maintain a comprehensive inventory of all IT assets and configura‑
tions used by its entire constituency. Instead, a two‑tiered governance model is in 
place, where NIS2 essential and important entities are legally required to identify 
their own assets and maintain an internal catalogue of ICT assets and information 
systems. As part of its supervisory role within NCSC‑LV, CERT.LV has the author‑
ity to request access to these catalogues when necessary. Although this process 
is not yet fully implemented, it is enshrined in the draft Cabinet Regulation on 
Baseline Cybersecurity Requirements, which is currently under negotiation and 
scheduled for adoption in 2025. In addition to this broader governance approach, 
CERT.LV maintains detailed information on high‑priority institutions, particularly 
concerning online resources and content management systems (CMS) in use. This 
data is stored in CERT.LV’s user database, which allows filtering institutions by 
specific CMS platforms, facilitating targeted cybersecurity advisories.

T‑2 Information Sources List. CERT.LV maintains an integrated list of infor‑
mation sources, which is linked to its customer management system. Threat intel‑
ligence feeds from these sources are automatically processed and distributed to 
constituents daily. Additionally, CERT.LV publishes updates on the latest vulner‑
abilities and malware daily on its website. For threat intelligence and analysis, 



Evaluating National CSIRT Maturity 63

CERT.LV relies on both automatic and manually curated sources, including MISP, 
Shadowserver, and other intelligence platforms. Several of these sources are also 
utilised to develop cyber awareness materials.

T‑3 Consolidated Messaging System(s). CERT.LV has established a national 
contact point where all messages sent to its central email address are automatically 
logged in the Request Tracker for Incident Response (RTIR) system. All responses 
are sent and archived within RTIR, ensuring a fully traceable communication 
 process. All CERT.LV employees have access to this system for incident manage‑
ment purposes. Additional email lists are maintained for specific operational tasks 
(e.g., event registration and constituency contact lists), though these are accessible 
only to relevant team members. Unlike RTIR, these email lists are not centrally 
archived, but their usage is documented in the CERT.LV Handbook.

T‑4 Incident Tracking System. CERT.LV makes full use of RTIR to track 
and manage cyber incidents. Internal documentation provides detailed guidance 
on RTIR usage, outlining the incident lifecycle, including when to log incidents, 
generate reports, and escalate cases. CERT.LV also employs an in‑house developer 
to implement custom modifications and ensure system adaptability as operational 
needs evolve.

T‑5 Resilient Voice Calls. CERT.LV relies on landline phones as its primary 
voice communication method, with contractual requirements set for reliability 
with its service provider. As a fallback mechanism, mobile phones with encryption 
capabilities are available to all employees. Additionally, CERT.LV utilises alterna‑
tive communication platforms, including Webex, Mattermost, and Signal, to ensure 
resilient and secure communication.

T‑6 Resilient Messaging. CERT.LV’s email services are provided by the 
 Sigmanet Laboratory of the Institute of Mathematics and Computer Science of 
the University of Latvia and maintained by CERT.LV team members. There is a 
 Service‑Level Agreement with Sigmanet. A robust set of security features, includ‑
ing encryption, is implemented to protect email communications from unauthor‑
ised access and interception.

T‑7 Resilient Internet Access. CERT.LV has multiple redundant internet con‑
nections provided by different Latvian and foreign internet service providers. 
Additionally, redundant physical connections ensure continued internet availabil‑
ity. CERT.LV also has direct access to Latvia’s national crisis network, providing 
a backup communication channel in case of major disruptions. To further enhance 
network resilience, CERT.LV’s internet traffic is routed through the Government 
Internet Exchange Point (GLV‑IX), which is supervised by the Ministry of Defence. 
This configuration ensures that domestic internet traffic remains functional even in 
cases of global internet disruptions.

T‑8 Incident Prevention Toolset. While CERT.LV primarily serves a coordinat‑
ing function as a national CSIRT, it also performs certain proactive cybersecurity 
measures as a governmental CSIRT. Among CERT.LV’s preventive services, its 
SOC and DNS RPZ (DNS firewall) services play a crucial role. The DNS firewall 
leverages data from early warning sensors, enabling real‑time threat mitigation by 
blocking malicious domains before they can impact users. Since its introduction, 
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the DNS firewall service has evolved significantly and is now accessible via mobile 
applications, making it available to the general public (CERT.LV, 2024a). Other 
preventive tools include:

• Spam traps and honeypots for cyber threat analysis.
• Direct intelligence‑sharing arrangements with select institutions.
• Penetration testing and security audits for designated constituents, as permitted 

under CERT.LV’s legal mandate.

T‑9 Incident Detection Toolset. CERT.LV leverages external sources to obtain 
intelligence on cyber threats and provide targeted warnings to its constituents. 
Under the National Cybersecurity Law (2024), CERT.LV is authorised to collect 
network traffic data from constituents based on mutual agreements. This provi‑
sion has enabled the deployment of early warning sensors within the constitu‑
ency, which feed anomalous pattern recognition and indicator of compromise 
detection capabilities. These sensors operate under formal cooperation agree‑
ments, where the constituent defines the scope of monitored network flows. The 
collected data is aggregated and correlated centrally within CERT.LV infra‑
structure, allowing CERT.LV to notify affected constituents with detailed threat 
intelligence. The depth of information in these alerts depends on the extent 
of network traffic provided by the constituent. For more comprehensive, con‑
tinuous monitoring, CERT.LV offers a SOC service that extends visibility into 
global and regional threats while enabling automated threat mitigation. Both 
early warning sensors and the SOC service are regulated under the National 
Cybersecurity Law (2024).

T‑10 Incident Resolution Toolset. Over years of operation, CERT.LV has 
built an extensive incident resolution toolset, comprising open‑source, in‑house‑ 
developed, and externally acquired tools. Given its academic origins, CERT.LV 
maintains strong connections with the scientific community, enabling collabora‑
tion on the development and testing of experimental cybersecurity tools. All tools 
used for incident resolution are well‑documented in internal CERT.LV procedures, 
ensuring a structured approach to threat mitigation and response.

Quadrant 4: Processes

P‑1 Escalation to Governance Level. As CERT.LV operates under the supervi‑
sion of the Ministry of Defence, which is responsible for national cybersecurity 
and defence in Latvia, formal escalation procedures are in place. The National 
Cybersecurity Law (2024) and the delegation agreement between CERT.LV and 
the Ministry of Defence outline protocols for information exchange. Additionally, 
a classified national cyber crisis management plan defines the roles and responsi‑
bilities of relevant institutions in the event of a major cyber incident or crisis. This 
classified plan is fully integrated with Latvia’s national defence strategy, ensur‑
ing that, if activated, it enables escalation to the highest governance levels when 
necessary.
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P‑2 Escalation to Press Function. The information flow between CERT.
LV and the Ministry of Defence is regulated by the National Cybersecurity Law 
and the delegation agreement. CERT.LV has the mandate to inform the public or 
require affected constituents to do so when it determines that public disclosure of a 
cyber incident is in the public interest. In cases involving specific incidents, mes‑
sages are coordinated with the affected institution before being made public. Public 
communication about major cyber incidents is carried out in close coordination 
with the Military‑Public Relations Department of the Ministry of Defence. CERT.
LV has also established direct contacts with major media outlets to ensure efficient 
dissemination of cybersecurity information.

P‑3 Escalation to Legal Function. The legal escalation process for CERT.LV 
is outlined in the delegation agreement with the Ministry of Defence. This includes 
a requirement for CERT.LV to submit all international agreements and MoUs 
for approval. CERT.LV has in‑house legal expertise, and its legal expert actively 
participates in both domestic and international cybersecurity exercises, including 
NATO CCDCOE’s Locked Shields. A Cabinet‑level instruction on cyber incident 
attribution is currently being drafted by the Ministry of Foreign Affairs. This new 
regulation will define CERT.LV’s role and responsibilities in the cyber attribution 
process.

P‑4 Incident Prevention Process. CERT.LV employs a range of incident 
 prevention measures, as outlined in parameter T‑8. Its primary focus is on raising 
cybersecurity awareness, issuing advisories, and providing targeted warnings to 
constituents. Additionally, CERT.LV implements direct incident prevention initia‑
tives for specific groups, including cyber threat intelligence sharing and penetration 
testing. The incident prevention process is documented in the CERT.LV Handbook 
and maintained in an internal wiki accessible to CERT.LV employees.

P‑5 Incident Detection Process. CERT.LV uses a combination of early  warning 
sensors deployed in constituents’ networks, its SOC service, and automated analy‑
sis of external threat intelligence sources (see parameter T‑9). The procedures for 
incident detection are fully documented in the CERT.LV Handbook and internal 
wiki, ensuring all employees have clear guidance on incident detection processes.

P‑6 Incident Resolution Process. CERT.LV follows a comprehensive inci‑
dent resolution framework, supported by the tools and methodologies outlined in 
parameter T‑10. The entire lifecycle of a cyber incident is covered in internal docu‑
mentation, ensuring a structured and effective response. This incident resolution 
process is fully documented in the CERT.LV Handbook and internal wiki and is 
accessible to all responsible employees.

P‑7 Specific Incident Processes. CERT.LV does not maintain separate work‑
flows for different categories of cyber incidents. Instead, its incident resolution 
process is designed to handle all types of incidents while taking into account the 
incident’s priority level and severity.

P‑8 Audit and Feedback Process. CERT.LV adheres to strict reporting require‑
ments for both tasks and financial expenditures. It is obligated to submit quar‑
terly and annual reports to the Ministry of Defence, which are subject to formal 
review and written approval within a defined timeline. Non‑compliance with these 
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reporting requirements can lead to disciplinary measures and, in extreme cases, 
 termination of the delegation contract. CERT.LV also publishes public quarterly and 
annual reports to ensure transparency and public scrutiny. As a public institution, 
CERT.LV is subject to audits conducted by the State Audit Office of the Republic 
of Latvia, which reviews its financial management and operational effectiveness.

P‑9 Emergency Reachability Process. CERT.LV maintains a 24/7 helpdesk 
in cooperation with the Institute of Mathematics and Computer Science of the 
University of Latvia. Helpdesk operators are trained in emergency protocols and 
instructed on how to contact the appropriate CERT.LV personnel outside of nor‑
mal working hours. The contact information of CERT.LV leadership is available 
to upper‑level management at the Ministry of Defence, law enforcement agencies, 
national security services, and other key stakeholders. For international emer‑
gency situations, CERT.LV maintains up‑to‑date contact records in the Trusted 
Introducer database, ensuring it can be reached promptly by international partners 
and CSIRTs.

P‑10 Best Practice Internet Presence. CERT.LV maintains a dedicated web‑
site in both Latvian and English (cert.lv) and actively engages with the public 
through social media platforms, including X (formerly Twitter), Facebook, You‑
Tube, LinkedIn, and draugiem.lv. Standard contact information for CERT.LV is 
available in its RFC 2350 document and on its official website. This includes email 
addresses formatted as name.surname@cert.lv, as well as public PGP keys for 
employees with public‑facing roles. The primary email address for reporting inci‑
dents is cert@cert.lv, but CERT.LV also supports a range of dedicated aliases such 
as abuse@cert.lv and spam@cert.lv for specific cybersecurity concerns. Additional 
dedicated email addresses are available for purposes such as event registration and 
contact information updates. CERT.LV also manages a specialised cybersecurity 
awareness platform (esidross.lv) that provides guidance on secure ICT usage and 
fundamental cyber hygiene practices.

P‑11 Secure Information Handling Process. CERT.LV follows strict regula‑
tions for handling sensitive information, in full compliance with national laws. 
All CERT.LV employees are legally required to obtain security clearance, having 
been vetted by national security authorities. Additionally, all employees undergo 
 mandatory training on secure information handling. For secure communication 
with governmental institutions, CERT.LV employs a separate technical solution for 
sensitive information exchange. Procedures are also in place for handling national, 
EU, and NATO‑classified information, which are reviewed in cooperation with the 
Ministry of Defence and national security authorities. For public‑facing security 
measures, CERT.LV provides guidance on secure communication, including pub‑
lishing PGP keys on its website. In addition to national classification protocols, 
CERT.LV utilises the Traffic Light Protocol for both national and international 
information exchange.

P‑12 Information Sources Process. The CERT.LV Handbook contains inter‑
nal procedures for the collection, processing, and usage of information sources. 
Additionally, CERT.LV maintains an up‑to‑date list of relevant information sources 
within its internal wiki.
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P‑13 Outreach Process. CERT.LV operates an extensive outreach programme 
to engage with both public and private sector stakeholders. At the national level, 
CERT.LV organises various cybersecurity seminars and training sessions. Key ini‑
tiatives include the annual CyberChess conference, a leading cybersecurity event 
in the Baltics, as well as the Esi drošs (“Be Safe”) workshop series, held twice 
a year to provide hands‑on training for ICT professionals. In cooperation with 
the Ministry of Defence, CERT.LV also conducts on‑site and online workshops 
to update the public and private sectors on emerging cybersecurity threats, new 
legislation, regulatory changes, and best practices for compliance. CERT.LV has 
established a strong social media presence, and its leadership frequently comment 
on cybersecurity developments on national television. Additionally, CERT.LV runs 
public awareness campaigns, develops informational materials, and actively par‑
ticipates in policy discussions on cybersecurity regulations. The outreach process 
is fully documented in the CERT.LV Handbook and internal wiki, with key out‑
reach activities also formalised in the delegation agreement between CERT.LV and 
the Ministry of Defence.

P‑14 Governance Reporting Process. CERT.LV submits quarterly and annual 
reports to the Ministry of Defence (see parameter P‑8). Based on these reports, 
CERT.LV also produces public versions of its quarterly and annual  cybersecurity 
reports, which are made available online. The level of detail and classification differs 
between the public and internal reports, with reporting procedures clearly defined 
in the delegation agreement between CERT.LV and the Ministry of Defence.

P‑15 Constituency Reporting Process. CERT.LV compiles monthly cyber 
incident statistics, following the cyber incident classification framework outlined 
earlier. These statistics are published on the CERT.LV website and included in its 
quarterly and annual reports, ensuring public accessibility to relevant cybersecurity 
data.

P‑16 Meeting Process. CERT.LV holds monthly all‑team meetings, where each 
team member presents key activities and upcoming plans. During these meetings, 
the event calendar is updated, and formal notes are recorded, with responsibil‑
ity for note‑taking rotating among team members. While internal unit meetings 
occur more frequently, they do not follow a strict schedule. However, the CERT.LV 
technical division hosts dedicated meetings to encourage technical discussions and 
knowledge sharing. Information exchange within CERT.LV is generally informal 
but follows the “need to know” principle to ensure operational security. CERT.
LV also conducts weekly Situational Report (SITREP) meetings with representa‑
tives from the Cybersecurity Policy Department of the Ministry of Defence. These 
meetings cover major cybersecurity incidents in Latvia, situational developments 
in Latvian cyberspace, as well as key tasks and priorities for the week. Following 
these meetings, classified reports summarising key developments are submitted to 
senior leadership at the Ministry of Defence and other key stakeholders. The meet‑
ing process is documented in the CERT.LV Handbook.

P‑17 Peer Collaboration Process. CERT.LV engages in broad collaboration 
with other CSIRTs and has signed MoUs with multiple international partners. 
CERT.LV also frequently participates in joint cybersecurity exercises with Baltic 
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and European CSIRTs. Latvia plays a leading role in NATO and EU cybersecurity 
operations, particularly in cyber threat hunting. Since 2022, CERT.LV has con‑
ducted joint threat‑hunting operations in cooperation with the Cyber Command 
of the Canadian Armed Forces, the Canadian Centre for Cyber Security, the U.S. 
Cyber Command, as well as other allies. These threat‑hunting operations, led by 
CERT.LV, focus on identifying cyber threats within Latvian critical infrastructure 
systems. The process involves onboarding selected information systems, conduct‑
ing systematic threat‑hunting operations to detect attackers, anomalous activities, 
and malicious behaviour, as well as identifying long‑term attack patterns, which 
can reveal significant security vulnerabilities in endpoint software, hardware, and 
network infrastructure. These operations have played a critical role in strength‑
ening Latvia’s cybersecurity resilience and enhancing NATO and EU‑wide threat 
intelligence efforts. In 2025, CERT.LV in cooperation with the Canadian Armed 
Forces Cyber Command published a “Threat Hunt Playbook” to further promote 
this valuable experience and expertise (Teivans & Smith, 2025).

Results and Discussion

Over the past decade, CERT.LV has undergone significant advancements in its 
cyber incident response maturity. The comparison between the 2015 evaluation 
and the current evaluation using the SIM3 v2 interim CSIRT maturity framework 
highlights major improvements across all four quadrants. The previous evaluation 
identified several areas requiring development, particularly in resource constraints, 
formalised processes, and incident detection capabilities (ENISA, 2015). This 
study demonstrates notable progress in these areas, with CERT.LV now operating 
within a more structured national cybersecurity framework and integrating best 
practices at both the national and EU levels.

Organisational Maturity: Strengthened Governance and Authority

In 2015, CERT.LV’s mandate, authority, and responsibilities were legally estab‑
lished but lacked strategic alignment with national cybersecurity priorities (ENISA, 
2015). The 2024 evaluation indicates a significant enhancement in governance 
mechanisms:

• CERT.LV’s mandate is now enshrined in the National Cybersecurity Law 
(2024), providing a clear legal foundation for its activities and role as Latvia’s 
national CSIRT.

• Annual delegation agreements between CERT.LV and the Ministry of Defence 
ensure continuity of operations and funding, addressing earlier concerns about 
resource stability.

• CERT.LV has been fully integrated into the NCSC‑LV, ensuring better coordina‑
tion with other national cybersecurity entities.

• Participation in EU‑wide cyber cooperation mechanisms, such as the EU 
CSIRTs Network and ENISA’s peer review processes, has expanded CERT.LV’s 
international influence and operational reach.
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Despite these advancements, challenges remain in terms of ensuring long‑term 
sustainability of CERT.LV’s expanded responsibilities. Given the increasing cyber 
threat landscape, further strategic investments in organisational growth and resil‑
ience are necessary.

Human Maturity: Workforce Expansion and Capability Development

A major limitation highlighted in the 2015 evaluation was insufficient staffing and 
expertise, particularly in incident response and threat intelligence analysis (ENISA, 
2015). In response, CERT.LV has undergone significant workforce expansion and 
restructuring:

• Staff size has doubled, allowing for the creation of specialised units/subteams.
• A structured onboarding and training programme has been introduced, incorpo‑

rating mandatory courses such as TRANSITS I and ENISA‑led cybersecurity 
workshops.

• CERT.LV has developed stronger collaborations with international cyber 
defence entities, including NATO CCDCOE and allied military cyber com‑
mands, facilitating knowledge exchange and joint training initiatives.

• The introduction of remote working procedures and interoperability testing with 
Latvia’s National Guard has improved staff resilience in crisis scenarios.

However, soft skills training and structured communication protocols for public 
engagement remain areas for improvement. While media and public relations capa‑
bilities have developed informally, formal communication training for CERT.LV 
personnel should be prioritised.

Tools Maturity: Enhanced Detection, Prevention, and Response Capabilities

Technological advancements represent one of the most notable improvements since 
the 2015 evaluation, particularly in the areas of incident detection and prevention. 
Key developments include:

• Deployment of a national early warning sensor network, allowing CERT.LV to 
detect cyber threats in real time and provide targeted alerts to critical infrastruc‑
ture operators.

• Expansion of CERT.LV’s SOC, which now offers proactive threat monitoring, 
anomaly detection, and automated response mechanisms.

• Development of a DNS RPZ (DNS firewall) service, which has become a widely 
used cybersecurity tool for both public and private sector entities.

• Integration of automated threat intelligence feeds from sources such as MISP, 
Shadowserver, and international cybersecurity partners.

Compared to 2015, CERT.LV has moved from a largely reactive incident response 
model to a more proactive approach, incorporating threat hunting, penetration 
testing, and cyber resilience initiatives. However, challenges remain in ensuring 
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continuous funding for the development and maintenance of advanced cybersecu‑
rity infrastructure.

Process Maturity: From Ad‑Hoc to Standardised Workflows

CERT.LV’s incident response processes have evolved significantly, transitioning 
from a semi‑structured model in 2015 to a fully documented and standardised 
approach in 2024. Key improvements include:

• Adoption of a cyber incident classification matrix, based on the UK model, to 
prioritise incident response efforts based on impact and victim importance.

• Formalisation of the escalation process for cyber incidents, ensuring that major 
national security threats are communicated to senior government officials in a 
timely and coordinated manner.

• Establishment of a 24/7 emergency helpdesk, with predefined escalation 
pathways to CERT.LV leadership, the Ministry of Defence, and other key 
stakeholders.

• Implementation of audit and feedback mechanisms, including quarterly and 
annual reporting to the Ministry of Defence, public accountability reports, and 
external audits by the State Audit Office.

Despite these improvements, CERT.LV still does not operate on a full 24/7 basis, 
relying instead on on‑call response mechanisms. As cyber incidents increasingly 
require immediate intervention, transitioning to a fully operational 24/7 model 
should be a medium‑term priority.

Conclusion and Policy Recommendations

The 2024 evaluation of CERT.LV’s maturity shows clear improvements in govern‑
ance, workforce capabilities, technological advancements, and incident response 
processes when compared to the 2015 evaluation. Over the past decade, CERT.
LV has transformed from a developing CSIRT into a mature, strategically inte‑
grated national cybersecurity entity. This progress is particularly evident in the for‑
malisation of its mandate, the expansion of its staff and expertise, the adoption of 
advanced cyber threat detection tools, and the establishment of structured incident 
response procedures.

A key factor contributing to this growth has been the integration of CERT.LV 
into Latvia’s broader cybersecurity governance framework. By becoming part of 
the NCSC‑LV and maintaining annual delegation agreements with the Ministry 
of Defence, CERT.LV has secured a stronger legal and operational foundation. 
In addition, its role within EU‑wide cybersecurity cooperation mechanisms has 
enhanced its international engagement and capacity to respond to cross‑border 
cyber threats.

CERT.LV has positioned itself as a proactive cybersecurity authority, not only 
by strengthening Latvia’s cyber resilience but also by taking on a leadership 
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role in regional and international initiatives. One of the most notable develop‑
ments has been its threat‑hunting operations, which have been conducted in 
collaboration with EU and NATO allies and other partners. By leading these 
initiatives, CERT.LV has demonstrated its ability to operate at the forefront of 
cybersecurity defence, contributing to the security of Latvia and the broader 
European cybersecurity ecosystem. Moving forward, sustaining this leadership 
role will require ongoing investment in technical capabilities, human resources, 
and cross‑border cooperation to keep pace with an increasingly complex cyber 
threat landscape.

To further enhance the resilience and effectiveness of CERT.LV, the following 
policy recommendations should be considered:

1 Secure sustained funding for cybersecurity infrastructure. Continued invest‑
ment in cybersecurity capabilities is essential to ensure that CERT.LV can main‑
tain and expand its early warning systems, SOC, and automated threat detection 
tools. Long‑term financial planning should prioritise funding for infrastructure 
improvements and the development of new cybersecurity services.

2 Enhance structured media and public communication training. Cyber inci‑
dents increasingly require clear and timely public communication, especially 
within the current hybrid threat landscape. CERT.LV should implement struc‑
tured media training for its personnel to ensure that public statements are accu‑
rate, transparent, and effective. Regular crisis communication exercises should 
be conducted in collaboration with the Ministry of Defence, State Chancellery, 
and other key stakeholders.

3 Transition to a fully operational 24/7 incident response model. The increas‑
ing frequency and impact of cyber threats make it necessary to provide con‑
tinuous monitoring and incident response services. A phased approach to 24/7 
operations should be considered, beginning with extended operational hours 
and eventually transitioning to full‑time coverage.

4 Strengthen talent retention and workforce development. The cybersecurity 
sector faces a shortage of skilled professionals. CERT.LV should focus on tal‑
ent retention strategies, such as career development programmes, competitive 
salaries, and continuous training opportunities, to ensure that it can attract and 
retain top cybersecurity experts.

5 Improve cross‑sector collaboration and international partnerships. 
Strengthening partnerships with the private sector, academia, and interna‑
tional cybersecurity organisations can enhance Latvia’s overall cyber resil‑
ience. Increased collaboration on cyber threat intelligence sharing and joint 
exercises will improve CERT.LV’s ability to anticipate and respond to emerg‑
ing threats.

Note
 1 As of 2 March 2025.
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Introduction

In the digital age, cybersecurity has become a critical component of societal stabil‑
ity and national security at large. As technology integrates deeper into the fabric 
of daily life, the threats posed by cyberattacks have evolved, affecting individu‑
als, communities, and states. Cybersecurity is one of the newest areas of security 
policy, both in Latvia and globally. Initially, it primarily concerned the military and 
political sectors, where the state played a dominant role, taking responsibility for 
critical infrastructure and national defence.

However, with the growing integration of information and communication 
technologies (ICT) into everyday life, the frequency and intensity of cyber threats 
have increasingly put larger segments of the population at risk. National security 
gradually became interconnected with the ability of individuals to recognize cyber 
threats, respond appropriately, and mitigate them. This shift in security policy 
was described by scholars aligned with the Copenhagen School, emphasizing 
that societal resilience in cyber sector represents a significant departure from the 
state‑centric paradigm of cybersecurity, which is predominantly rooted in the con‑
cept of national security. This perspective challenges traditional frameworks by 
advocating for a broader focus on the societal dimensions of cybersecurity. Burton 
and Lain (2020) underline the importance of shifting analytical attention towards 
societal cybersecurity, which emphasizes the protection of critical sectors such 
as health, energy, transportation, finance, and democratic governance. These sec‑
tors, integral to the functioning of modern societies, are increasingly susceptible to 
direct and indirect cyberattacks. Consequently, a close mutual interaction between 
the state, which provides conditions for public safety and security, and society, 
which actively participates in strengthening cybersecurity as a partner, can foster 
societal resilience.

The increasing frequency and sophistication of cyber threats have necessi‑
tated a shift from traditional defensive cybersecurity measures to a more resilient 
approach. This involves not only preventing attacks but also developing the capac‑
ity of individuals, communities, and society to absorb impacts, maintain essen‑
tial functions, and swiftly recover. Societal resilience from the cyber perspective 
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encompasses various domains, including technical infrastructure, public aware‑
ness, policy frameworks, community capital, and collaborative efforts across dif‑
ferent sectors.

The primary aim of this article is to explore the interaction between three fun‑
damental pillars of societal resilience in Latvia: the state, the community, and 
the individual. The synergy among these elements is pivotal, as the intensity and 
quality of their collaboration shape the development of capabilities necessary to 
build a strong foundation for withstanding, adapting to, and recovering from the 
ever‑evolving landscape of cyber threats. Analysing the nature and dynamics of 
interaction among these pillars will provide valuable insights and data for the crea‑
tion of a policy framework aimed at strengthening Latvia’s cybersecurity posture 
while fostering a resilient and engaged society.

The article is structured into six main sections to ensure a comprehensive exam‑
ination of the topic. The first chapter outlines the research methodology, providing 
a systematic framework for data collection and analysis. This approach is designed 
to address the core research questions:

• What is the state’s attitude towards including society in cybersecurity policy‑
making and implementation? Does the state perceive society as a passive recipi‑
ent or as an active participant in cybersecurity efforts?

• What roles do communities play in fostering a resilient society in the cyber 
domain, and how is community capital utilized?

• How do individuals perceive cyber threats, and how do they define their roles in 
building societal cyber resilience?

By answering these questions, the research aims to uncover the current dynamics 
of engagement across all levels of society and identify areas for improvement in 
Latvia. The second chapter delves into the key definitions of societal resilience and 
examines their applicability to the cybersecurity domain. It discusses theoretical 
and practical perspectives, emphasizing the importance of resilience as a frame‑
work for addressing contemporary cyber challenges. The third chapter analyses 
the main policy documents that define cybersecurity in Latvia. It examines how 
these policies conceptualize the role of society and whether they encourage active 
societal involvement or primarily focus on top‑down approaches. The fourth chap‑
ter explores the community pillar, focusing on the concept of “cyber capital” and 
its manifestation at the local level. It investigates how communities contribute to 
societal resilience through collaborative initiatives, resource pooling, NGOs, and 
capacity building. The fifth section examines the individual pillar by analysing 
how Latvian citizens perceive cyber threats and their roles in enhancing societal 
cyber resilience. This chapter investigates awareness levels, personal responsibil‑
ity, and engagement in cybersecurity practices. The concluding chapter synthesizes 
the findings from the previous sections and provides actionable recommendations 
for building a roadmap towards societal cyber resilience. These recommendations 
aim to promote stronger collaboration among the state, community, and individual 
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pillars, enhancing Latvia’s ability to address current and emerging cyber threats 
effectively.

Research Methodology

The study employs a range of research methods to provide a multifaceted approach 
to examining societal resilience in the cybersecurity domain in Latvia, ensuring 
the collection of relevant and valid evidence to address the primary research ques‑
tions. This comprehensive methodology draws on best practices in interdiscipli‑
nary research and evidence‑based policy analysis, as outlined by Creswell (2014). 
The specific methods employed include:

1 Content analysis of legal and policy documents to identify the primary 
approaches and interpretations of societal resilience in the context of cyberse‑
curity in Latvia, the study conducts a detailed analysis of key legal and policy 
documents. The focus is on examining how societal issues are framed at the 
state level, particularly whether society is treated as a passive actor— requiring 
information dissemination and education—or as an active partner engaged in 
building a secure and resilient cyber environment. The scope of the document 
review encompasses frameworks addressing resilience both at the national and 
community levels, offering a comprehensive perspective on the integration (or 
lack thereof) of societal considerations in cybersecurity‑related documents. 
Content analysis will systematically examine three key indices, as guided by 
Krippendorff’s (2018) methodology:

• Presence or absence of references to society: This will determine whether 
societal considerations are explicitly acknowledged in the documents.

• Frequency of references to society: The frequency of mentions will be 
assessed to evaluate the relative importance assigned to societal aspects in 
comparison to technical, organizational, or other considerations.

• Qualification of society: Documents will be scrutinized to determine 
whether society is depicted as a passive recipient of state‑led initiatives or as 
a participatory actor actively involved in co‑creating resilience frameworks.

The analysis will incorporate qualitative and quantitative components, identify‑
ing not only the prevalence of specific terms and concepts but also their contex‑
tual usage. This dual focus enables a nuanced understanding of whether policy 
narratives align with inclusive governance approaches, as advocated by scholars 
like Ostrom (2015).

By evaluating the framing of society within these documents, the study will 
uncover implicit assumptions about the role of civic engagement in cybersecurity. 
These insights will inform broader discussions on how policy design can better 
integrate societal resilience as a foundational element of cybersecurity governance.

2 Focus group discussions with representatives from diverse  stakeholder groups 
to explore the main challenges, policy gaps, and potential recommendations  
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for improving societal resilience in the cybersecurity domain. The use of focus 
groups as a research method is grounded in its ability to capture dynamic inter‑
actions and nuanced perspectives, as highlighted by Morgan (1996). Eleven 
separate focus group discussions were conducted as part of this study in a period 
from March 2024 to January 2025. Three discussions were conducted in Riga, 
while eight covered Latvian regions. These sessions were designed to facilitate 
in‑depth qualitative insights from a diverse range of stakeholders with direct 
expertise and decision‑making authority in the fields of digital security and 
cybersecurity. Participants included subject matter experts, policymakers, and 
representatives from the business sector, all of whom are actively engaged in 
the development, implementation, and oversight of cybersecurity strategies and 
digital security frameworks. The goal is to elicit a deeper understanding of col‑
lective viewpoints and stakeholder priorities regarding the state of affairs with 
societal resilience in cyber domain and summarizing recommendations for the 
road map to more resilient society in the domain of cybersecurity.

3 Semi‑structured Interviews. A total of 15 semi‑structured interviews were 
conducted with representatives from multiple governance levels, including 
EU‑level policymakers, national decision‑makers, and key stakeholders from 
the business community. This approach facilitated the collection of diverse 
perspectives on digital security and cybersecurity challenges, contributing to 
a comprehensive understanding of policy approaches, regulatory frameworks, 
and industry best practices across various institutional and economic contexts. 
Additionally, this method enabled both the validation of previously gathered 
data and the exploration of societal resilience from multiple dimensions. As 
noted by Kvale and Brinkmann (2015), semi‑structured interviews as data gath‑
ering method empowers to effectively balance structured inquiry with flexibil‑
ity, making them particularly suitable for exploratory studies such as this one.

4 Analysis of public opinion polls. Recent public opinion surveys conducted in 
Latvia that address societal resilience and cybersecurity issues were analysed. 
The data has been collected from multiple Eurobarometer waves, along with 
opinion polls conducted by the BDA and the State Chancellery of the Republic 
of Latvia. This analysis aims to assess public perceptions of threats and risks 
and gauge attitudes towards cybersecurity at the national, community, and indi‑
vidual levels. This step will enhance the study’s empirical base by integrating 
quantitative data reflective of broader societal trends.

By combining these research methods, the study seeks to integrate qualitative and 
quantitative insights, thereby enriching the understanding of societal resilience in 
the cybersecurity context. This mixed‑research methods approach not only ensures 
a comprehensive exploration of the topic but also aligns with established research 
standards for multidisciplinary studies in political science.

The study aims to assess whether the initiatives undertaken by the govern‑
ment at both national and community levels, as outlined in legal frameworks, 
policy documents, and organizational structures, effectively contribute to fos‑
tering societal resilience. Additionally, the research seeks to determine whether 
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these governmental efforts are grounded in participatory practices that actively 
engage society in enhancing the nation’s cybersecurity. By evaluating the align‑
ment between governmental measures and societal involvement, the study intends 
to identify gaps and opportunities for strengthening collaboration in this critical 
domain. The findings of this study will be reflected in recommendations for design‑
ing a comprehensive roadmap to achieve societal cyber resilience. The method‑
ology employed in conducting this research is systematically structured and is 
depicted in Figure 5.1, which outlines the overall framework used to compose this 
article.

Defining Societal Resilience: What Relevance for Cybersecurity?

Most studies and research projects on resilience begin with a widely accepted defi‑
nition that frames resilience as the capacity of systems to resist, absorb, and recover 
from shocks or crises (Folke, 2006). The concept originated within systems theory, 
which underscores the significance of interconnections and feedback loops within 
social, economic, and environmental systems. Walker et al. (2004) further articu‑
lated resilience as the ability of a system to absorb disturbances while maintaining 
its essential functions. Over time, this conceptualization was extended to encom‑
pass societal and social processes, providing a framework for understanding how 

Figure 5.1 Research methodology overview.
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human beings, as integral components of social systems, restore equilibrium fol‑
lowing shocks or disruptions (Burges, 2022).

Dante and Les (2016) highlighted that a key determinant of crisis‑resistant and 
resilient societies is the prepared people in prepared households. This perspective 
points at the multi‑scalar nature of resilience, as it is tested at all levels during 
emergencies—ranging from state institutions to individual citizens. By emphasiz‑
ing the importance of preparedness, their work underlines the interconnectedness 
of systemic resilience and individual readiness, illustrating that resilience is not 
merely a structural characteristic but a dynamic interplay across state, community, 
and individual.

Societal resilience is a constantly changing and transforming concept depend‑
ing on various factors, including such as risk and threat environment, contextual 
aspects, interpretation of security and safety concepts on national and local lev‑
els, as well as participatory level of society in large. Haavik underlines (Haavik, 
2020) that introduction of the concept of societal resilience allows “to reach out 
to a broader public audience and to communicate … addressing development 
trends with significance not only for resilient critical infrastructures, but for socio‑ 
ecological‑political resilience” (Haavik, 2020, p. 2).

The incorporation of societal perspectives into security studies has fostered a 
growing consensus among scholars that well‑prepared civilian populations are bet‑
ter equipped to respond effectively to diverse emergencies, thereby enhancing their 
overall resilience (Bodas et al., 2022). Bodas et al. (2020, p. 2) articulate a key dis‑
tinction: “in contrast to national resilience, which deals with national infrastructure 
capacities to withstand and cope with hardships, societal resilience represents the 
ability of the members of the public to continue to function despite adversities”. 
This conceptual differentiation highlights the centrality of individual and collective 
agency within societal resilience frameworks.

In addition to the roles of the state and the population in fostering societal resil‑
ience, other scholars emphasize the importance of various communities as key con‑
tributors. These include businesses, local governments, research and development 
entities, and other stakeholders, all of which serve as essential actors in ensuring 
the functionality and sustainability of technologies and the systems that support 
them.

For instance, Elran (2017, p. 301) defines societal resilience as “the capacity 
of communities to flexibly contain major disruptions and to rapidly bounce back 
and forward following the unavoidable decline of their core functionalities”. This 
distinction emphasizes the importance of individual and community preparedness 
in maintaining societal stability amidst crises. Research (Aldrich & Meyer 2015) 
has shown that communities with higher levels of social capital, such as trust, net‑
works, and norms, tend to recover more swiftly from disasters. Thus, fostering soci‑
etal resilience not only involves preparing infrastructure and providing top‑down 
approach for continuity of system function but also strengthening the social fabric 
and empowering individuals to act effectively in times of crisis. At the same time, 
Güngör and Elburz (2024) indicate that several dimensions of social capital of 
relevance for societal resilience and its correlations have been neglected. On the 
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one hand, relevance of community networks is a commonly accepted pre‑condition 
for strong societal resilience, while place attachment was not sufficiently analysed.

Research further indicates that communities with elevated levels of social 
 capital—characterized by trust, robust networks, and shared norms—tend to recover 
more swiftly and effectively from disasters. These attributes enhance collective 
problem‑solving, resource mobilization, and emotional support during crises, dem‑
onstrating the critical role of social cohesion in mitigating adverse impacts. Conse‑
quently, fostering societal resilience requires a multifaceted approach that not only 
prioritizes the preparedness of physical infrastructure and top‑down continuity 
mechanisms but also strengthens the social fabric and empowers individuals and 
communities to act decisively. By integrating these dimensions, resilience‑building 
efforts can achieve a more holistic and sustainable impact.

In recent years, as a reaction to the widening of the concept resilience, a new 
term—cyber resilience is introduced. It approaches resilience as the ability of a 
system, organization, or society to withstand, adapt to, and recover from cyber‑
attacks and incidents. Research literature emphasizes that cyber resilience is not 
just about defence but also about maintaining operational continuity in the face of 
cyber disruptions. As authors of the comprehensive overview of cyber resilience 
argue (Björck et al., 2015, p. 312): “Cyber resilience refers to the ability to continu‑
ously deliver the intended outcome despite adverse cyber events. This ability can 
be considered at different levels”.

Such authors as Linkov (2013) and Chang and Shinozuka (2004) emphasize 
the necessity to use holistic approach to cyber resilience including also society, 
which is an integral part of cybersecurity landscape and is exposed to cyber threats 
and risks caused by humans or nature. Besides, societal cybersecurity includes 
pro‑active aspects of resilience, namely, undertaking actions by individuals and 
groups aimed at mitigating potential threats. However, including society in secu‑
rity landscape is sufficient argument for introducing new concept, such as societal 
cyber resilience.

Necessity to introduce societal perspectives in cybersecurity domain is under‑
lined and argued in Joe Burton’s and Clare Lain’s study (2020). They (Burton &  
Lain, 2020, p. 454) also emphasize the relevance of cognitive perspectives in 
cyberattacks:

The latest research on societal influences on cybersecurity supplement these 
theoretical assumptions by elevating the cognitive influence of cyberattacks 
and the cognitive effects generated within target populations. Fear, uncer‑
tainty and the sense of anxiety that cyber intrusions engender may shape 
responses in irrational ways, including in a national security context.

Acknowledging that the concept of societal cyber resilience is crucial in broaden‑
ing the scope of actors involved in shaping the cybersecurity landscape, we align 
with the view that this concept remains insufficiently explored. As Joinson et al. 
(2023, p. 1) highlight, “There is a distinct lack of research on what would constitute 
cyber resilience in individual users of technology who may encounter cybersecurity 
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incidents in a domestic or non‑work setting”. This gap in research underlines the 
need for a more comprehensive understanding of how societal resilience can be 
applied in the context of cybersecurity.

In response to this, the article builds on the concept of societal resilience, 
examining it specifically through the lens of cybersecurity. By doing so, we aim 
to contribute to the studies on how individuals, communities, and institutions can 
collectively enhance their capacity to anticipate, withstand, and recover from cyber 
threats. This perspective is essential in recognizing the interconnected nature of 
cybersecurity, where not only governments and organizations but also everyday 
technology users play a pivotal role.

The degree of societal resilience is directly influenced by the quality and inten‑
sity of the interactions between the state, diverse communities, and individuals, 
since they are essential contributors to the overall stability and functionality of 
society during crises. In this context, the more interconnected, collaborative, and 
inclusive these relationships become, the greater the resilience of the social system 
to potential risks and threats. This integrated approach fosters a collective capac‑
ity to anticipate, mitigate, and recover from disruptions, thereby reinforcing the 
robustness and adaptability of societal systems in the face of both anticipated and 
unforeseen challenges.

In the following chapters, applying the research methods described previ‑
ously, we will analyse how societal resilience in the context of cybersecurity is 
approached by the state, community, and individual perspectives.

State Perspective

The conceptual framework of this study positions the state as a fundamental 
pre‑condition for societal resilience in the field of cybersecurity. While communi‑
ties and individuals are pivotal contributors to both cyber and societal resilience, 
the capacity to withstand, respond to, absorb, and recover from potential risks is 
contingent upon the level of collaboration among all stakeholders involved. Con‑
sequently, the initial step in this research involves examining the government’s 
attitude towards society and its role in mitigating potential cyber threats, as well 
as determining whether society is perceived as an active participant in fostering a 
cyber‑resilient ecosystem.

To achieve this, the study employs a content analysis method, focusing on the 
following documents: (1) the National Cybersecurity Law (Law, 2024), (2) the 
National Security Concept (Security Concept, 2023), (3) the National Defence 
Concept (Defence Concept, 2023), (4) the Cybersecurity Strategy of Latvia 2023–
2026 (Strategy, 2023), and (5) the State Civil Protection Plan (Plan, 2020).

The analysis specifically investigates the term “society”, examining its presence 
and frequency within these key legal and policy documents. The findings reveal 
that the term “society” is most frequently mentioned in the Cybersecurity Strat‑
egy (2023)—35 occurrences. In contrast, the National Cybersecurity Law (2024) 
 references society six times, and the National Security Concept (2023) includes 
it four times. Notably, the State Defence Concept (2023) does not contain any 
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references to society, and the State Civil Protection Plan (2020) does not address 
cybersecurity within its scope of responsibility.

On the one hand, the limited focus of the National Cybersecurity Law (2024) 
on the engagement of society in the policymaking process can be attributed to the 
fundamental nature of the document itself. This law primarily serves to establish 
the foundational framework for cybersecurity, outlining basic principles, delineat‑
ing the roles and responsibilities of key institutions, and defining their respective 
areas of jurisdiction. The operationalization and contextualization of these princi‑
ples, including societal engagement, are more comprehensively addressed in the 
Cybersecurity Strategy (2023), which builds upon this foundational framework.

On the other hand, despite the overarching ambition to enhance societal 
 resilience—a theme explicitly articulated in the majority of security‑related policy 
documents—the State Civil Protection Plan (2020) appears to fall short in address‑
ing the specific implications of cyberattacks on the general population. This omis‑
sion is particularly notable given that the successful implementation of the plan 
is inherently dependent on active societal participation and the overall level of 
societal resilience. By neglecting the potential impact of cyber incidents on the 
population, the plan risks underestimating the critical interplay between societal 
engagement, resilience, and cybersecurity preparedness.

A deeper analysis of the aforementioned documents provided insights into 
whether society is portrayed as a passive recipient of state‑driven initiatives or as 
an active, participatory stakeholder in the cybersecurity policy framework. This 
analysis was conducted by examining the contexts in which the term “society” 
appears within the documents.

The National Cybersecurity Law (2024) specifies that activities aimed at 
enhancing the digital and cybersecurity skills of the population should be further 
developed and elaborated upon in the National Cybersecurity Strategy (2023). 
According to the provisions of the law, the institution tasked with overseeing 
these activities is the National Cybersecurity Centre (NCSC). This body is man‑
dated to collaborate with a range of partners, including governmental agencies, 
non‑ governmental organizations (NGOs), and private‑sector entities. The explicit 
mention of partnerships within the law signals an initial ambition to foster a collab‑
orative approach to building societal resilience to cyber threats. As an initial step 
in fostering partnerships, the NCSC has convened a group of 53 experts on cyber‑
security from governmental, non‑governmental, and business sectors. This group 
was established to disseminate relevant policy initiatives, inform and educate their 
respective target audiences, provide consultation to governmental institutions on 
cybersecurity matters, and coordinate related activities. Notably, the expert group 
convenes quarterly, ensuring a consistent consultation process with partners. The 
perspectives and insights shared during these meetings are systematically collected 
and subsequently integrated into various cybersecurity programmes.

However, among the activities referenced in the law, there is a marked empha‑
sis on education and the dissemination of information. This focus suggests that 
the envisioned role of society, as articulated in the law, may be more aligned 
with passive forms of engagement, such as receiving knowledge and guidance 
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from institutional actors, rather than active participation in the formulation and 
 implementation of cybersecurity measures. Consequently, while the inclusion of 
partnerships underlines an intent to involve a broader spectrum of stakeholders, the 
practical mechanisms for empowering society as an active contributor to cyberse‑
curity resilience remain underdeveloped in the law’s provisions.

Societal resilience is addressed in a more comprehensive manner in the Strategy 
(2023). It outlines that by 2026, the goal is to enhance public awareness, educa‑
tion, and research on cybersecurity issues. Public involvement in managing and 
mitigating cyber threats is envisioned alongside the activities of other institutions. 
At the same time, the document identifies several challenges, including overlap‑
ping institutional responsibilities and competencies, as well as potential issues that 
may arise in the future.

The Strategy (2023) assigns the task of educating the public on cybersecu‑
rity issues to the NCSC. However, it also notes that the Ministry of Education 
and Science is responsible for promoting public knowledge and understanding 
of cyberspace, conducting research, and advancing the capacity of higher educa‑
tion institutions. A lack of clarity regarding the coordination of educational pro‑
grammes development and implementation between the Ministry and the NCSC 
further complicates the situation. Additionally, the involvement of another partner, 
the Latvian Safer Internet Centre “Net‑Safe Latvia”, in public education efforts 
raises further concerns about coordination and the ability to achieve national‑level 
objectives effectively.

Concerns about insufficient institutional coordination on cyber issues were 
 consistently raised by participants across all focus groups and interviewed respond‑
ents, who pointed to a lack of clear leadership in cybersecurity matters in Latvia. 
While the Ministry of Smart Administration and Regional Development is  formally 
responsible for this area, cybersecurity falls under the portfolio of the Ministry of 
Defence, while public education and research are within the competence of the 
Ministry of Education and Science. Respondents broadly indicated that this frag‑
mented governance structure, marked by a lack of coordination and ineffective 
oversight, represents a significant challenge. Such shortcomings not only weaken 
institutional responses to cyber threats but also hinder broader societal engagement 
in cybersecurity efforts.

At the same time, interviewees recognized the importance of government initia‑
tives aimed at strengthening societal cyber resilience. However, concerns persist 
regarding the effectiveness of their implementation and the translation of cyberse‑
curity knowledge into actionable capacity during risks and crises.

Community Perspective

The framework for the analysis of community resilience is presented in the study 
by Norris et al. (2008). This framework defines resilience through four intercon‑
nected domains: economic development, social capital, information and com‑
munication, and community competence. By utilizing this model, we assess how 
societies respond to crises and apply it as a structured approach to evaluating 
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Latvia’s cybersecurity preparedness through the lens of societal resilience. At the 
community level, the assessment of societal resilience in cybersecurity is analysed 
across four key dimensions: a content analysis of local Civil Protection Plans, the 
involvement of NGOs and business groups, the role of social capital, and the level 
of trust in institutions.

Civil Protection Plans serve as critical indicators of how localities perceive and 
prioritize threats, while also reflecting the extent of engagement by  individuals, 
organizations, and communities in mitigating risks. This study examines five stra‑
tegically significant municipalities: Riga, Liepāja, the Dienvidkurzeme region, 
Alūksne, Daugavpils, and Rēzekne. Riga, as the capital, hosts critical infrastructure 
essential for state functions, while Liepāja, Latvia’s third‑largest city, holds strate‑
gic importance due to its NATO military base and major port. Alūksne, Rēzekne, 
and Daugavpils—situated on NATO’s Eastern Flank and bordering Belarus and 
Russia—are particularly vulnerable to hybrid threats. Among them, Daugavpils, 
Latvia’s second‑largest city, serves as a key urban centre near the eastern border, 
further reinforcing its geopolitical significance.

Given that societal resilience, including in the cyber domain, is strongly influ‑
enced by the participation of NGOs, private sector entities, community groups, and 
specialists, semi‑structured interviews were conducted. These interviews involved 
representatives from municipalities, the police, the State Fire and Rescue Service, 
NGOs, and the media. Their input was critical in understanding the extent of col‑
laboration, awareness‑building, and implementation of proactive defence measures 
against cyber threats.

As outlined in the previous chapter, the Civil Protection Plan of Latvia (Plan, 2020)  
serves as the national‑level framework for disaster management and societal resil‑
ience. Local Civil Protection Plans are expected to align with this overarching 
document, adapting its guidelines to address region‑specific risks and challenges. 
These plans are essential benchmarks for assessing societal resilience. However, 
the absence of cybersecurity as a component in the National Civil Protection Plan 
raises significant concerns about how risks will be identified, mitigated, and man‑
aged at the regional level. Furthermore, questions arise regarding the recovery pro‑
cess and the roles and responsibilities of key stakeholders in these efforts.

The analysis of the five Civil Protection Plans revealed significant disparities in 
their treatment of societal resilience and cybersecurity. For instance, the Liepāja 
and Dienvidkurzemes region’s Civil Protection Plan (Liepāja, 2023) explicitly 
mentions “society” in the context of cybersecurity three times, signalling an aware‑
ness of critical risks facing local communities. The plan identifies three primary 
cyber risks and provides a detailed description of their potential impacts on the 
local population:

1 Fraud and theft perpetrated in cyberspace.
2 Cybercrimes as components of hybrid threats, including the use of ICT for dis‑

information campaigns.
3 Cyberattacks targeting private companies and public administration systems.
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Despite acknowledging key cyber risks in the Liepāja and Dienvidkurzemes 
region’s Civil Protection Plan (Liepāja 2023), the document does not incorporate 
specific initiatives aimed at educating, informing, or engaging the community to 
enhance resilience. However, this omission does not necessarily reflect a critical 
lack of public awareness integration. Insights gathered from semi‑structured inter‑
views indicate that the region benefits from a well‑established level of cooperation 
among municipalities, the police, the State Fire and Rescue Service, NGOs, and 
local business representatives. Respondents highlighted that participatory practices 
in risk management are robust at the regional level and have been successfully 
tested through specialized training programs, but cybersecurity was not prioritized. 
The focus group interview similarly highlighted the resilience of NGOs and other 
entities in responding to various crises, such as power outages and other disrup‑
tions that communities have previously experienced and learned from. However, 
cybersecurity concerns did not emerge in discussions about secure everyday prac‑
tices or crisis management.

Nevertheless, respondents expressed concerns regarding the effectiveness of 
communication during crises. While routine communication with local commu‑
nities is reportedly functioning well, and residents are generally aware of risks 
and corresponding mitigation plans, critical gaps remain in crisis‑specific com‑
munication capabilities. Specifically, respondents noted the absence of trained 
communication specialists equipped to manage information dissemination during 
emergencies. Additionally, a lack of basic psychological training among commu‑
nication personnel poses challenges in addressing the psychosocial dimensions 
of resilience. This reflects broader issues identified by Windle et al. (2011), who 
emphasize the importance of psychosocial resilience in enhancing societal coping 
mechanisms, providing mental health support, and facilitating recovery and adap‑
tation processes.

The Riga City Council’s Civil Protection Plan (Riga, 2024), which governs 
the city and its territories, includes only a single mention of “society” in the con‑
text of cybersecurity, identifying CERT.LV as the responsible institution. During 
semi‑structured interviews, representatives from the business sector and NGOs 
raised several critical issues regarding societal resilience in Riga. A significant 
challenge is the lack of trained cybersecurity governance specialists within the 
Riga City Council and other municipal administrations. This skills gap limits the 
ability to develop and implement effective societal resilience strategies related to 
cybersecurity.

Moreover, respondents noted a significant information deficit for the general 
population concerning cybersecurity at the local level. For most residents,  accessing 
relevant information on cyber threats and protective measures is almost impossible. 
One potential solution to bridge this gap could be the establishment of “one‑stop 
cyber agencies”, which would serve as centralized hubs for disseminating informa‑
tion, providing guidance, and supporting community efforts to enhance resilience.

Additionally, focus group interviews demonstrated a growing interest not only 
from NGOs, private businesses, and other entities but also from active citizens 
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who wish to be more engaged in crisis preparedness and resilience‑building efforts. 
There was a clear interest in strengthening resilience against various threats, 
including cyber risks. However, stakeholders agreed that in the case of Riga, Lat‑
via’s capital, preparedness mechanisms operate differently due to the concentration 
of national‑level critical infrastructure. The same applies to national‑level NGOs 
focused on cybersecurity and cyber‑related issues.

At the same time, an open question remains regarding how to effectively inform 
and actively involve the private sector and citizens in building societal resilience 
in the cyber domain. Respondents noted a significant information deficit for the 
general population concerning cybersecurity at the local level. For most residents, 
accessing relevant information on cyber threats and protective measures is not an 
issue of interest and there are no extended guidelines on importance of it or poten‑
tial measures to be done. One possible solution to bridge this gap is leveraging 
existing “one‑stop cyber agencies” or so‑called “Riga Neighbourhood residents’ 
centres” for cybersecurity awareness. Since these centres are already operational, 
they could serve as centralized hubs for disseminating information, offering guid‑
ance, and supporting community efforts to strengthen resilience.

Notably, the Riga City Council website provides information summaries in vari‑
ous formats, including videos, covering a range of threats and crisis management 
mechanisms, as well as guidelines for residents on how to respond in different situ‑
ations. Additionally, resources on cybersecurity and digital safety are also available.

At the same time, in general, municipal websites were identified as an underu‑
tilized resource. Respondents observed that these platforms rarely include infor‑
mation or links to resources related to cybersecurity, further exacerbating the 
information gap. Optimizing these online platforms by integrating user‑friendly, 
accessible, and regularly updated cybersecurity resources could significantly con‑
tribute to enhancing societal resilience at the local level.

The Alūksne Civil Protection Plan (Alūksne, 2021) references the term “soci‑
ety” only once in relation to cybersecurity. Adopted in 2021 and updated in a single 
annex in 2024, the plan does not identify cybersecurity as one of the most probable 
threats. Instead, it situates cybersecurity within the broader context of terrorism. 
This categorization suggests a limited recognition of the distinct and pervasive 
risks posed by cyber threats, which may reflect the evolving nature of cybersecurity 
challenges since the plan’s initial drafting.

The municipality’s approach to societal resilience emphasizes the dissemina‑
tion of information rather than fostering participatory practices. From Alūksne’s 
perspective, the primary responsibility for cybersecurity lies with CERT.LV, the 
national cybersecurity authority. This includes tasks such as public information 
dissemination and the organization of awareness campaigns to address cyber risks. 
While these efforts are crucial, the absence of a localized participatory framework 
limits the ability to engage community members, NGOs, and private stakeholders 
directly in the mitigation of cyber risks and the enhancement of societal resilience. 
Shift from an information‑driven approach to a more participatory model of resil‑
ience, would empower its community to actively contribute to the mitigation of 
cybersecurity risks.
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It is worth highlighting that community resilience in Alūksne benefits signifi‑
cantly from the presence of the National Armed Forces, which actively collaborate 
with the municipal administration and other partners. This collaboration strength‑
ens the municipality’s capacity to address broader security challenges, includ‑
ing disaster response and crisis management. However, the synergy between the 
National Armed Forces and local efforts in the specific domain of cybersecurity 
remains underexplored in the plan.

Focus group interview reflected similar trends observed in the semi‑structured 
interviews. On the one hand, respondents expressed a strong interest in measures 
to enhance their own resilience, as well as that of municipalities and local commu‑
nities. On the other hand, they acknowledged a lack of broader knowledge on the 
subject, including and especially related to the cyber dimension.

The two cities in the eastern part of Latvia—Daugavpils (Daugavpils, 2022) and 
Rēzekne (Rēzeknes, 2024) in their respective Civil Protection Plans do not men‑
tion “society” in the context of cybersecurity. Diverse forms of cyber threats are 
not defined in the plans, as well as participatory frameworks of public engagement 
in case of crisis and emergencies are missing.

Focus group interviews in Daugavpils and Rēzekne municipalities highlighted 
that none of the examined municipalities have systematically developed comprehen‑
sive crisis preparedness strategies for the population in the context of cybersecurity. 
Data from focus group discussions and semi‑structured interviews reveal that munic‑
ipal crisis management predominantly adheres to a top‑down governance model. 
This approach is characterized by the oversight of national‑level institutions, central‑
ized coordination, and collaboration with municipal authorities in crisis resolution. 
Although mechanisms have been established to facilitate private sector involvement 
in crisis management, their scope is largely confined to conventional crisis scenarios, 
such as military conflict, natural disasters, or infrastructure failures. Notably, cyber‑
security remains an underexplored area within municipal crisis management frame‑
works, as evidenced by its absence from the strategic priorities of local governments.

Moreover, cybersecurity is often overlooked in broader municipal resilience‑ 
building efforts. The prevailing institutional framework positions cybersecurity as 
a national‑level responsibility, thereby marginalizing the role of local governments 
and communities in fostering cyber resilience. This perspective not only limits 
proactive risk mitigation strategies but also hinders the integration of cybersecurity 
awareness at the local level.

Nevertheless, several notable steps have been taken. For instance, the 2024 
Namejs military exercise (Ministry of Defence, 2024) incorporated elements of 
Latvia’s cybersecurity preparedness, underscoring the need for adaptive eco‑
nomic structures, cohesive social networks, efficient information dissemination, 
and capable local governance. While primarily focused on national defence, the 
Namejs highlights the importance of a multi‑level resilience strategy, encourag‑
ing active engagement from municipalities, private sector actors, civil society, and 
individuals in safeguarding national security.

Thus, it might be concluded that while Latvia has made progress in strengthen‑
ing institutional and national mechanisms for the effective crisis management and 
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strengthening societal resilience, significant gaps remain at the community level, 
particularly in fostering a culture of shared responsibility among municipalities, 
businesses, and civil society actors.

Economic resilience and development constitute a fundamental pillar of com‑
munity stability and resilience. This article primarily examines business perspec‑
tives on societal resilience within the cyber domain, with a focus on the ongoing 
processes that enable communities to withstand and recover effectively from 
cyber crises. Accordingly, this section analyses the attitudes of the business sector 
towards enhancing their own cybersecurity measures.

Findings from stakeholder interviews highlight that despite growing awareness 
of cyber threats, businesses in Latvia face major barriers to effective cybersecu‑
rity investment, often adopting reactive rather than preventive approaches. A key 
obstacle is the lack of financial support and governmental incentives, unlike in 
Germany or the Netherlands, where corporate social responsibility models encour‑
age cybersecurity contributions through tax breaks and co‑funding. A Luminor 
Bank (2024) survey found that 20% of Latvian small and medium enterprises do 
not prioritize cybersecurity investments. While 80% implement basic cybersecu‑
rity measures, only 42% take additional steps, and 38% allocate minimal financial 
resources, mainly investing in antivirus and firewalls. Meanwhile, 42% prioritize 
cybersecurity, with 14% developing strategies, 15% upgrading systems, and 13% 
using certified IT providers. According to Eurobarometer (2021), only 14% of Lat‑
vian businesses consider cybersecurity a very high priority, compared to 32% in 
Europe. While 51% of Latvians rate cybersecurity as a high priority (vs. 71% in 
Europe), 39% perceive it as a low priority (vs. 26% in Europe). Cybersecurity 
training remains low, with only 14% of Latvian small and medium enterprises 
offering training in 2021 (vs. 19% EU average), and 85% of Latvian businesses 
seeing no need for it. Furthermore, 69% of Latvians acknowledge that cybersecu‑
rity management within their companies is not delegated to external specialists or 
organizations (Eurobarometer, 2024). This suggests a widespread underestimation 
of cybersecurity risks, particularly in the private sector, where businesses often 
prioritize other operational concerns over cybersecurity preparedness.

Latvia’s cybersecurity policy remains predominantly top‑down, limiting broader 
stakeholder engagement. While governmental frameworks provide stability, pri‑
vate sector, and civil society participation is minimal. Focus groups indicate that 
businesses view cybersecurity as a government responsibility rather than a shared 
effort, resulting in policies that, despite setting high standards, often fail to address 
industry‑specific needs. Interviews with cybersecurity professionals highlight the 
lack of mechanisms for integrating real‑time private sector feedback, leaving many 
businesses vulnerable due to resource and expertise constraints.

Cybersecurity training should be a standard business practice, integrated into 
corporate governance like workplace safety rules. Interviews with executives 
suggest greater investment willingness if supported by government incentives. 
Alongside this, a cultural shift from reactive to proactive cybersecurity strategies 
is necessary, with greater involvement from executive leadership in shaping cyber‑
security policies within organizations. Many businesses still treat cybersecurity as 
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a purely technical concern, rather than recognizing it as a core business risk that 
requires strategic oversight at the executive level.

Social capital, another critical pillar of societal resilience, plays a particularly 
significant role in the Latvian context, where trust in state institutions remains 
uneven, and local communities often assume a greater role in crisis response and 
cybersecurity awareness. In an environment where public confidence in govern‑
mental decision‑making is low, grassroots initiatives, community networks, and 
civil society organizations become crucial actors in building cyber resilience. Low 
trust in government and related institutions weakens national cyber resilience by 
creating scepticism towards official guidelines, reducing compliance with cyberse‑
curity best practices, and discouraging public participation in resilience‑building 
initiatives.

According to a recent study on societal resilience (Struberga, 2024), only 29% 
of Latvian residents believe that the government makes the right decisions dur‑
ing crisis situations, including those related to cybersecurity. Additionally, trust in 
political institutions is alarmingly low, with 70% of Latvians expressing distrust 
in the Parliament and 66% distrusting the government. This prevailing scepticism 
may hinder public willingness to embrace state‑recommended cybersecurity meas‑
ures, potentially undermining collective resilience.

Beyond institutional trust, NGOs play a critical role in Latvia’s cyber resilience 
policy by facilitating public engagement, disseminating cybersecurity knowledge, 
and fostering digital literacy. Their involvement is particularly relevant given Lat‑
via’s exposure to cyber threats from neighbouring states, where state‑sponsored 
disinformation campaigns, cyber espionage, and targeted cyberattacks from Russia 
and Belarus have intensified in recent years (Burton & Lain, 2020). As interme‑
diaries between government‑led cybersecurity initiatives and the general public, 
NGOs contribute by delivering specialized training, enhancing media literacy, 
and equipping individuals with the skills needed to identify and counteract online 
manipulation and cyber threats. However, while NGOs such as Women4Cyber and 
RigaTechGirls have successfully engaged women and underrepresented groups in 
cybersecurity training and digital skills development, the broader integration of 
civil society into Latvia’s national cybersecurity policy remains limited.

Despite growing awareness of cyber risks, Latvia’s cybersecurity framework 
continues to rely predominantly on a top‑down approach, with limited mechanisms 
for incorporating community‑based cybersecurity perspectives into policy develop‑
ment. The development of a societal cyber resilience roadmap by the NCSC under 
the Ministry of Defence marks a valuable step towards strengthening engagement 
with cybersecurity stakeholders. However, findings from expert interviews and 
focus group discussions reveal that while NGOs contribute significantly to cyber‑
security awareness, their potential remains underutilized due to insufficient fund‑
ing, lack of structured partnerships with government institutions, and inadequate 
opportunities to shape national cybersecurity policies. Many cybersecurity NGOs 
operate independently, limiting the scalability and long‑term impact of their initia‑
tives. Furthermore, the absence of well‑defined participatory mechanisms restricts 
opportunities for businesses and civil society organizations to engage actively in 
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resilience‑building efforts, resulting in an uneven distribution of cybersecurity 
resources, particularly between urban and rural areas.

The effectiveness of Latvia’s cybersecurity policy would be significantly 
enhanced by a more structured integration of NGOs and local communities into 
national frameworks. Increased public‑private partnerships, targeted funding 
mechanisms, and improved stakeholder engagement platforms would bridge the 
gap between state‑led initiatives and grassroots cybersecurity efforts. The Latvian 
Information and Communications Technology Association (LIKTA) has demon‑
strated the potential for public‑private collaboration in cybersecurity awareness, 
but similar efforts must be expanded across different sectors. Additionally, insti‑
tutionalizing NGO participation in cybersecurity policymaking would ensure that 
national strategies reflect the needs and realities of diverse societal groups, foster‑
ing more inclusive digital resilience.

Despite a solid basis for potential further development, beyond NGO involve‑
ment, Latvia’s cybersecurity communication and collaboration remain fragmented. 
Despite national oversight, no unified framework exists for disseminating cyber 
risk information to businesses, municipalities, or the public. A limited corporate 
culture of societal resilience further hinders integration into public discourse. Weak 
municipal planning and early‑stage private sector engagement, coupled with the 
absence of participatory mechanisms, underscore the need for a more cohesive 
and cooperative cybersecurity strategy. Latvia’s cybersecurity resilience requires 
a participatory model, integrating businesses, local governments, and civil soci‑
ety. Strengthening public‑private partnerships, encouraging corporate investment 
in cybersecurity, and embedding community‑driven initiatives are essential for a 
cohesive strategy that extends beyond state institutions. Moving forward, embed‑
ding community‑driven cybersecurity initiatives within Latvia’s broader security 
framework will be crucial to ensuring that resilience‑building efforts extend beyond 
state institutions and are actively supported by an engaged and informed society.

Individual Perspective

Latvia’s individual‑level cybersecurity resilience is steadily improving, driven by 
growing cyber risk awareness and public engagement. Strengthening trust in insti‑
tutions and trust in business is essential for fostering a proactive cybersecurity 
culture. Expanding lifelong learning opportunities and enhancing the absorption 
capacity of skills, knowledge, and practice will further empower individuals to 
navigate cyber threats effectively. Improved communication, education, and out‑
reach remain key to building a digitally resilient society.

A critical indicator of resilience is the extent to which individuals recognize 
potential cyber threats and understand the necessary mitigation measures. This 
includes awareness of specific risks, the ability to recognize cyber threats, and 
knowledge of emergency procedures. By aligning national cybersecurity strate‑
gies with public perceptions of risk, policymakers can ensure that security initia‑
tives reflect both institutional priorities and societal concerns, creating a synergy 
between expert‑driven responses and public engagement.
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Previous research on Latvians’ perceptions of cybersecurity threats suggests 
that while general awareness exists, concerns primarily centre around personal 
internet security, particularly regarding personal data, financial information, and 
online transactions. Findings from 2019 revealed that conspiracy theories—such as 
fears regarding the impact of 5G technology—were prevalent among certain popu‑
lation groups. However, by 2021, public concerns shifted towards broader security 
issues, particularly in relation to government responses to the COVID‑19 pan‑
demic. This evolution in risk perception highlights a gap between public priorities 
and national cybersecurity policies, which emphasize the increasing importance 
of cybersecurity in national defence and societal resilience (Ozoliņa & Struberga, 
2023). Bridging this gap requires more targeted awareness campaigns that empha‑
size the role of cybersecurity not only in protecting personal assets but also in 
ensuring national security and stability.

Quantitative data further illustrates the evolving landscape of cybersecurity 
awareness in Latvia. According to the 2021 Eurobarometer survey, 64% of Latvi‑
ans reported feeling informed about cyber risks, compared to a European average 
of 71%. Notably, those who considered themselves well‑informed about cyber‑
crime were also less concerned about cyber threats, suggesting that awareness can 
play a role in reducing fear and increasing confidence in digital security practices 
(Eurobarometer, 2021). More recent data from a 2023 survey conducted by the 
Baltic Computer Academy (Baltijas Datoru Akadēmija) reinforces these findings, 
indicating that 28% of Latvian residents feel they have a basic understanding of 
cybersecurity but recognize the need for updated knowledge. This need is par‑
ticularly pronounced among individuals over the age of 50 and those between 30 
and 39, highlighting key target demographics for future cybersecurity training ini‑
tiatives. Furthermore, 12% of respondents acknowledged a lack of cybersecurity 
knowledge but expressed a willingness to learn, while a smaller segment—3%—
found cybersecurity information uninteresting (TvNet, 2024). This suggests that 
tailored approaches are necessary to engage different groups based on their existing 
knowledge and interest levels.

Eurobarometer data from 2024 provides additional insights into public percep‑
tions of digital security and data privacy. While 61% of Latvians believe they are 
receiving adequate digital skills education, perceptions of access to secure and 
privacy‑friendly digital technologies remain slightly lower than the European 
average. 50% of Latvians rate their access to secure digital tools positively, com‑
pared to 55% across Europe. Similarly, 44% believe they have sufficient control 
over their personal data, slightly below the European average of 47%. Notably, 
18% of Latvians reported being unsure about their level of data control—twice the 
European average of 9%—indicating a need for greater public education on digital 
rights and personal data protection (Eurobarometer, 2024).

Encouragingly, there is evidence that cybersecurity awareness is improving, 
particularly in relation to protective measures such as antivirus software use. 
Another survey revealed a positive trend: people are becoming more aware of the 
importance of antivirus programs. In 2021, 75% of the population reported install‑
ing antivirus software on their devices within the past two years, up from 55% in 
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2019. While it’s encouraging that only 13% do not use any security solution, these 
13% still represent individuals exposed to cyberattacks ((Labs of Latvia, 2022). 
This indicates a need for focused initiatives to enhance public confidence in digital 
security measures and data control practices. These findings highlight the impor‑
tance of fostering greater confidence in cybersecurity tools and reinforcing public 
trust in digital safety practices.

Another significant challenge identified in expert interviews pertains to the 
competency of computer usage among individuals. While the implementation of 
advanced security programs and protective measures can enhance cyber resilience, 
their effectiveness is often compromised by user behaviour and insufficient digital 
literacy. Improper handling of software updates, engagement with unverified links, 
and the execution of insecure online activities can undermine pre‑configured secu‑
rity protocols, rendering even the most sophisticated defence mechanisms ineffec‑
tive. This issue highlights the critical intersection between technological security 
measures and human factors.

A fundamental strategy for enhancing cyber resilience lies in the systematic 
integration of cybersecurity education within lifelong learning frameworks. As the 
digital landscape undergoes rapid transformation, individuals must continuously 
develop their competencies in cybersecurity to effectively respond to evolving 
threats. However, the adoption of robust cybersecurity measures is often hindered 
by institutional inertia and resistance to change. Overcoming these challenges 
necessitates the formal incorporation of cybersecurity awareness into educational 
curricula, workplace training programs, and community outreach initiatives. By 
embedding cybersecurity as an integral component of digital competence, a culture 
of continuous learning and adaptive security awareness can be cultivated. Recent 
advancements in this domain highlight the increasing recognition of the necessity 
for sustained engagement in cybersecurity education, laying the foundation for a 
digitally literate and resilient society.

Recognizing the pivotal role of effective communication in cybersecurity edu‑
cation, ongoing initiatives aim to refine the dissemination of cybersecurity knowl‑
edge to the general public. A primary obstacle in this regard is the prevalence of 
technical jargon and complex terminology, which often impede the accessibility 
and comprehension of essential cybersecurity concepts. Consequently, many indi‑
viduals face difficulties in adopting best practices, resulting in significant gaps in 
awareness and preparedness. To address this issue, initiatives have been introduced 
to train educators, media professionals, and cybersecurity specialists in developing 
structured, accessible, and audience‑specific communication strategies. Findings 
from expert interviews underscore the importance of collaborative engagement 
among stakeholders, emphasizing that cybersecurity messaging must not only be 
technically accurate but also contextually relevant and tailored to diverse demo‑
graphic groups. Such an approach is essential to bridging the knowledge divide and 
fostering widespread cybersecurity literacy.

Another area requiring strategic development is the promotion and utilization 
of existing cybersecurity training platforms. Latvia has already established valu‑
able digital education resources, such as www.stars.gov.lv, yet public engagement 

http://www.stars.gov.lv
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remains suboptimal due to limited awareness and inadequate outreach efforts. 
Insights from focus group interviews with industry experts and representatives 
from digital education sectors indicate that the visibility and accessibility of these 
platforms must be significantly enhanced. Targeted awareness campaigns, strategic 
partnerships with private enterprises, and the integration of cybersecurity train‑
ing initiatives within workplaces can contribute to greater adoption across various 
societal sectors. Interdisciplinary collaboration between the private sector, edu‑
cational institutions, and government agencies is imperative to ensure that these 
resources are effectively incorporated into formal training programs and commu‑
nity engagement initiatives, thereby maximizing their impact and reach.

Furthermore, findings from focus group discussions emphasize that an essential 
aspect of individual cyber resilience is the simplification of cybersecurity guide‑
lines and their alignment with everyday digital practices. While advanced security 
protocols remain indispensable for critical infrastructure and IT professionals, the 
broader population benefits most from pragmatic, easily implementable security 
measures that can be seamlessly incorporated into daily digital interactions. There‑
fore, the development of clear, user‑friendly cybersecurity guidelines tailored to 
specific groups—such as small business employees, senior citizens, and students—
has become a policy priority. Although several initiatives focused on creating and 
disseminating accessible cybersecurity recommendations are already in place, their 
visibility and scope require further expansion to reach a broader audience and pro‑
mote widespread adoption.

Latvia has made significant progress in public cybersecurity awareness, yet chal‑
lenges remain in ensuring information is accessible, engaging, and effectively targeted. 
Cybersecurity is often deprioritized in daily life, limiting individuals’ willingness to 
adopt protective measures. Current communication strategies lack demographic cus‑
tomization, reducing their impact. To enhance national cyber resilience, Latvia should 
refine cybersecurity education by integrating it into lifelong learning systems, tailor‑
ing communication to diverse societal groups, and fostering multi‑sector collabora‑
tion. Strengthening cyber risk awareness and improving the absorption capacity of 
knowledge and skills will support a more adaptive and resilient digital society.

Conclusion and Recommendations

The concept of societal resilience is continuously evolving, with its conceptual 
boundaries expanding in response to emerging risks and challenges. Cybersecu‑
rity increasingly intersects with traditional notions of national security, influencing 
threat perception, response strategies, and recovery tactics at individual, group, 
and societal levels. Therefore, the conceptualization of societal cyber resilience 
requires multidisciplinary theoretical and applied studies. This concept is deeply 
embedded within the broader frameworks of national security, cybersecurity gov‑
ernance, and social capital theory. It encompasses not only the technical capabil‑
ities needed to counter cyber threats but also the institutional structures, public 
engagement mechanisms, and trust in governance that collectively shape a soci‑
ety’s ability to anticipate, withstand, and recover from cyber incidents.
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Contemporary research emphasizes that a comprehensive analysis of societal 
resilience in cyber domain urges to be extended beyond technical preparedness 
to encompass the broader structural factors that influence its effectiveness. This 
includes examining the role of institutional legitimacy, which underpins the suc‑
cessful implementation of cybersecurity policies, the adaptability of governance 
frameworks in addressing emerging threats, and the active involvement of civil 
society in protecting digital ecosystems. From this perspective, cybersecurity 
should not be understood merely as a technological challenge but rather as a mul‑
tifaceted issue that necessitates coordinated action across multiple governance lev‑
els, active engagement from the private sector, and widespread digital education 
initiatives aimed at fostering societal cyber resilience.

This study has highlighted that while Latvia has established a strong institutional 
foundation for cybersecurity governance, the sustainability of these efforts is con‑
tingent on fostering greater societal involvement, strengthening trust in institutions, 
and embedding cybersecurity within everyday governance and business operations. 
One of the key research findings is that the state largely perceives society as a pas‑
sive recipient rather than an active participant in cybersecurity policymaking and 
implementation. National cybersecurity strategies and regulatory frameworks pro‑
vide structural safeguards, but their effectiveness is constrained by a limited inclu‑
sion of businesses, local governments, and civil society actors in resilience‑building 
initiatives. The absence of structured participatory mechanisms prevents stakehold‑
ers from engaging in cybersecurity decision‑making, reinforcing the perception that 
digital security is a state responsibility rather than a shared commitment.

The study also finds that communities play a crucial yet underutilized role in 
fostering societal cyber resilience. While certain local initiatives exist, cybersecu‑
rity remains an underdeveloped component of municipal governance, with many 
municipalities failing to incorporate digital threat management into their Civil 
Protection Plans. This discrepancy reflects a broader challenge: national cyber‑
security policies do not sufficiently translate into localized preparedness, creating 
disparities in cybersecurity awareness and response capabilities between urban and 
rural areas. As a result, community engagement in cybersecurity remains sporadic, 
with limited coordination between local governments, businesses, and civil society 
organizations.

The role of businesses emerges as a critical factor in enhancing societal resil‑
ience, particularly in addressing the question of how economic stakeholders can 
contribute to national cybersecurity efforts. The private sector is not only respon‑
sible for protecting its own digital infrastructure but also plays a pivotal role in 
strengthening supply chain security, advancing workforce cybersecurity skills, and 
fostering public‑private collaboration. However, cybersecurity in Latvia is often 
perceived as an operational expense rather than a long‑term investment in busi‑
ness continuity, consumer trust, and national stability. Unlike in countries where 
corporate engagement is incentivized through tax benefits, subsidies, and regula‑
tory advantages, Latvian businesses remain largely autonomous in managing cyber 
risks, leading to a predominantly reactive approach rather than proactive risk miti‑
gation strategies.
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Interviews with corporate executives indicate that many companies would be 
more inclined to invest in cybersecurity awareness and infrastructure if financial 
incentives or government recognition programs were introduced. Businesses that 
integrate cybersecurity into their governance frameworks not only protect their 
own digital assets but also contribute to the broader cybersecurity ecosystem 
through innovation, information‑sharing, and workforce training. Additionally, 
public‑private partnerships could help bridge the gap between state‑led cyberse‑
curity initiatives and private‑sector capabilities, ensuring that businesses actively 
participate in resilience‑building.

At the individual level, cyber risk awareness is increasing, but digital literacy 
and trust in cybersecurity measures remain uneven. While individuals recognize 
cyber threats, many lack the necessary skills, knowledge, and practical experience 
to implement effective security measures. National cybersecurity education plat‑
forms, such as www.stars.gov.lv, have been introduced to address this gap, yet 
their impact remains limited due to low public engagement, insufficient visibility, 
and a lack of systematic integration into formal education and workplace train‑
ing structures. Moreover, cybersecurity awareness campaigns often fail to reach 
key demographic groups. This highlights the need for a differentiated and targeted 
approach to cybersecurity education, aligning training programs with the specific 
digital competencies of different societal groups.

Strengthening societal resilience in the cyber domain requires a shift towards 
a participatory and multi‑stakeholder model. Businesses, local governments, and 
civil society actors must be systematically incorporated into resilience‑building 
efforts to bridge existing gaps in cybersecurity awareness, preparedness, and 
response capacity. A more decentralized approach would enable cybersecurity to 
become an integrated component of municipal governance, with local governments 
mandated to incorporate digital threat management into crisis response planning. 
Additionally, introducing financial support programs for private sector cybersecu‑
rity investment would incentivize businesses to adopt stronger security measures, 
training initiatives, and risk mitigation strategies.

Box 5.1  Key Policy Recommendations for Strengthening 
Societal Cyber Resilience

• A valuable step towards strengthening cybersecurity resilience is foster‑
ing participatory cybersecurity building by encouraging businesses, local 
governments, and civil society organizations to actively contribute to 
national cybersecurity decision‑making and crisis response planning.

• Incorporating cybersecurity into municipal crisis management can 
enhance local preparedness by integrating digital risk management strate‑
gies into Civil Protection Plans.

• Expanding community‑based cybersecurity resilience by supporting 
NGOs and grassroots initiatives can foster greater public awareness and 
engagement in risk mitigation efforts.

http://www.stars.gov.lv
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Rebuilding public trust in cybersecurity governance is essential to ensuring 
greater compliance with cybersecurity policies and fostering a more engaged and 
 security‑conscious society. This requires greater transparency in cybersecurity pol‑
icymaking, the institutionalization of public consultations, and the development 
of inclusive digital governance mechanisms that empower citizens and businesses 
to take an active role in cybersecurity awareness and best practices. Furthermore, 
cybersecurity communication strategies must be re‑evaluated to ensure that infor‑
mation is accessible, practical, and tailored to diverse societal groups. Focus group 
discussions indicate that targeted and easy‑to‑understand public awareness cam‑
paigns can enhance public engagement, moving beyond technical jargon to reso‑
nate with specific digital behaviours and risk profiles.

Latvia has made significant progress in institutionalizing cybersecurity resil‑
ience, but its long‑term sustainability depends on expanding stakeholder participa‑
tion, strengthening cross‑sector collaboration, and fostering a culture of proactive 
digital security (see Box 5.1). A balanced approach that integrates regulatory over‑
sight with participatory governance will be key to ensuring that cybersecurity is 
not merely a policy priority but a shared societal commitment. If these structural 
adjustments are effectively implemented, Latvia has the potential to serve as a 
model for small‑state cybersecurity resilience.
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Introduction

Legally, cybersecurity can be analysed from both broad and restricted  perspectives. 
More broadly, it refers to safeguarding the entirety of the legal principles that 
humanity has established within a digital context. The Internet was utilized by 
91.4% of Latvia’s population in 2022 (Official Statistics Portal, 2022). There are 
around 1.4 million individuals who possess distinct Internet addresses. The Euroba‑
rometer survey for 2020 revealed that 43% of Latvian respondents expressed a lack 
of confidence in their protection against cyber threats, while 68% stated that the 
likelihood of falling victim to cybercrimes was increasing (Eurobarometer, 2020).  
Furthermore, when comparing the data from 2012 onwards (Eurobarometer, 2012), 
specifically the Eurobarometer’s initial report on cyber security, it is evident that 
the trend has remained consistent. The criteria used to evaluate cybersecurity of 
Latvian respondents has not undergone any significant changes over the years. 
Moreover, within the realm of cybersecurity, the Eurobarometer has conducted an 
extensive analysis of various threats, encompassing areas such as child protection 
and hate speech. This demonstrates that cybersecurity, within a broader framework, 
encompasses various measures aimed at safeguarding the lawful interests of the 
nation’s citizens.

However, in a more specific sense, cybersecurity can be narrowed to two 
 components: the protection of information systems, which involves a combination 
of legal, organizational, and technical measures to safeguard the integrity, confi‑
dentiality, and availability of automated data processing system (ADPS) resources, 
and the handling of security incidents (Kinis, 2022). In this study, we will conduct 
a thorough analysis of the legal aspects surrounding the terms “information system 
security” (ISS) and “security incident”. A security incident refers to a deliberate 
harmful act committed by a person that has the potential to compromise the integ‑
rity, availability, and confidentiality of system resources. These acts have been offi‑
cially recognized as cybercrimes for the first time in history by the Convention on 
Cybercrime (referred as CC) (Council of Europe, 2001).

The definition of cybercrime is a subject that every diligent cybercrime 
researcher endeavour to establish, as it lacks a universally acknowledged definition. 
The Committee of Experts on Cybercrime of the Council of Europe was unable to 
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reach a consensus on defining a criminal offence and to include it in the text of 
CC and the Explanatory Report to the Convention on Cybercrime (referred as ER 
CC) (Council of Europe, 2001). All current definitions are constructed according 
to the specifics of the national legal systems. Hence, the aim of this chapter is 
not to extensively examine the substance of the Treaty against Cybercrime, but to 
underscore the thesis mentioned in paragraph 22 of the ER CC, which states that 
parties are not required to directly replicate the definitions outlined in the treaty 
within their own domestic legislation. For this reason, this chapter will examine the 
distinctive features of Latvia’s criminal legislation and criminal procedural regula‑
tion, as well as the challenges encountered in its implementation within the Latvian 
judiciary.

The first section will provide an overview of the legislative framework  pertaining 
to criminal offences related to the security of information systems and fraudulent 
activities within ADPS. The second section addresses issues  pertaining to the 
implementation of cybercrime jurisdiction and the criminal procedural framework 
in relation to the collection, analysis, and application of electronic evidence. The 
third section will focus on the most recent advancements, challenges, and poten‑
tial remedies in case law. It will rely on Latvian legal sources, scholarly research, 
and court rulings as these are essential for achieving this chapter’s objective of 
 showcasing the efficacy of Latvian criminal law and the obstacles it faces in the 
realm of cybercrime.

The study uses a scientific research method that focuses on epistemology, 
along with text analysis, comparison, and methods of logical induction and 
 deduction. Since legal documents are heavily featured in the study, methods like 
legal,  historical, comparative, systemic, grammatical, and teleological approaches 
are employed to analyse these sources. The aim of the research is to analyse 
national problems in combating cybercrime. This chapter is based on the laws and 
 regulations of the Republic of Latvia, court case law, and the findings of local 
researchers on the problems of combating cybercrime.

The Concept and the Legal Framework of Cybercrime

The Concept of Cybercrime

Latvia regained its independence in 1991 and completely reinstated the operation 
of its Constitution of Latvia from 1922 (Latvijas Republikas Satversme, 1922). 
Section 1 provides: “Latvia is an independent democratic republic”. However, until 
1998, the Latvian Criminal Code (Latvijas Kriminālkodekss, 1961) was in effect, 
with some modifications, which partially facilitated the adoption of  fundamental 
principles of criminal law from the Western European criminal law doctrine. 
Implementing change was a challenging endeavour due to the fundamental dif‑
ferences between the criminal justice system of the USSR and the legal doctrine 
of the Western Europe. The difficulties primarily arose from the application rather 
than the creation of a new legal framework, as it required a shift in the  underlying 
paradigms of legal thinking. The Constitutional Court has acknowledged in its 



Latvian Approach to Fighting Cybercrime 101

jurisprudence that Article 1 of the Constitution establishes a democratic legal sys‑
tem in Latvia that upholds the ideals of democracy and the rule of law. These prin‑
ciples include legality, justice, proportionality, and the protection of human rights 
(Latvijas Satversmes Tiesa, 2014).

The legal system of the USSR did not acknowledge the notion of human rights. 
Therefore, when formulating the new Criminal Law, it was crucial to emphasize 
that criminal responsibility is invariably associated with the restriction of funda‑
mental rights of persons. The primary objective of this restriction is to safeguard 
the rights and lawful interests of other individuals. Australian researchers Majid 
Yar and Kevin F. Steinmetz (2024) wrote: “Crime is a notoriously difficult subject 
to study”. This quote perfectly illustrates that crime will always exist irrespective 
of state political order. According to Lindsay Farmer (2016), modern criminal law 
has the objective of safeguarding both private and public legitimate interests by 
imposing penalties for the harm inflicted upon them. This theory was extensively 
integrated into the Criminal Law due to reason that the Criminal Law’s framework 
was established by categorizing offences based on the threatened lawful interests. 
In addition, essential elements of universal law derived from the notion of the rule 
of law, such as legality, proportionality, fairness, and so on, were integrated into 
the Criminal Law.

Section 1 of the Criminal Law (1998) enshrines the principle of legality – nulla 
poena sine lege, which means that no punishment can be imposed unless it is 
 prescribed by law. Meanwhile, Section 6 of the Criminal Law defines “a criminal 
offense as a harmful act or failure to act that is committed either intentionally or 
through negligence”. This offence must be specified in the law and carried out as 
a prescribed criminal punishment. It is crucial to highlight that criminal culpabil‑
ity only occurs when all the essential components of the offence (including the 
object, objective side, subject, and subjective side) can be proven. An object refers 
to the lawful interest that requires protection, while an objective aspect refers to an 
action or omission, the causal connection, and the resulting harm. A subject refers 
to an individual who is considered responsible and has attained the age of 14. They 
are suspected of committing the claimed offence. However, the subjective aspect 
pertains to the guilt and intention of the person. If any of the constituent elements 
are absent, there is no justification for imposing criminal liability on an individual.

To discuss cybercrime, it is essential to recognize that cybercrime must 
 encompass all the essential aspects of a criminal act. Indeed, the definitions of 
crimes, such as fraud, theft, robbery, extortion, counterfeiting, and damage 
to  property, have been widely recognized and enforced for thousands of years. 
 Nevertheless, these categories were exclusively used to describe offences that took 
place within a specific geographical region and in an actual location. The occur‑
rence of cybercrime is rooted in the fact that it occurs in cyberspace, which is essen‑
tially an ideal and intangible realm “created by users connecting communication 
devices to information services” (Council of Europe, 2001). This space consists 
of a continuous movement of electrons that traverse unrestrictedly at the veloc‑
ity of light.  Furthermore, this field lacks a globally enforceable and standardized 
structure. What is the importance of safeguarding cyberspace? Individuals utilize 
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the movement of electrons to establish, alter, and conclude legal relationships. 
The essence of any legal relationship lies in certain lawful interests, which are the 
state’s responsibility to safeguard. The Cybercrimes Committee experts acknowl‑
edged that conventional definitions of crimes often prove inadequate in combating 
online offences and safeguarding the lawful interests of individuals. Consequently, 
the development of new definitions of criminal offences was deemed necessary and 
subsequently incorporated into the CC.

The rampant development of information technology, particularly  artificial 
 intelligence, will significantly impact the current global legal landscape. In 
2011, Rosen J. and B. Whites highlighted the potential challenges that the rapid 
 technological advancements in the 21st century would pose to society’s legal and 
constitutional values. They argued that “this would necessitate a re‑evaluation of 
various issues, such as the right to information, privacy, the concept of personal‑
ity, and the state’s responsibility to ensure security” (Rosen & Whites, 2011). It is 
difficult to dispute this prediction. This point was also emphasized during the 2018 
International Conference of the Constitutional Court by prominent  constitutional 
law experts from several European countries. Claire‑Bazy Malaurie, a member 
of the Constitutional Council of France, highlighted that in “the governance of 
the global information space, national states are no longer the dominant force 
but rather one of many participants”. She emphasized the importance of courts in 
developing a consistent solution to safeguard the fundamental rights and freedoms 
of individuals (Claire‑Bazy, 2019). Undoubtedly, this poses a significant challenge 
as the European Convention on Human Rights mandates that parties take decisive 
measures to safeguard the human rights and liberties of persons, irrespective of 
the circumstances (European Convention on human rights, 1950). The necessity 
to govern the substance and safeguard the security of digital data and services 
provided and accessible, as well as to defend the interests of consumers and the 
fundamental rights of users, arises as a result. The General Data Protection Regula‑
tion (European Union, 2016) and the Digital Services Act (DSA) (Regulation (EU) 
2022/2065 on a single market for digital services and amending Directive 2000/31/
EC (Digital Services Act), 2022) have been adopted in the European Union (EU). 
The Regulations establish the premise that the law should be applicable regard‑
less of whether connections are established online or in the physical environment. 
Hence, the state should not simply watch the processes unfold but rather actively 
implement steps to guarantee the efficient safeguarding of fundamental rights as 
stated in the Constitution, irrespective of the means and methods of the crimes 
committed.

Upon examining the criminal liability regulations of over 20 Member States 
of the CC regarding offences related to automatic data processing, the author 
 discovered that there are no two identical definitions of these offences. This  finding 
aligns with various international studies, such as the Comprehensive study on cyber‑
crime (UNODC, 2013), which state that the definitions of cybercrime “may vary 
depending on the national legal system’s purpose of application”. It is  important to 
highlight that until nowadays scholars face the same problems with definition and 
qualification of cybercrime (Yar & Steinmetz, 2024). However, all these offences 
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share a common characteristic: they are all connected to the device utilized for 
automated data processing. In different countries, the term used to refer to this 
object that might be implemented for threatening or criminal purposes  varies. It is 
referred to as a computer system in one country, an information system in another, 
and information technology in still another. Article 2(a) of the EU Cybercrime 
Directive defines an information system (Directive 2013/40/EU):

‘information system’ means a device or group of inter‑connected or related 
devices, one or more of which, pursuant to a programme, automatically pro‑
cesses computer data, as well as computer data stored, processed, retrieved 
or transmitted by that device or group of devices for the purposes of its or 
their operation, use, protection and maintenance.

In Latvia, ADPS is acknowledged as both a target of cybercrime and a technol‑
ogy used to carry out illicit activities. When formulating this legislation, it was 
crucial to ensure technological neutrality and sustainability, enabling it to operate 
effectively under any future circumstances. Regardless of whether it is quantum 
or another technology, its fundamental purpose will always involve an automated 
data processing procedure. Therefore, the legislator aims to safeguard a device, 
or a collection of devices linked to a computer network, which allows user access 
and offers a service always related with use of ADPS. Theoretically, two‑thirds of 
the offences outlined in the Special Part of the Criminal Law can be committed by 
using ADPS functions. This approach encompasses a comprehensive view of the 
concept of cybercrime, wherein cybercrime is acknowledged as any illicit action 
that utilizes automated data processing technologies to accomplish a criminal 
objective. For this study, we will adopt the most specific definition of cybercrime 
provided by M. Gercke in 2012 (Gercke, 2012). This definition focuses solely on 
“crimes committed online that target the integrity, accessibility, and confidentiality 
of computer systems and data”. When delineating these transgressions in the realm 
of Criminal Law, it is crucial to uphold the tenets of universal jurisprudence. We 
shall underscore two of these principles:

1 Principle of technological neutrality. The idea of technological neutrality 
mandates that lawmakers must formulate definitions of cybercrime in a manner 
that is impartial to specific technologies. The Constitutional Court has recog‑
nized that “Legal norms developed and adopted in accordance with the principle 
of technological neutrality contain general concepts describing the regulated 
technologies in question according to their purpose, impact, function and other 
general characteristics” (Judgment case no. 2018‑10‑0103, para 18.1, 2019).

2 Principle of legal certainty. The idea of legal certainty necessitates that the 
rule be made accessible to the public, comprehensible, and foreseeable. When 
examining this principle within the realm of criminal law, the Constitutional 
Court has acknowledged that “it does not follow from the requirements of the 
quality of legal norms (…) that it should be formulated as an absolutely pre‑
cise instruction” (Judgment case no. 2018‑10‑0103, para 18.1, 2019). These two 
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court conclusions are crucial because criminal law cannot anticipate all poten‑
tial forms of threats or the corresponding technologies. Hence, the legislator has 
designated the term “ADPS” as the most suitable Latvian term for a computer 
system that encompasses any device whose primary function is data processing 
and occurs online. In this study, we will examine the many components of crim‑
inal offences outlined in Sections 144, 177.1, and 241, 243, 244 of the Criminal 
Law (1998). These correspond to Articles 2, 3, 4, 5, 6, and 7 of the CC.

Offences Against the Security of Information Systems

Articles 2–7 of Section 1 of the substantive law of the Convention provides that 
“Each Party shall adopt such legislative and other measures as may be necessary to 
establish as criminal offences under its domestic law, when committed intention‑
ally illegal access, illegal interception, data interference, system interference and 
misuse of devices” (Council of Europe, 2001). These crimes are aimed at compro‑
mising the confidentiality, integrity, and availability of ADPS. The construction of 
the criminal offences to be incorporated into the Special Part of Latvian Criminal 
Law is established according to the group’s objective. Specifically, the lawmaker 
incorporated criminal offences that are grouped together under a unified object of 
danger in the corresponding section. Consequently, the Criminal Law does not 
include a unified section that encompasses the offences outlined in Articles 2–7 of 
the CC. The provisions are distributed throughout various chapters in accordance 
with the structure of the Criminal Law. As previously stated, an individual can only 
be held legally responsible for a crime if all the necessary characters of the offence 
have been explicitly defined. The study will thoroughly analyse the nature and 
purpose of a criminal offence within the framework of each Article.

Object of criminal offence. Main task of criminal law is to protect public 
safety, order, and the legitimate interests of people. According to the doctrine of 
Latvian criminal law, the object is the interests protected by law, for the protec‑
tion of which the specific article is elaborated in the criminal law. In relation to 
 cybercrimes – everyone has a common interest to protect – the availability, integ‑
rity, and confidentiality of ADPS assets. These interests derive from the fundamen‑
tal rights of individuals defined in the Constitution, such as the right to privacy, 
freedom of information, property, etc. Section 7 of the Criminal Law (1998) “Clas‑
sification of Criminal Offences” classifies criminal delinquencies into: (1) criminal 
violations; (2) less serious crimes – intentional offences punishable by impris‑
onment of three months to three years; (3) serious crimes – intentional offences 
punishable by imprisonment of three to eight years; and (4) especially serious 
crimes –  intentional offences punishable by imprisonment of more than eight years 
or life imprisonment. It is important to mention that criminal offences related to 
information security, which are the main crimes, are considered less serious. On 
the other hand, aggravated crimes committed by the intention to obtain property, or 
by an organized group, or directed toward specific targets, or resulting in serious 
consequences, as outlined in Section 241(3) and Section 243(5) of the Criminal 
Law, are classified as serious or especially serious crimes.
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The subject of crime. According to the Criminal Law, individuals who are at 
least 14 years old and are mentally capable, are subject to criminal responsibil‑
ity. Hence, this state is indistinguishable from all criminal offences and there is 
no necessity to delineate it explicitly. The study also includes offences that can 
be perpetrated by a specific category of criminal law, namely a “public official”. 
To qualify as a special subject of a crime as a public official, one must satisfy the 
requirements specified in Section 316 of the Criminal Law (1998). This includes 
individuals employed by state and local government institutions, as well as offi‑
cials of state capital companies. Such individuals “must possess the authority to 
carry out functions related to supervision, control, investigation, punishment, or 
management of the assets and financial resources of a public entity or its capital  
company”.

Illegal Interception – Section 144

The criminal offence of “illegal interception” as stated in Article 3 of the  Convention 
is described in Section 144 of the Criminal Law, which pertains to the violation of 
confidentiality in correspondence and information intended for transmission over 
telecommunications networks. This section is part of Chapter XIV of the Crimi‑
nal Law, specifically focusing on criminal offences against fundamental rights and 
freedoms of an individual. It is grouped together with offences such as the vio‑
lation of inventors and designers’ rights (Criminal law 147) and infringement of 
copyright and neighbouring rights (Criminal law 148), which are further defined in 
Article 10 of the CC. The offences outlined in this chapter pertain to the infringe‑
ment of fundamental rights such as privacy, information, copyright, and freedom 
of creative expression, as established in Chapter VIII of the Constitution (Latvijas 
Satversme, 1922). We shall examine the precise legal definition of interception as 
outlined in Section 144 of the Criminal Law (Box 6.1).

Object of offence. The ER CC (Council of Europe, 2001) states that “This 
provision aims to protect the right of privacy of data communication. […] [It] is 
enshrined in Article 8 of the European Convention on Human Rights” and such 

Box 6.1 Excerpt from Section 144 of the Criminal Law (1998)

Section 144. Violation the Confidentiality of Correspondence and Informa‑
tion to be Transmitted over Telecommunications Networks

(2) For a person who commits unlawful interception of publicly unavail‑
able data transmissions or signals in telecommunications networks, as well 
as unlawful acquisition of publicly unavailable electromagnetic data from a 
telecommunications network in which such data is present, the applicable 
punishment is the deprivation of liberty for a period of up to three years or 
temporary deprivation of liberty, or probationary supervision, or community 
service, or fine.
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rights are also protected by Section 96 of the Constitution. The offence in  question 
must focus on protecting the legitimate interests of persons’ right to privacy. Nev‑
ertheless, paragraph 59 of the ER CC states that in certain nations, this violation 
may be intricately linked to the offence of unauthorized interception of ADPS. 
When assessing the target of an interception offence, Marčinauskaite (2013) argues 
that “it is important to differentiate between the right to privacy and the interest in 
confidentiality”. The former should apply to data that is stored in the system, some‑
times known as “data at rest”, while the latter should apply to data that is being 
sent. This is comprehensible since in Lithuania, this violation is categorized under 
the section “Crimes against information system security” in the Criminal Code and 
requires a pertinent justification. But it is important to emphasize that the article 
protects only the transmission of information that is not publicly available, and a 
transmission whose content the participants do not want to reveal to third parties is 
not publicly available.

In Latvian legal doctrine, “confidentiality is an integral part of the rights to pri‑
vacy” established by Article 96 of the Constitution (Latvijas Republikas Satversme, 
1922). Thus, the violation of privacy in the case of illegal interception cannot be 
assessed without assessing the content of privacy rights and interests. The German 
Constitutional Court has also recognized this in its doctrine. In the Bundestrojan 
case, the German Constitutional Court assessed the legality of the actions carried 
out by the German special services, who installed a spy program on an individual’s 
computer (Judgment in case No 1 BvR 370/07, BvR 595/07, 2007), and Court con‑
cluded (in para 197) “that it is essential to establish a new fundamental right for 
information users and owners in Germany, which guarantees the protection of infor‑
mation confidentiality and integrity, derived from the fundamental right to personal 
integrity”. In paragraphs 204 to 206 of the judgment, the court determined:

What is first of all protected by the fundamental right to the guarantee of the 
confidentiality and integrity of information technology systems is the interest 
of the user in ensuring that the data which is created, processed and stored by 
the information technology systems, that is by its scope of protection remain 
confidential. (…) The fundamental right related protection of the expecta‑
tions of confidentiality and integrity exists regardless of whether access of 
information systems can be achieved easily or only with considerable effort.

However, this right is not absolute and can be limited in cases of prevention or 
criminal prosecution, but only if such limitations are established by law. The 
Budendestrojan case’s verdict significantly contributed to the establishment and 
advancement of a comprehensive legislative framework across Europe, ensuring 
the integrity, confidentiality, and accessibility of information systems’ security.

Subject matter. While the legal definition of the violation does not explicitly men‑
tion “content”, it is still important to briefly discuss the legal framework surround‑
ing data transmitted online when determining if the actions described in the section 
breach the confidentiality of data or signals. This is because not all data necessarily 
contain confidential information. According to Article 1(b) of the CC, “computer 
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data” refers to information that can be electronically processed.  According to Article 
1(d) of the CC, traffic data refers to the data produced by computers involved in the 
communication process, which is used to direct a communication from its starting 
point to its endpoint. It is thus supplementary to the  communication itself. This 
data is subject to a specific regime because, in the event of an investigation into a 
criminal offence involving a computer system, “traffic data is necessary to track the 
origin of a communication, serving as a basis for gathering additional evidence or as 
evidence of the offense” (Council of Europe, 2001) para 28. Nevertheless, CC notes 
that parties are not obligated to replicate this definition.

The Electronic Communications Law (2022) provides the following classifica‑
tion of data: Section 1.3) location data – data, which is processed in an electronic 
communications network and indicates the location of the terminal equipment of 
an electronic communications service user. (…) and Section 1. 54) stored data – the 
traffic data referred to in Sections 100 and 101 of this law, location data and data 
related thereto, which the operator needs to identify the end‑user when providing an 
electronic communication service. Consequently, content data is considered data in 
the context of interception, because all the above types of data provide information 
on the content of the information to be transmitted, which can be passwords, codes, 
electromagnetic signals, and metadata (Ķinis, 2015) p. 91. They must therefore be 
regarded as a secret of transmission.

Objective side of the offence. The objective side of a criminal offence consists of 
three factors – an act, a causal link, and a set of harmful consequences.  Interception 
can solely be committed through an active action intercepting ADPS. Given the 
limitations of this study, it is improbable to provide an exhaustive list of all the 
methods that can be employed in the interception process. Consequently, any 
action that involves the utilization of technical devices should be regarded as an 
unlawful interception if its intention is to unlawfully obtain data, signals, or other 
information outlined in the section. The causal link of this offence refers to the 
direct relationship between the suspect’s actions and the detrimental repercussions 
that result from the illegal gathering of data. The repercussions of the offence occur 
as soon as the accused individual unlawfully acquires data, signals, etc. According 
to the topic of this chapter, it would be worth to include the following conclusion 
of the Senate regarding evaluation of objective and subjective side of interception. 
The Senate of the Supreme Court (Latvijas Republikas Augstākā tiesa, 2022) in 
case SKK‑[B]/2022 concluded, that in order to hold the suspect – journalist crimi‑
nally liable pursuant to Section 144 of the Criminal Law, court must take into con‑
sideration the findings of the European Court of Human Rights on the application 
of Articles 8 and 10 of the Convention in the context of Sections 96 and 100 of the 
Constitution, which have not been assessed extensively by the court of appeal, as 
the victim about whom the information was obtained and partially made public by 
the accused journalist is a politician known to the public, who “must have a higher 
tolerance for interference in their private life which also includes correspondence”. 
The Senate recognized that the court of appeal failed to conduct a balancing analy‑
sis of those rights in the judgment and revoke the judgment in its entirety because 
the objective side of the offence that the act was unlawful was not proved.
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The Analysis of the Offences Encompassed in Sections  
241–244 of the Criminal Law

The definitions of these offences are derived from the definitions outlined in 
 Articles 2, 4, 5, and 6 of the CC. However, due to delays in the ratification of the 
Cybercrime Convention by some Member States of the EU, the European Union 
Cybercrime Directive (Directive 2013/40/EU) was adopted to harmonize the 
 regulatory framework for combating cybercrime within the EU. Article 7 of the 
Directive 2013/40/EU mandates Member States to criminalize offences related to 
the integrity, confidentiality, and availability of ADPS.

Latvia has successfully met this requirement. These offences are included under 
Chapter 20, titled “Criminal Offenses against General Safety and Public Order”, 
in the Special Part of the Criminal Law (1998). They are grouped together with 
offences such as Gangsterism, Mass riot, Cruel treatment of animals, torture of 
animals, and others. All of them are consolidated inside the collective threat entity 
known as General Safety and Public Order. The ISS is a crucial component of a 
nation’s security domain. Therefore, it can be inferred that the inclusion of these 
offences in Chapter XX of the Criminal Law underscores the legislator’s recogni-
tion that the protection of information systems is an essential component of public 
safety. We will do a more comprehensive analysis of the individual components of 
each offence.

The unauthorized access, both in theory and in practice, is regarded as the core 
offence of the ISS. The section’s language, in complete accordance with the stipu-
lations of Article 2 of the CC, outlines three prerequisites for its implementation: 

Box 6.2  Excerpts from Section 241 of the Criminal Law 
(1998)

Section 241. Arbitrary Accessing Automated Data Processing Systems
(1) For a person who commits arbitrary accessing an automated data pro-

cessing system, if it is related to breaching of system protective means or if 
it is carried out without the relevant permission or using the rights granted to 
another person, and if substantial harm has been caused thereby, the applica-
ble punishment is the deprivation of liberty for a period of up to two years or 
temporary deprivation of liberty, or probationary supervision, or community 
service, or fine.

(3) For a person who commits the acts provided for in Paragraph one of 
this Section, (...) if they are directed against an automated data processing 
system that processes information related to State political, economic, mili-
tary, social or other security, the applicable punishment is the deprivation of 
liberty for a period of up to five years or temporary deprivation of liberty, 
or probationary supervision, or community service, or fine, with or without 
confiscation of property.
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(1) access is deemed arbitrary solely when the individual lacks entitlement to it; 
(2) if the action pertains to evading security measures of a system; and (3) if the 
individual utilizes the privileges assigned upon another person (see Box 6.2). Con‑
versely, the general phrase (substantial harm) pertains to the minimum threshold of 
consequences established by the legislator that would result in criminal culpability.

Regarding arbitrary access, availability ensures that authorized users of ADPS 
have the right to access ADPS resources. It also creates the rightful concern of the 
system owner that only individuals who have been authorized by the lawful owner 
or legal possessor can access the resources of ADPS. The article protects a person’s 
right to determine access procedures to ADAS resources owned or held by him. 
Not every access is criminally punishable, if, for example, the system does not 
have safeguards, the owner does not treat his property with due diligence, then the 
state does not apply criminal remedies. Also, there is no crime if the victim is not 
substantially harmed by the arbitrary access.

The third paragraph of that section stipulates enhanced liability for the offence 
described in the first paragraph, namely when it targets an ADPS that handles infor‑
mation pertaining to the political, economic, military, social, or other security of 
the State. If the offence is committed against an ADPS that provides a service of 
public significance, the crime is fully accomplished by the illegal act itself. The 
legislator introduced revisions to hold individuals accountable for their actions 
after a person dubbed NEO (IR, 2013) exploited vulnerabilities in the system’s 
security measures in 2010. NEO gained unauthorized access to the Declaration 
system of the State Revenue Service and illegally downloaded over a million docu‑
ments. The individual was charged, but law enforcement and the prosecution were 
unable to substantiate that this action resulted in significant harm to any individual, 
thereby leading to the termination of the case.

To avoid such situations, the Criminal Law was amended to specify that if an 
individual engages in the actions described in the initial section of the article against 
systems associated with the execution of state security functions, they will be held 
accountable solely for the act of unauthorized access. Nevertheless, it is important 
to acknowledge that the language used in this statute lacks clarity, leading to a dis‑
pute over jurisdiction between the State Security Service and the State Police. The 
State Security Service has the authority to investigate crimes committed against 
critical information infrastructure. The section in question includes a clause that 
specifies its application to cases involving military, economic, environmental, ISS, 
and other security matters. Therefore, the State Police does not consider it within 
their jurisdiction to investigate offences falling under this section.

In 2010, the Information Technology Security Law (2010) was adopted. Sec‑
tion 1(1) of the law provides: “The purpose of this Law is to improve the secu‑
rity of information technologies, laying down the most important requirements in 
order to guarantee the receipt of such essential services, in the supply of which 
such technologies are used”. This essential service is provided both by the criti‑
cal information technology infrastructure defined in Section 3 of the law, and by 
service providers listed in Section 3.1 – Operators of Essential Services, Digital 
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Service Providers, and Representatives of the Digital Service Providers. The list 
covers a wide range of ADPS subjects, including government and local authorities, 
private individuals providing financial, supply, and delivery services, information 
 technology, digital services, and other services. The regulation of this law applies 
to any subject of private law or representatives thereof, which performs economic 
activity in the territory of the Republic of Latvia.

For all subjects referred to in Section 3.1 of the Information Technology Secu‑
rity Law (2010) the state also set minimum ADPS security requirements (Cabinet 
Regulation No. 442, 2015).

The Regulation prescribes: the minimum security requirements for the infor‑
mation and communication technologies of the State and local government 
authorities, general security requirements for the State information systems; 
and minimum security requirements for ADPS who provided essential ser‑
vices for society.

However, it is likely that the number of ADPS covered under Section 241(3) of 
the Criminal Law will expand following the transposition of the NIS 2 Directive 
(Directive 2022/2555). Para 15 of Preamble of NIS 2 Directive says:

Entities falling within the scope of this Directive for the purpose of com‑
pliance with cybersecurity risk‑management measures and reporting obliga‑
tions should be classified into two categories, essential entities, and important 
entities. This classification is based on their level of criticality within their 
sector or the type of service they offer, as well as their size.

The Latvian government has approved a new National Cybersecurity Law (2024) 
to implement the provisions of the NIS2 Directive. Section 3 of the law specifies 
that it will be applicable to providers of essential and important services as well 
as critical infrastructure. Implementing legislation, it is probable that the scope of 
endangered ADPS outlined in Section 241(3) of the Criminal Law will be modified 
and clarified. Consequently, any debates regarding competition in the jurisdiction 
will be eliminated, as the police will assume authority over all offences against 
ADPS pertaining to essential and important services. However, offences against 
ADPS in relation to the critical infrastructure within the State Security Service’s 
jurisdiction will remain under their purview.

The objective aspect falls under Section 241(1) of the Criminal Law. In this sec‑
tion, an act refers to a deliberate activity that involves unauthorized access to ADAS 
resources by bypassing the system’s security safeguards. Within the NEO case, 
a TV debate took place in 2010 between legal professionals and ICT specialists 
about the question of whether exploiting a security flaw to gain system access may 
be deemed as arbitrary access. Regrettably, the prevailing viewpoint in the meeting 
was that such behaviour did not qualify as arbitrary access and therefore not to be 
subject to criminalization. The expression of gratitude contradicted the guidelines 
established by the UN and ITU (2010), as the “circumventing security measures” 
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clause includes any action that mitigates, bypasses, neutralizes or exploits the secu‑
rity holes of the system, and program gaps but achieves the target and accesses 
the protected ADAS resources. The NEO case also revealed a deficiency in the 
expertise and comprehension of police officers, prosecutors, judges, and attorneys 
regarding the investigation and legal resolution of such crimes. Consequently, the 
professional training curriculum at all levels now includes prerequisites for acquir‑
ing the essential knowledge to prevent cybercrime.

Object of offence. That section contains two criminal offences consistent with 
Article 4 of the CC – data interference and Article 5 of the CC – system interfer‑
ence. The first paragraph of this section (Box 6.3) provides for liability for damage 
to information contained in the system. Criminal activities are directed against the 
ISS feature named integrity. The analysis of the Bundestrojan case demonstrates that 
the German Constitutional Court has acknowledged the constitutional protection of 
the right to data integrity. In addition, the court stated that “this principle applies not 
only to data stored in the ADPS but also to any stage of the data processing proce‑
dure”. This is because the integrity of information resources cannot be compromised 
 without also compromising the integrity of the infrastructure and equipment. The 
ADPS is a complex system in which every alteration to one of its components results 
in a corresponding modification to the overall integrity of the entire system.

Objective side of offence. This offence can only be perpetrated through an 
action. The section presents two options: unauthorized manipulation (modification, 
destruction, removal, or editing) of existing information in the ADPS or intention‑
ally inputting false information into the system with the intention of impacting 
the resources inside the system (Box 6.4). To establish the objective element of the 
offence, it is imperative to demonstrate that the victim has suffered significant 
harm. This offence can be committed through remote means or by physically input‑
ting fraudulent data into a computer. For instance, the Prosecution Office reported 
a case where a customs officer was found responsible for entering information into 
the computer with the intention of deleting identifiers for a car undergoing customs 
inspection. Consequently, the driver brought in commodities that were on the EU’s 
list of sanctions against Russia, bypassing customs inspection. Any method capable 

Box 6.3 Excerpt from Section 243 of the Criminal Law (1998)

Section 243. Interference in the Operation of Automated Data Processing 
Systems and Illegal Actions with the Information Included in Such Systems

(1) For a person who commits unauthorized modifying, damaging, 
destroying, impairing or hiding of information stored in an ADPS, or know‑
ingly entering false information into an ADPS, if substantial harm has been 
caused thereby, the applicable punishment is the deprivation of liberty for a 
period of up to three years or temporary deprivation of liberty, or probation‑
ary supervision, or community service, or fine.
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of accomplishing the outcomes of the section shall be considered an action within 
the definition of that section.

Object of crime. According to paragraph 65 of the ER CC (Council of Europe, 
2001) this crime in the physical world can be classified as sabotage. Unlike the 
criminal offences described in Articles 3 and 4 of the Convention, this crime object 
is all aspects of the ISS (integrity, confidentiality, availability) collectively. Section 
89 of the Criminal Law (1998) establishes the responsibility for acts of sabotage, 
which are classified as crimes against the state under Title X. The objective of this 
section is to penalize actions that would cause harm to the Republic of Latvia. 
Furthermore, according to Section 89, sabotage is regarded as a grave or particu‑
larly grave offence due to the penalty of imprisonment ranging from 5 to 12 years. 
Theoretically, this could be implemented in cases of system interference, but only 
if the target of the offence was limited to critical information infrastructure. Nev‑
ertheless, according to the definition provided in Article 5 of the CC, any system 
that becomes the target of the activities specified in the Article is deemed to be 
an object of threat. As a result, the lawmaker made the decision to create a new 
structure for carrying out the regulation specified in Article 5 of the Convention. 
The objective of this offence is to safeguard owners or lawful possessors of ADPS 
against system disruption or obstructive attacks perpetrated via botnets. These acts 
are referred to as denial‑of‑service attacks or distributed denial‑of‑service (DDoS) 
attacks. In the context of criminal law, these attacks are specifically targeted on 

Box 6.4  Excerpts from Section 243 of the Criminal  
Law (1998)

Section 243. part two – System interference
(2) For a person who knowingly commits interference in the operation of 

an automated data processing system by entering, transferring, damaging, 
extinguishing, impairing, changing or hiding information, if the protective 
system is damaged or destroyed thereby and substantial harm is caused, the 
applicable punishment is the deprivation of liberty for a period of up to three 
years or temporary deprivation of liberty, or probationary supervision, or 
community service, or fine.

(5) For a person who commits the acts provided for in Paragraph one or 
two of this section, if they have caused serious consequences, or if they are 
directed against an automated data processing system that processes infor‑
mation related to the political, economic, military, social or other security of 
the State, or for the criminal offence provided for in Paragraph one or two of 
this section, if it has been committed by an organized group, the applicable 
punishment is the deprivation of liberty for a period of up to seven years, 
with or without confiscation of property and with or without probationary 
supervision for a period of up to three years.
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ADPS with the intention of hindering its operations or causing its destruction. The 
intended target of this crime will consistently be the designated ADPS. Section 5 
assigns  accountability for acts conducted in the first and second part of the section, 
if those actions are aimed at the ADPS, which handles information pertaining to 
public security functions. We conducted a thorough examination of this object by 
analysing the provisions outlined in Section 241(3) of the Criminal Law.

Objective side. This offence can only be committed by an intentional act. 
 A frequently employed method of attack involves inundating ADPS with spam 
or an overwhelming volume of requests that surpasses the system’s processing 
capabilities. Furthermore, these requests or floods of “spam” might be accompa‑
nied by the infiltration of various viruses into the system. This malware is specifi‑
cally designed to either gather certain information or to cause harm and destruction 
to ADPS resources. In this section, culpability is only established if the conduct 
described in the section directly result in significant harm to the victim. In the fifth 
section, the offence is deemed complete solely by the action itself, without requir‑
ing any harmful effect. Consequently, these offences are referred to as formal crim‑
inal offences. On the other hand, material criminal offences are those for which the 
occurrence of harmful consequences is an essential condition for criminal liability.

Object of crime. This offence corresponds to the criminal offence illegal device 
defined in Article 6 of the CC. This section defines a distinct and autonomous crim‑
inal offence against the confidentiality, integrity, and availability of ADPS or data 
(Council of Europe, 2001), para 71. Tools such as devices, computer programs, 
computer passwords, access codes, etc., that are specifically meant to unlawfully 
disrupt the resources of ADPS owned by another individual are considered instru‑
ments for perpetrating this offence. The target of the offence is the assets of ADPS, 
or a portion thereof.

Objective side. The activities outlined in this section pertain to the advance‑
ment, dissemination, and preservation of the devices and programs (see Box 6.5). 

Box 6.5 Excerpt from Section 244 of the Criminal Law (1998)

Section 244. Illegal operations with automated data processing system 
resource influencing devices.

(1) For a person who commits the illegal manufacture, adaptation for uti‑
lization, disposal, distribution, obtaining, movement, or storage of such tool 
(device, software, computer password, access code or similar data), which 
is intended for the influencing of resources of an automated data process‑
ing system or with the aid of which access to an automated data processing 
system or a part thereof is possible for the purpose of committing a criminal 
offence, the applicable punishment is the deprivation of liberty for a period 
of up to two years or temporary deprivation of liberty, or probationary super‑
vision, or community service, or fine.
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In Latvia, the distribution of these malicious devices is strictly forbidden, and legal 
responsibility is incurred for engaging in the mentioned activities, regardless of 
whether they have resulted in any specific harm to the victim. The section’s list of 
hazardous devices is unquestionably incomplete. Therefore, when adopting this sec‑
tion, the Committee of Cybercrime Experts of the Council of Europe discussed the 
content of objects that are prohibited from being circulated. Human rights organiza‑
tions argued that the broad term “misuse of devices”, referred to as “hacker tools” 
in the ER CC, contradicts the principle of clarity of norms, as analysed in Chapter 
1 of the study and in Paragraph 18.1 of the judgment of the Constitutional Court in 
Case No. 2018‑10‑0103. In this case, the court concluded that “The legislator may 
use a general term for a specific type of device, rather than listing the specific names 
and models of devices”. Therefore, the term “device” used in the Article assesses the 
clarity of the law and should be interpreted in the context of the Criminal Law provi‑
sion being contested. The section does not hold accountability for the dissemination 
of any device, software, or data that may impact ADPS resources. However, it does 
hold culpability for the dissemination of devices that are specifically developed or 
altered with the intention of illegally influencing ADPS resources.

The second part of the section already provides for liability for causing serious 
consequences. According to Section 24 of the Law on the Procedures for the Com‑
ing into Force and Application of the Criminal Law (1998)

Liability for a criminal offence provided for in the Criminal Law that has 
caused serious consequences shall apply if the criminal offence has resulted 
in death of a person, serious bodily injuries to at least one person, moderate 
bodily injuries to a number of persons have been caused, or property loss 
which was not less than the total of fifty minimum monthly wages specified 
in the Republic of Latvia at that time has been inflicted, or other serious harm 
has been caused to the interests protected by law.

An equivalent criterion of aggravated liability is also provided by the regulation of 
Sections 241, 243 of the Criminal Law (1998).

Computer‑Related Fraud

This offence is commonly known as a quasi‑cybercrime, as it involves the use of 
ADPS. However, it is important to note that similar activities can also be directed 
towards an individual. Paragraph 86 of the ER CC emphasizes that “these crimes 
primarily involve input manipulations, where incorrect data is intentionally entered 
into the computer, or program manipulations and other interferences during data 
processing”. Fraud has traditionally been defined as the act of deceitfully appropri‑
ating another person’s property (Smith, Wayte & Marindin, 1980). Fraud encom‑
passes a diverse array of forms and techniques, all with the objective of deceiving 
an individual or ADPS to get financial benefit.

The Convention mandates parties to enact laws that classify conduct as crimi‑
nal if they result in the outcomes specified in Article 7 of the CC. Nevertheless, 
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computer fraud has not been explicitly outlawed in all nations. For example, Arti‑
cle 182 “Swindling” of the Republic of Lithuania Criminal Code (2000) states that 
“A person who, by deceit, acquires another’s property for own benefit or for the 
benefit of other persons or acquires a property right, avoids a property obligation or 
annuls it shall be punished”. In its practice, the Lithuanian court applied the prec‑
edent doctrine, which gave them the opportunity to broadly interpret the concept of 
fraud, to apply it both to the fraud of a person and ADPS, thus fulfilling the provi‑
sions of Article 7 of the Convention.

The court acted contrary in Latvia, in a case where the alleged perpetrators 
damaged the cable, “which gave them the opportunity to use paid services, such 
as phone sex, on their behalf by connecting through the damaged cable to the tel‑
ephone lines of legitimate users”. As a result, Lattelecom suffered losses in the 
amount of more than 70,000 lats (equivalent to approximately 100,000 EUR), 
however, the court acquitted the suspects of fraud, stating that the Criminal Law 
provides for liability only for defrauding a natural person. The Senate Department 
of Criminal Cases in case SKK‑3 of 2004b upheld this ruling, concluding that 
“fraud primarily involves manipulating the intentions of a human being, rather than 
a technological device” (Ķinis, 2015).

The Supreme Court also noted that this was not in line with the intention of the 
legislator, as Section 177 of the Criminal Law imposes liability on individuals who 
acquire another person’s property or rights to such property through the deliberate use 
of trust or fraudulent means (see Box 6.6). When comparing the definition of fraud in 
the Lithuanian Criminal Code with the Criminal Law, there are minimal differences. 
The Supreme Court of Lithuania has acknowledged that fraud can be committed 
against a technical device, whereas the Latvian court has taken a more conservative 
stance, stating that only the legislator has the authority to do so. On 1 July 2005, 
amendments to the Criminal Law providing for computer fraud entered into force.

Object of offence. This offence is included in Chapter XVIII “Criminal offences 
against property” of the Criminal Law. This Chapter encompasses all crimi‑
nal offences specifically aimed at personal property. Consequently, this Chapter 
encompasses crimes such as theft, robbery, fraud, and so on. Paragraph 88 of the 

Box 6.6 Excerpt from Section 177 of the Criminal Law (1998)

Section 177.1 Fraud in an Automated Data Processing System
1) For a person who commits the knowingly entering of false data into 

an automated data processing system for the acquisition of the property 
of another person or the rights to such property, or the acquisition of other 
material benefits, in order to influence the operation of the resources thereof 
(computer fraud), the applicable punishment is the deprivation of liberty for 
a period of up to three years or temporary deprivation of liberty, or proba‑
tionary supervision, or community service, or fine.
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ER CC states that individuals will be held accountable for computer fraud manipu‑
lations if they cause financial harm to someone else’s belongings. The term “loss 
of  property” encompasses the loss of money, material assets, and  intangible assets 
with economic value. Consequently, the scope of safeguarding legitimate inter‑
ests encompasses any legal relationship pertaining to the pursuit of the  victim’s 
economic interests. The target of the offence is ADPS, which primarily serves the 
purpose of processing data.

Objective side. When assessing the nature of the offence, it is crucial to  accurately 
comprehend the phrase “the intentional insertion of inaccurate information into a 
computerized data processing system”. Articles 8(a) and 8(b) of the CC enumer‑
ate many forms of manipulation, including alteration, suppression, and deletion. 
 However, this list is not comprehensive, meaning that computer fraud can employ 
any method intended to carry out the activities and consequences outlined in the 
section. The crucial aspect is that the fraudulent act relies on automated data pro‑
cessing and can alone be executed remotely. Hence, actions such as prevalent tel‑
ephone fraud, investment fraud, and others cannot be classified as computer fraud. 
If a someone is intentionally deceiving someone by bodily actions, those actions 
would be considered fraudulent according to Section 177 of the Criminal Law. 
ADPS fraud encompasses several forms, including as phishing employing diverse 
techniques, malware, device misuse (including viruses and ransomware), and  
DDoS attacks. The offence necessitates the presence of tangible outcomes, specifi‑
cally economic damages. As previously stated, all economic advantages, regardless 
of their kind or substance, must be encompassed under unlawful economic gain.

Jurisdiction and Criminal Procedure Law

Jurisdiction

Article 22 CC provides that Parties shall establish jurisdiction over any offence 
established in accordance with the Convention: (1) if they were committed in its 
territory, (2) on board a ship or an aircraft sailing under or flying the flag of that 
country, and (4) its national committed the offence outside the territorial jurisdic‑
tion of any State. “Criminal legal jurisdiction traditionally refers to jurisdiction to 
prescribe, jurisdiction to enforce and jurisdiction to adjudicate the territory of the 
state” (Brenner & Koops, 2004). Nevertheless, most cybercrimes are inherently 
supranational in nature, meaning they transcend national boundaries and jurisdic‑
tions. The Harward Research Draft Convention on jurisdiction with respect to the 
crime of 1935 originally incorporated the ideas of territorial, personal, universal, 
consequence, and defence jurisdiction to enable countries to exercise their legal 
authority outside their borders (Capps, Evans & Konstadinidis, 2003).

The proposed Convention established five fundamental principles for the estab‑
lishment of jurisdiction:

1 The territorial principle refers to the legal concept that a country has jurisdic‑
tion over actions and events that occur inside its territory. The notion of geo‑
graphical jurisdiction is widely regarded as the fundamental basis for  criminal 
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jurisdiction, both in theory and in practice. Parties predominantly adhere to 
the subjective territorial concept, which pertains to crimes committed inside 
the borders of a sovereign state. This principle applies to all individuals and 
entities, whether they are natural or legal persons, as well as to any objects 
situated within the territory. The principle is encompassed within Section 2 of 
the Criminal Law (1998), specifically titled “Application of Criminal Law in 
the territory of Latvia”. This principle is intricately connected to the party’s 
sovereignty, as emphasized by the ER CC: “Each Party is required to punish 
the commission of crimes established in this Convention that are committed 
in its territory” (para 23). Cyber sovereignty pertains to the jurisdiction over 
the digital realm inside a nation’s geographical boundaries and the underly‑
ing infrastructure that constitutes it. Despite the current heated geopolitical 
environment, international law is primarily based on the principles of state 
sovereignty and territorial jurisdiction. The territorial principle encompasses 
the officially recognized territorial boundaries of Latvia, as well as its airspace 
and marine borders.

2 Objective (expanded) territorial jurisdiction. If subjective jurisdiction is 
determined by the connection between the individual and the territory, extended 
jurisdiction acknowledges a state’s authority to exercise criminal jurisdiction 
in the following cases: (a) for offences committed by nationals, citizens, non‑ 
citizens of the Republic of Latvia, and individuals with a permanent residence 
permit, outside the state’s territory, and (b) against foreigners for a crime com‑
mitted within the territory of another state, if significant consequences have 
taken place within the territory of Latvia.

3 Active personal (nationality) jurisdiction – nationality is a universally 
acknowledged standard. In Latvia, the term “Latvian residents” encompasses 
those who are Latvian citizens, non‑citizens, and foreigners with a permanent 
residency permit in the Republic of Latvia. The principle is applied in cases 
where the persons have committed a criminal offence provided for in the Special 
Part of the Criminal Law while being in the territory of another country or in the 
territory outside of any jurisdiction.

4 Principle of defence or consequences. The principle is outlined in the third 
paragraph of Section 4 of the Criminal Law (1998). It pertains to foreign‑
ers without permanent residence permits in Latvia who have committed 
serious or particularly severe crimes in another country, specifically those 
directed against Latvia. This principle is also referred to as the doctrine of 
consequences. Parties are entitled to apply it, unless another party, in whose 
jurisdiction the cybercrime occurred, has already commenced criminal 
procedures for the specific offence. The principle of the doctrine of conse‑
quences is limited to offences that are officially classified as either serious 
or especially serious according to the Criminal Law. According to Mathias 
for this jurisdictional basis to be applicable, the implications must be both 
main and direct (Mathias, 1996). Nevertheless, it is important to acknowl‑
edge that there is presently no universally accepted approach for determining 
the consequences.
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5 Passive personal (victims) jurisdiction – According to Section 4(3) of the 
Criminal Law (1998), foreigners who do not have permanent residence per‑
mits in Latvia and who committed serious or especially serious crimes in 
the territory of another state which have been directed against the interests 
of Latvian residents shall be criminally liable in accordance with this law. 
Therefore, applying this principle, the victim’s legal connection with the Lat‑
vian state must be determined (citizenship, non‑citizen status, or independent 
resident status). Latvian criminal law mandates the application of protective 
jurisdiction and jurisdiction of consequences, as stipulated in the Criminal 
Law, irrespective of whether the activity is criminalized by another Party. We 
shall further examine the issue of jurisdiction by exploring the regulation of 
Criminal Procedure Law (2005).

Procedural Law

Article 14 CC provides that “Each Party shall adopt such legislative and other 
measures as may be necessary to establish the powers and procedures provided for 
in this section for the purpose of specific criminal investigations or proceedings”, 
this covers procedural matters for obtaining evidence in the cases, when ADPS was 
used to commit a criminal offence. The procedures encompass “Expedited preser‑
vation of stored computer data”, “Expedited preservation and partial disclosure of 
traffic data”, “Real time collection on traffic data”, “Interception of content data”, 
and “Search and seizure of stored computer data”. The parties are not restricted by 
these measures when it comes to deciding on additional procedural steps that are 
required for the gathering and handling of electronic evidence. As part of the study, 
we will examine Sections 136, 192, 193, and 219 of the Criminal Procedure Law 
(2005), which specifically pertain to the obtaining and application of electronic 
evidence in criminal cases.

According to Section 136 of the Criminal Procedure Law (Kriminālprocesa 
likuma komentāri A daļa, 2019), the term “electronic evidence” includes: “any 
information regarding facts in the form of electronic information that has been 
processed, stored, or broadcast with automated data processing devices or sys‑
tems”. The commentary to the section analyses terms such as ADPS, a complex of 
computer systems, electronic networks, technical and information resources that 
have a user access and data storage function. Unlike ADPS within the meaning of 
the Criminal Law, the scope here is more extensive, encompassing any technical 
device that performs data processing and storing functions, even if data processing 
is not its primary function. For instance, the automobile’s central computer system, 
as well as gadgets linked to the Internet of Things, among others. Section 180 of 
the Criminal Procedure Law regulates the process of search and seizure. However, 
this section does not specifically highlight the aspects of search related to obtaining 
electronic evidence, as those have been thoroughly examined in Section 219 of the 
Criminal Procedure Law.
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This section contains the provisions of Article 16 CC, which pertains to the 
prompt preservation of stored computer data. The primary purpose of this 
 instrument is to facilitate the expeditious storing of specific categories of data, 
such as traffic data. Section 191 (Box 6.7) governs the preservation of two types of 
data: (1) data stored in the system pertaining to a particular criminal investigation, 
which must be retained for a maximum of 30 days and can only be prolonged with 
the authorization of the investigating judge and (2) storage of traffic and location 
data. In the first scenario, the responsibility for maintaining the accuracy of data 
lies with the owner or legal possessor of the system where the data is stored. If 
requested by law enforcement or a prosecutor, they must ensure the integrity of the 
data. However, in the second scenario, the obligation to ensure data integrity falls 
upon public electronic communications service providers, as mandated by the Law.

Section 1(54) of the Electronic Communications Law (2022) defines stored data 
as “the traffic data referred to in Sections 100 and 101 of this law, means – any infor‑
mation or data which is processed in order to transmit information by an electronic 
communications network or to prepare accounts and register payments, except the 
content of transmitted information”. According to Section 99 of the Electronic Com‑
munications Law, data that is stored must be kept for a period of 18 months and 
shared with pre‑trial investigation institutions, operational activity subjects, state 
security institutions, the prosecution office, and the court. This is done to ensure the 
security of the state and the society, as well as to facilitate the prevention, detection, 
and investigation of criminal offences, criminal prosecution, and the trial of criminal 
cases. The Law mandates the service provider to guarantee the preservation of data 
and forbids the divulgence of any information pertaining to the transmission of said 
data. On the other hand, Article 192 of the Criminal Procedure Law (2005) deter‑
mines the procedure by which the stored data can be disclosed and used in criminal 
proceedings. it can be done upon the request of the investigator who has sanction of a 
prosecutor or data subject, but in the court investigation – upon the request of a judge.

Box 6.7  Excerpt from Section 191 of the Criminal Procedure 
Law (2005)

Section 191. Storage of Data located in an Electronic Information System
(1) The person directing the proceedings may assign, with a decision 

thereof, the owner, possessor or keeper of an electronic information system 
(that is, a natural or legal person who processes, stores or transmits data via 
electronic information systems, including a merchant of electronic commu‑
nications) to immediately ensure the storage, in an unchanged state, of the 
totality of the specific data (the retention of which is not specified by law) 
necessary for the needs of criminal proceedings that is located in the posses‑
sion thereof, and the inaccessibility of such data to other users of the system.
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The Criminal Procedure Law encompasses not only conventional procedural 
mechanisms like search and seizure or witness questioning, confrontation, etc., but 
also encompasses activities performed as Special Investigative Actions. According 
to Section 210(1) of the Criminal Procedure Law (2005), the special investigative 
actions outlined in this Chapter will be conducted when it is necessary to gather infor‑
mation about facts relevant to the criminal proceedings without notifying the indi‑
viduals involved in the proceedings or those who may have the information. These 
activities are authorized for the investigation of crimes of varying severity, including 
less serious, serious, and especially serious offences. Evidence derived from special‑
ized investigative operations is deemed acceptable in a particular criminal case. A 
tool commonly used for covertly gathering electronic evidence is described in Sec‑
tion 219 “Control of Data Located in an Automated Data Processing System”:

(1) The search of an automated data processing system (a part thereof), the 
data accumulated therein, the data environment, and the access thereto, 
as well as the its removal without the knowledge of the owner, possessor, 
or maintainer of such system or data shall be performed, on the basis of a 
decision of an investigating judge, if there are grounds to believe that the 
information in the specific system may contain information regarding facts 
included in circumstances to be proven.

This section defines the objectives of the activities outlined in Article 19 of the CC, 
specifically related to “Search and seizure”. The Annotation to draft to Section 219 
of the Criminal Law (Anotācija Nr. 21‑TA‑1730, 2022) explains that the control 
of data stored in an automatic data processing system is essentially the same as 
 conducting a search, with the only distinction being the setting in which it occurs. 
Law enforcement with authorization have the right to carry out certain  investigative 
operations throughout the whole area of the Republic of Latvia, regardless of the 
number and location of the systems under surveillance, based on a single decision 
made by the investigating judge. Nevertheless, with the advancement of technol‑
ogy, it is a reality that most criminal offences include the processing of ADPS situ‑
ated beyond the borders of the country, either directly or indirectly. In 2020, the 
State Police requested the Ministry of Justice to prepare amendments to the part 
one of the section to remove from the text the clause stating that “control is only 
possible in the territory of the Republic of Latvia”. This proposal aimed to elimi‑
nate the provision of subjective territorial jurisdiction from the Criminal Procedure 
Law (2005). “Consequently, the police would gain the legal authority to access, 
control, and copy information from and on ADPS located globally” (Ķinis &  
Sinkevičs, 2021). Nevertheless, such approach would contradict with Article 19 
CC, which stipulates that searches are permissible only within systems located 
within the national area.

The Tallinn Manual (Smitt, 2017) acknowledges that parties possess the right 
to conduct operations in cyberspace beyond their borders, provided they adhere to 
international law. Within the realm of cyber operations, any action carried out by 
one state against individuals or entities situated within the borders of another state 
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without their consent shall be considered a breach of territorial sovereignty. Moreo‑
ver, Article 31 of the Convention explicitly states that if parties need to obtain 
computer data stored in another country, they must follow the procedures for inter‑
national cooperation in criminal cases. This includes providing a justification for 
the need and specifying which instruments of international cooperation they are 
requesting to use.

For purpose to access this proposal, the Ministry of Justice carried out a s urvey of 
EU Member States (Legicoop, 2020) on whether such amendments could be made 
to the law. Responses were obtained from 15 EU Member States. The majority 
argued that procedural regulations did not encompass the right to conduct searches 
of ADPS located within the jurisdiction of a foreign country. Nevertheless, Spain, 
Romania, Portugal, the Netherlands, and Estonia expressed that the data may be 
retrieved if the ADPS were situated beyond any specific jurisdiction. The experts 
of the drafting group therefore agreed on the need to draft a new paragraph 2.1 and 
implementing the measures outlined in the initial portion of Section 219 of the 
Criminal Procedure Law (2005) to systems that exist beyond the jurisdiction of any 
other nation. This refers specifically to systems that employ encrypted resources, 
making it impossible to ascertain their national origin and location through conven‑
tional means. So, legislator amended this law with the following wording:

where data are stored in an information system located outside the  jurisdiction 
of any state which may be accessed with authorisation using the system 
referred to in the decision of the investigating judge, no new decision shall be 
required. If the jurisdiction of the information system is ascertained  during 
criminal proceedings, the process officer shall contact the state in whose juris‑
diction the information system is located in accordance with the  procedures 
laid down in Chapters 83 and 83.1 of the Criminal Procedure Law.

In the ex‑ante assessment of the law (Anotācija Nr. 21‑TA‑1730, 2022), the 
 Ministry of Justice indicated that this instrument would be applicable in cases 
where encrypted ADPS resources operating, for example, in the dark net, and the 
location of which cannot be determined by using the internet domain name system 
or ordinary internet browsers. Moreover, the regulation establishes an obligation,

if the territorial affiliation of ADPS to another state is determined during the 
investigation, then the process officer must contact the officials of the rel‑
evant state and act with accordance to the procedures laid down in Chapters 
83 and 83.1 of the Criminal Procedure Law.

The third paragraph of that section mandates the owner of the ADPS under inves‑
tigation to uphold the integrity of the system’s resources and to provide a caution 
against the concealment of the inquiry’s confidential information. Consequently, 
the lawmaker has achieved a certain equilibrium between the provisions of the 
Cybercrime Convention and the interests of the State to enhance the effectiveness 
of combating cybercrime.
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Problems with the Application of Criminal Legal Regulation

The Eurobarometer survey conducted in 2020 (Eurobarometer, 2020) revealed 
that 26% of Latvian internet users experienced fraudulent e‑mails and phone 
messages requesting sensitive banking and personal information. Additionally, 
25% of computers were infected with harmful devices, 11% fell victim to online 
fraud, 13% had their social media accounts hacked, and data stolen or deleted, 
8% encountered cyberattacks that denied access to banking or public administra‑
tion services, 4% made payments in connection with a ransomware attack, and 
6% reported incidents of identity theft. It is important to note that the Criminal 
Law does not specifically address digital identity theft, as such offences are clas‑
sified as computer fraud.

According to pool conducted by Norstat 2021 on behalf of Cyber Incident 
Response Institution (CERT.LV), 28% of respondents in Latvia acknowledged 
experiencing cyberattacks on at least one occasion. Considering the quantity of 
internet users in Latvia, surpassing 1.5 million IP addresses, it can be inferred that, 
on average, 420,000 IP addresses were vulnerable to potential dangers in 2021. 
The report published by CERT.LV in 2023 (CERT.LV, 2023) reveals that a stag‑
gering number of over 350,000 incidents were recorded during the fourth quarter 
of that year. Among these, 2,321 incidents were classified as significant threats 
with a moderate impact on the commercial or state and local government sectors, 
while 96 incidents were deemed significant threats, and two cases were classified 
as high‑level threats. The other instances are deemed insignificant.

Based on these numbers, it may be presumed that almost 2,000 criminal pro‑
cesses should have been launched. According to statistics provided by Information 
Centre of the Ministry of the Interior (2024) during the 2021–2023 period, cases of 
computer fraud (Article 177‑1 of the Criminal Law) and offences related to hinder‑
ing of systems and data (Article 243 of the Criminal Law) have been registered. On 
the other hand, no cases have been initiated for arbitrary access (Article 241), and 
only a few cases have been registered for illegal interception (Article 144, Part 2), 
and use of illegal devices (Article 244) (see Table 6.1).

However, it must be noted that the number of victims who file a complaint with 
the police does not result in a fair and lawful resolution, as court data reveal (Court 
administration, 2023), from 2020 to the fourth quarter of 2023, a total of five crim‑
inal cases, including those in the appeals courts, were successfully adjudicated. 
These include one case of arbitrary access (as defined in Article 241 of the Criminal 
Law), one case of data damage (as defined in Article 243), one case of illegal use of 
equipment (as defined in Article 244), and one case related to Article 5. There are, 
of course, both objective reasons, such as the inability to discover the location of 
the guilty person, to obtain evidence, but there are still many subjective factors that 
prevent a fair and legal solution in criminal proceedings. As court statistics show, a 
stable jurisprudence on cybercrimes has not yet been established in Latvian courts. 
Several reasons can be cited as the cause, both the above‑mentioned discussion on 
the jurisdiction of the investigation of the crime, as well as the very conservative 
approach to the interpretation of the norms of the Criminal Law in connection with 
the clarification of the content of substantial damage as a prerequisite for liability.
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In respect of Section 177.1 of the Criminal Law (1998) “Computer Fraud”, an 
average of 40 applications per year were registered from 2010 to 2014, but most 
offences were related to fraud used in slot machines by throwing into them either 
tokens or Hungarian forints instead of 1 lats coin, as their weight was the same as 
the weight of 1 lats coin and thus the person had the opportunity to receive services. 
Such juridical practice started from 2009 and lasted until 2014. Cybercrime experts 
strongly criticized this practice in scientific publications and conferences, as well 
as when providing trainings for judges on the nature of CC. As a result, it bore fruit 
as the Senate of the Supreme Court reversed the ruling and changed the case law. 
Namely, the Senate in the case SKK‑349/2014, concluded that the act of a person 
throwing tokens or a coin that does not correspond to the value of the currency into 
a gaming machine does not create the objective side of computer fraud, since this 
act can only be performed by processing automated data, therefore the person’s 
actions were reclassified as theft (Senāts, 2014). This demonstrates how subjec‑
tive barriers to a just and lawful outcome in criminal processes can be eliminated 
when legal scientists collaborate with judges, prosecutors, and police officers at all 
levels.

However, Latvia hasn’t had much success in prosecuting people for offences 
against ISS. There are a few obstacles, including the difficulties in locating the 
offender and the restrictions placed on foreign legal assistance mechanisms in 
criminal law, which make it impossible to obtain data from systems situated abroad. 
However, this is a unique feature of Latvia’s criminal justice system, and we shall 
explore this further. It has already been stated above that one of the reasons why 
we are not successful in investigating cybercrimes is the problem of application 
and estimation of mandatory feature – substantial harm in cybercrimes. The matter 
was extensively discussed upon during the International Conference organized by 
the Faculty of Law at Riga Stradiņš University, focusing on “Substantial Harm in 
Latvian Criminal Law and its Implications on the Right to a Fair Trial” (2022). The 
conference was attended by various entities, including the Ombudsman’s Office, 
the Data State Inspectorate, the Environmental State Inspectorate, responsible offi‑
cials, judges, prosecutors, lawyers, police officers, and specialists who regularly 
encounter the issue of determining significant harm, particularly in the realm of 
cybercrime. The State Police or the Prosecution Office cease proceedings due to 
the inability to establish the causal effects of the objective aspect of the criminal 
offence – significant harm. The legal definition of substantial harm is outlined in 
Section 23 of the Law on the Procedures for the Coming into Force and Application 
of the Criminal Law (1998).

Table 6.1 Registered criminal cases from 2021 to 2023 (Ministry of the Interior, 2024)

Criminal Law Sections2021 2022 2023

177‑1 47  0 73
241  3  0  0
243  6 34  3
244  0  0  4
144  0  1  1
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The participants of the conference acknowledged that there are problems in the 
application of points 1 and 3 of the first paragraph of that section (Box 6.8). This 
is because, in order to meet the requirement of substantial harm, it is necessary to 
provide evidence that the interests of the individual in question have been violated. 
During a conference, Dr. D. Hamkova, who was leading expert on the Supreme 
Court’s “Report on Generalization of juridical practice in criminal cases related 
with estimation of substantial harm” (Hamkova, Latvijas Republikas Augstākās 
tiesas Senāts, 2017), mentioned that despite the passage of over five years since 
the compilation and conclusions of the Senate, the interpretation of the term “other 
interests” still varies in practical application. The author identifies the problem 
as originating from the Senate’s conclusion in paragraph 11, which states that 
“to define substantial harm, it is crucial to specify the specific legally protected 
interests that have been endangered and how the threat to other legally protected 
interests has been specifically demonstrated”. Furthermore, paragraph 11.1 of the 
Senate’s conclusion states that

if a provision in the Special Part of the Criminal Law suggests that significant 
harm may be inflicted upon the interests of a legally protected individual, it is 
necessary to specify the particular person whose interests have been severely 
harmed, identify the legal enactment that safeguards that interest, and 
describe the precise manner in which the harm to that interest has occurred.

When evaluating these findings in relation to Sections 241–243 of the Criminal 
Law, it is important to acknowledge that practical enforcement is not always fea‑
sible, as the lawful interest of an individual is not consistently explicitly defined. 
In contrast, the civil law domain in which most ADPS function permits any action 

Box 6.8  Excerpt from Section 23(1) of the Law on the 
Procedures for Coming into Force and Application 
of the Criminal Law (1998)

Section 23(1) Liability for a criminal offence provided for in the Criminal 
Law causing substantial harm shall apply if due to the criminal offence any 
of the following consequences have set in:

1 property loss has been suffered which at the time of committing the crimi‑
nal offence has not been less than the total of five minimum monthly 
wages specified in the Republic of Latvia at that time, and other interests 
protected by law have been threatened.

2 property loss has been suffered which at the time of committing the crimi‑
nal offence has not been less than the total of ten minimum monthly wages 
specified in the Republic of Latvia at that time.

3 other interests protected by law have been significantly threatened.
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that is not explicitly forbidden by law. Each of these actions is associated with the 
lawful interest of an individual, which may not always be justified by a particular 
statute. Cyber threats can result in both financial and non‑financial effects, includ‑
ing reputational risks and potential commercial concerns that might impact an 
entrepreneur’s profitability. Nevertheless, the Latvian courts do not acknowledge 
unearned profit as a form of financial loss.

The author suggests that the criteria for evaluating significant damage should 
be clarified, considering the practices of other States like Germany, Estonia, and 
Lithuania. This entails specifying in the relevant sections of the Criminal Law that 
the threshold for substantial harm is met when the damage exceeds EUR 4,000. 
Alternatively, there could be a shift toward using an algorithmic method to assess 
significant damage, which is already partly covered in the Cabinet Regulation 
No.15 (2019). In order to determine substantial harm in criminal proceedings, a 
proposed algorithm based on four criteria has been suggested (Ķinis & Sinkevičs, 
2022). These criteria include: (1) the time criterion, which considers the duration of 
service within a specific time frame; (2) criteria for assessing financial loss, which 
considers verifiable losses supported by accounting records, such as downtime and 
lost profits; and (3) evaluation of non‑financial losses, based on the social role ful‑
filled by the relevant ADPS. In addition, when evaluating the factor of social signif‑
icance, it is crucial to consider the subjective viewpoint of the victim, as they alone 
possess the genuine worth of their data. Lastly, the criterion of the intent behind 
the offence should be considered, specifically whether the offence was aimed at 
causing harm to other lawful interests, such as the commission of another offence. 
Therefore, it is worth to evaluate if the motive behind the offence is connected to 
safeguarding other essential rights established in the Constitution, which are unre‑
lated to the specific nature of the criminal act.

Conclusion

To summarize this chapter, it should be noted that the Latvian doctrine and practice 
of criminal law are constantly developing, and the problems described above are 
closely examined by criminal law experts, law policymakers, and legislators. There is  
continuous training of staff at all levels. However, the effectiveness of the police 
will mostly rely on their level of technical proficiency and legal knowledge. While 
investigating cybercrime, it is important to note that simply being able to identify 
the prohibited activity and the alleged perpetrator does not automatically guarantee 
holding that person criminally liable. Section 92 of the Constitution states that 
“everyone is considered innocent until his guilt is recognized in accordance with 
the law”. An integral part of this right is the basis of criminal prosecution, which 
ensures a person’s fundamental right to a fair trial. Because the fundamental prin‑
ciple of Latvian criminal law underlines that person can only be held criminally 
liable if all the necessary elements of the criminal offence have been established. 
However, the above‑mentioned also proves that the legislator, by defining substan‑
tial damage as the minimum threshold for criminal liability, did not find a correct 
balance between the rights of the victim and the suspect to fair trial in criminal law. 
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Consequently, how well Latvia can defend its citizens’ legal interests in cyberspace 
will depend on how high this criminal responsibility threshold is set in the future.
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Introduction

Cybersecurity governance in the European Union (EU) reflects the complex 
interplay between national sovereignty and supranational integration. While all  
EU Member States are obligated to align their national policies with EU cyberse‑
curity legislation, the degree and manner of implementation vary based on national 
priorities and security contexts. Latvia’s approach to cybersecurity governance is 
shaped not only by its legal obligations under the EU framework but also by its 
geopolitical position and evolving threat landscape.

As a relatively small yet distinctly pro‑European nation, Latvia has been a vocal 
advocate for deeper integration in security and defence policy. Public sentiment 
strongly supports this direction, with 83% of Latvians endorsing a common defence 
and security policy among EU Member States (Eurostat, 2024). However, Latvia’s 
security environment is uniquely complex. Even before Russia’s full‑scale war of 
aggression against Ukraine, Latvia faced significant hybrid threats, particularly in 
the cyber domain, where the risk of foreign interference has remained persistently 
high. This volatile landscape has reinforced the Baltic country’s commitment to 
strengthening its cybersecurity posture through collaboration with allies and inter‑
national partners.

The EU plays a pivotal role in facilitating Latvia’s cybersecurity efforts, par‑
ticularly through legislative harmonisation, cross‑border information sharing, and 
collective capacity‑building initiatives. Latvia prioritises swift and efficient infor‑
mation exchange, joint training exercises, and operational coordination as core ele‑
ments of its cybersecurity strategy. These priorities align closely with EU‑wide 
initiatives, where regulatory and policy frameworks serve as the foundation for a 
more resilient European digital space.

This chapter examines Latvia’s engagement within the EU cybersecurity eco‑
system by integrating international relations (IR) perspectives with empirical 
analysis of legislative and policy developments. The discussion situates Latvia’s 
cybersecurity approach within the broader tension between national sovereignty 
and European integration, exploring how regulatory compliance, strategic coop‑
eration, and digital sovereignty coexist within the EU framework. The analysis 
proceeds with an overview of key stakeholders and institutional mechanisms 
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within the EU cybersecurity landscape. It then evaluates Latvia’s contributions and 
 alignments across the core cyber policy dimensions. Through this lens, this chapter 
highlights Latvia’s role in the European cybersecurity ecosystem.

National and Collective Security in the Digital Age

IR studies have traditionally emphasised state sovereignty, framing states as the 
primary actors responsible for maintaining national security within their borders 
and in their international engagements. Sovereignty entails a state’s authority to 
govern itself independently – managing its territory, population, and resources, as 
well as enforcing laws, regulations, and foreign policy without external interference 
(Kennedy, 1989; Mearsheimer, 2001; Waltz, 1979). However, the emergence of the 
digital domain challenges these traditional notions of sovereignty due to its inher‑
ently borderless nature and complex regulatory landscape (Deibert & Rohozinski, 
2010; Kello, 2013). In cybersecurity, while governments remain central to policy 
formulation and regulation, the decentralised nature of cyberspace prevents any 
single actor from exerting complete control over the digital ecosystem (Clarke &  
Knake, 2011).

Although Article 4(2) of the Maastricht Treaty states that “national security 
remains the sole responsibility of each Member State” (Consolidated Version of the 
Treaty on European Union, 2012), the cyber domain has increasingly become regu‑
lated at the EU level due to the “spillover” effect from common market regulations. 
Initially, the EU’s focus was on regulating specific services to facilitate their inclu‑
sion in the common market. However, as cyberattacks demonstrated vulnerabilities 
in the shared market infrastructure, the EU shifted towards a more integrated regula‑
tory approach. This transition, driven by deeper European integration and the pursuit 
of a closer Union, has positioned cybersecurity as a key area of EU governance.

From a collective security perspective, IR literature suggests that states can 
enhance their security by cooperating with others to address common threats 
(Deutsch, 2006; Walt, 1991). The EU has embraced this principle, implementing 
collective security measures that require Member States to align with EU regula‑
tions and collaborate on cybersecurity initiatives to mitigate shared risks (Haas, 
2004; Keohane, 1984). The EU’s cybersecurity approach acknowledges that no 
Member State can fully address cyber threats alone, thus advocating for collective 
action (Carrapico & Barrinha, 2017).

Furthermore, digital sovereignty – the control over digital resources and data 
privacy – has become increasingly significant for national security and economic 
interests (Budnitsky & Jia, 2018; Couture & Toupin, 2019; European External 
Action Service, 2022; Klossa, 2019; Timmers, 2018). This reflects a broader trend 
in collective security, where national efforts to regulate the digital environment 
underscore the necessity of European‑level cooperation to protect EU values, criti‑
cal infrastructure, and the digital market (Council of the European Union, 2020; 
Floridi, 2020; Pohle & Thiel, 2020; von der Leyen, 2020).

To ensure a secure and resilient digital environment, the EU has implemented 
various regulations aimed at enhancing the resilience and incident response 
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capabilities of essential services and digital service providers (ENISA, 2017; 
Juncker, 2018; Li et al., 2019; Madiega, 2020). These regulations form part of a 
broader collective security strategy, framing cybersecurity as essential for Euro‑
pean sovereignty and the integrity of the EU integration project (Baldini et al., 
2020; Bellanova et al., 2022; von der Leyen, 2019). This collective approach aligns 
with the EU’s integration process, characterised by the pooling or sharing of sov‑
ereignty to address challenges more effectively through common institutions and 
regulations (Howorth, 2014; MacCormick, 1999; Moravcsik, 1998; Sandholtz & 
Stone Sweet, 1998; Wallace, 1999).

The balance between national sovereignty and collective security within the 
EU’s cybersecurity framework remains a critical issue. While integration strength‑
ens the EU’s global role, it also raises concerns about the erosion of national control 
over defence matters. Differences in strategic culture, cybersecurity capabilities, 
and resources among Member States further complicate efforts to harmonise secu‑
rity and defence initiatives across the EU (Biscop, 2016; Christou, 2016; European 
Defence Agency, 2021; Menon, 2011). Latvia’s alignment with the EU’s cyber‑
security framework illustrates this dynamic balance, demonstrating how national 
and supranational interests interact within the evolving European cybersecurity 
ecosystem.

The EU Cybersecurity Ecosystem

The EU cybersecurity ecosystem is complex, involving numerous stakeholders and 
cooperation formats. It is a robust framework essential for enhancing the resilience 
of the EU and its Member States against an increasingly sophisticated array of 
cyber threats. This ecosystem is defined by a collaborative approach, with various 
EU institutions, agencies, and networks working together to strengthen the cyber‑
security capabilities of both individual Member States and the EU as a whole.

While the roles of core EU institutions – namely the European Parliament, the 
Council of the EU, and the European Commission – are well established, par‑
ticularly in the context of the legislative process through mechanisms such as the 
ordinary legislative procedure, trialogues, and comitology, the cybersecurity eco‑
system extends well beyond legislation. It encompasses such dimensions as policy 
and legislation, capacity‑building, cyber incident response, cyber diplomacy, cyber 
defence, and law enforcement (see Figure 7.1). Moreover, EU cybersecurity policy 
intersects with sectoral legislation in areas such as banking, electronic communica‑
tions, and critical infrastructure protection, which, while relevant, fall outside the 
scope of this study, which focuses on core cybersecurity policy domains.

The European Union Agency for Cybersecurity (ENISA) plays a central role 
in developing and implementing EU cybersecurity policies (Bederna & Rajnai, 
2022). It provides expert advice to the European Commission and Member States, 
supporting the formulation and enforcement of key legislative frameworks such as 
the Network and Information Security (NIS) Directive (2016/1148) and the Cyber‑
security Act, which are fundamental to the EU’s cybersecurity strategy (Christou, 
2016). Beyond policy development, ENISA engages in capacity‑building activities, 
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offering training programs, workshops, and exercises to enhance Member States’ 
incident response mechanisms and crisis management capabilities (ENISA, 2024).

Additionally, ENISA manages the EU‑wide cybersecurity certification frame‑
work, ensuring high security standards for ICT products and services (European 
Parliament & Council of the EU, 2019). It also monitors emerging cyber threats and 
facilitates information sharing through collaborative formats such as the European 
Cybersecurity Certification Group (ECCG) and the Computer Security Incident 
Response Teams (CSIRTs) Network (ENISA, 2023). ENISA further coordinates 
the National Liaison Officers (NLO) Network, which ensures the synchronisa‑
tion of cybersecurity policies across Member States. The NIS Cooperation Group, 
established under the NIS Directive and supported by ENISA and the European 
Commission, fosters coordination among Member States on legislative implemen‑
tation issues.

The European Commission, particularly its Directorate‑General for Commu‑
nications Networks, Content and Technology (DG CNECT), complements ENI‑
SA’s efforts by proposing and enforcing cybersecurity legislation, ensuring its 
consistent implementation across Member States (Carrapico & Barrinha, 2017; 

Figure 7.1  A conceptual model of a fragment of the EU cybersecurity ecosystem. Darker 
nodes represent structures, lighter nodes represent networks, and medium nodes 
represent projects.
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European Commission, 2020). The Commission also funds cybersecurity research 
and innovation through initiatives such as Horizon Europe and the Digital Europe 
Programme, which are crucial for developing new cybersecurity technologies and 
solutions. Additionally, the Commission facilitates collaboration between Member 
States and EU institutions through expert working groups that address cybersecu‑
rity challenges.

The recently established European Cybersecurity Industrial, Technology and 
Research Competence Centre (ECCC) and its associated National Coordina‑
tion Centres (NCCs) play a critical role in strengthening the EU’s cybersecurity 
capabilities. The ECCC is responsible for implementing the EU’s cybersecurity 
research agenda and managing investments in cybersecurity innovations, ensuring 
that the EU remains at the forefront of technological advancements. Following 
its transition to financial autonomy, the ECCC has assumed the management of 
funding programs previously overseen by the European Commission. The ECCC 
also collaborates with NCCs in each Member State to facilitate resource allocation 
and knowledge dissemination, ensuring broad participation in EU‑wide cyberse‑
curity initiatives. The NCC network serves as a bridge between the ECCC and 
national cybersecurity efforts, aligning local and regional strategies with broader 
EU goals, fostering cross‑border cooperation, and ensuring a cohesive cybersecu‑
rity approach across the Union.

The Computer Security Incident Response Teams (CSIRTs) Network, established 
under the NIS Directive and supported by ENISA, enhances cooperation and informa‑
tion sharing among national CSIRTs. It facilitates the exchange of threat intelligence, 
such as indicators of compromise, and improves Member States’ ability to respond to 
cross‑border cyber incidents. A more recent initiative designed to coordinate responses 
to large‑scale incidents and crises at the executive level is the European Cyber Crisis 
Liaison Organisation Network (EU‑CyCLONe). This format enhances crisis manage‑
ment by ensuring rapid coordination and mutual assistance among Member States.

CERT‑EU, the CSIRT for EU institutions, bodies, and agencies, is responsible 
for cyber incident response within the EU structures. It works closely with ENISA 
and national CSIRTs to strengthen cybersecurity across the EU’s institutional 
framework. In 2024, an Interinstitutional Cybersecurity Board was established to 
oversee CERT‑EU’s operations and ensure the cybersecurity of EU institutions. 
Currently chaired by the European Parliament, this board provides a framework for 
structured coordination and oversight.

Cyber diplomacy and cyber defence fall within the EU’s Common Foreign and 
Security Policy (CFSP) and Common Security and Defence Policy (CSDP). The 
European External Action Service (EEAS) plays a pivotal role in cyber diplo‑
macy, coordinating Member States’ efforts and implementing initiatives such as 
the Strategic Compass for Security and Defence, which includes measures for 
confidence‑building and collective cybersecurity resilience. The Horizontal Work‑
ing Party on Cyber Issues (HWPCI) within the Council of the EU is an important 
forum for both legislative discussions and broader cyber diplomacy coordination.

The European Defence Agency (EDA) supports cyber defence capacity‑ 
building within the EU, notably by facilitating defence‑oriented projects such as 
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the MICNET Category A project, which establishes a cooperation network for 
 Member States’ military CSIRTs. Additionally, the EDA supports the implementa‑
tion of PESCO projects, including the Cyber Rapid Reaction Teams and Mutual 
Assistance in Cyberspace (CRRTs) initiative. This project enables Member States 
to provide mutual support in the event of a large‑scale cybersecurity incident or cri‑
sis, as well as contribute cybersecurity capabilities to EU missions and operations.

The European Cybercrime Centre (EC3) at Europol plays a key role in com‑
bating cybercrime across the EU by assisting national law enforcement agencies 
in investigating and dismantling cybercriminal networks. EC3 also facilitates 
intelligence sharing among Member States and international partners, enhancing 
collective responses to transnational cyber threats. Additionally, EC3 provides spe‑
cialised training to law enforcement officers across the EU, equipping them with 
the skills necessary to effectively combat cybercrime. The EU Agency for Law 
Enforcement Training (CEPOL) supports these efforts by offering advanced train‑
ing in cybersecurity and cybercrime investigations, ensuring a high level of exper‑
tise within national law enforcement agencies.

Stakeholders in the EU cybersecurity ecosystem actively engage with the pri‑
vate sector through collaborative platforms such as the European Cybersecurity 
Organisation (ECSO). ECSO is a leading non‑governmental organisation (NGO) 
that brings together industry, academia, and public sector representatives to foster 
cybersecurity innovation and technological advancement. ECSO also plays a key 
role in establishing the European cybersecurity competence community in partner‑
ship with the ECCC. At the national level, cybersecurity authorities within each 
Member State implement EU cybersecurity legislation, oversee incident manage‑
ment, and collaborate to ensure effective responses to cyber threats. The authorities 
also conduct public awareness campaigns to educate citizens and businesses about 
cybersecurity risks, thereby enhancing overall resilience.

The EU cybersecurity ecosystem is a complex and dynamic network of institu‑
tions, agencies, and collaborative platforms, each playing a crucial role in safeguard‑
ing Member States against cyber threats. Through legislation,  capacity‑building, 
operational support, and public‑private partnerships (PPPs), these stakeholders 
collectively create a cybersecurity resilience framework essential for protecting 
the EU’s digital infrastructure.

Methods and Approach

The study employs a descriptive, qualitative case study research design to examine 
Latvia’s role within the EU cybersecurity ecosystem. The research is structured 
around a practitioner‑centric approach, leveraging the co‑author’s professional 
expertise in cybersecurity policymaking within the Latvian Ministry of Defence. 
This methodological choice allows for an in‑depth, contextually rich analysis of 
Latvia’s involvement in EU cybersecurity frameworks, legislative implementation 
processes, and strategic alignment with EU cybersecurity policies.

Descriptive research aims to systematically document and interpret existing 
phenomena without introducing external manipulation (Bickman & Rog, 2009). 
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In public policy studies, descriptive methodologies are particularly valuable for 
 mapping governance structures, policy implementation dynamics, and institutional 
participation. Given that cybersecurity governance is an evolving and institution‑
ally complex field, descriptive case studies provide clarity regarding the mech‑
anisms through which EU policies shape national cybersecurity frameworks. 
Qualitative descriptive research involving decision‑makers, public servants, and 
local researchers enables international comparative studies to leverage partici‑
pants’ context‑specific knowledge, providing a nuanced understanding of diverse 
public policy environments (Seixas et al., 2018).

This research focuses on Latvia’s engagement within EU cybersecurity gov‑
ernance, analysing its participation in key institutional formats, legislative adap‑
tation, and strategic cybersecurity initiatives. The study draws upon first‑hand 
institutional knowledge, policy documents, and official EU legislative texts. This 
approach aligns with expert knowledge methodologies, wherein policymakers and 
practitioners provide unique insights that may not be readily available in published 
literature. The study is primarily based on public and non‑public, policy‑relevant 
knowledge acquired through the author’s role within the Ministry of Defence. This 
is complemented by:

• Legislative and policy documents: Analysis of key EU cybersecurity legisla‑
tion (e.g., NIS2 Directive, Cybersecurity Act) and Latvia’s national legislation 
(e.g., National Cybersecurity Law, secondary legislation).

• Institutional reports and official communications: Review of Latvian gov‑
ernmental cybersecurity frameworks (e.g., National Cybersecurity Strategy) 
and participation records in EU cybersecurity structures such as ENISA, the 
NIS Cooperation Group, and the European Cybersecurity Competence Centre 
(ECCC).

• Comparative internal assessments: Evaluation of Latvia’s progress in imple‑
menting EU cybersecurity legislation relative to other Member States, based on 
informal expert discussions and working group exchanges.

Additionally, institutional theories of European integration (Haas, 2004; Moravcsik, 
1998) provide a useful lens to interpret Latvia’s role in EU cybersecurity policy‑
making, highlighting how regulatory compliance, policy convergence, and security 
cooperation evolve within a multilevel governance system. The study is limited by 
the reliance on non‑public sources and insider knowledge, which may restrict repli‑
cability. The authors acknowledge the potential for bias and have taken measures to 
maintain objectivity by cross‑referencing findings with publicly available sources. 
The practitioner‑oriented approach employed in the study ensures a high degree of 
empirical validity, offering a first‑hand perspective on cybersecurity governance.

Latvia in the EU Cybersecurity Ecosystem

While six thematic dimensions of the EU cybersecurity ecosystem were estab‑
lished in the previous sections, the complexity of the ecosystem necessitates a more 
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focused approach. Therefore, the present analysis concentrates on Latvia’s engage‑
ment in three key dimensions: (1) policy and legislation, (2) capacity‑building, and 
(3) cyber defence. Additionally, this focus is informed by the structure of the book, 
as the related domains of cyber incident response, law enforcement, and cyber 
diplomacy are addressed in Chapters 4, 6, and 8, respectively.

Policy and Legislation

One of the key components of Latvia’s National Cybersecurity Strategy (Cabi‑
net of Ministers, 2023) is the transposition of EU cybersecurity legislation into 
national law, with over three‑quarters of the national cyber legislation domain 
being directly impacted by EU policies. The NIS Directive (2016/1148) has signifi‑
cantly impacted Latvia’s institutional framework, which has existed in its current 
form since 2013 but was reviewed to adapt to the new realities introduced by the 
Directive. It established baseline cybersecurity requirements and reporting obliga‑
tions for essential service providers and operators of digital services. The Directive 
also redefined the roles and responsibilities of CERT.LV and reinforced the role of 
the Ministry of Defence as the national competent authority overseeing cybersecu‑
rity policy and serving as the single point of contact for cybersecurity (Information 
Technology Security Law, 2010).

The impact of the NIS Directive became even more profound with its revi‑
sion, initiated by the European Commission in 2021. Recognising that the revised 
legislation would significantly affect the existing institutional framework and 
require additional resources, Latvia began reorganising its internal processes in 
late 2021 and early 2022. In June 2022, the Latvian government adopted a policy 
paper prepared by the Ministry of Defence (2022), which proposed introducing 
a semi‑centralised cybersecurity governance model, discussed in more detail in 
Chapter 3 of this book. This model included establishing the National Cybersecu‑
rity Centre (NCSC‑LV), powered by the Cybersecurity Policy Department of the 
Ministry of Defence in cooperation with CERT.LV. The NCSC‑LV was designated 
as the single point of contact and the competent national authority for essential and 
important entities, aligning with the requirements of the revised legislation, the 
NIS2 Directive (2022/2555), thereby consolidating and strengthening the efforts of 
CERT.LV and the Ministry of Defence. Additionally, the review of the NIS Direc‑
tive prompted Latvia to take a more active role in expert discussions, particularly 
within the HWPCI, as well as in other multilateral formats.

The NIS2 Directive came into force on 16 January 2023. Latvia emerged as 
one of the pioneers in transposing this legislation, submitting the draft National 
Cybersecurity Law for public consultation as early as October 2022. Despite fac‑
ing a complex inter‑institutional negotiation process, the Latvian Parliament suc‑
cessfully adopted the National Cybersecurity Law on 20 June 2024. The law came 
into force on 1 September 2024, more than a month ahead of the NIS2 Directive’s 
transposition deadline, placing Latvia among the forerunners. However, the adop‑
tion of related secondary legislation has been lagging due to the large volume of 
objections and feedback on the draft baseline cybersecurity requirements received 
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from different public institutions and NGOs. Nonetheless, Latvia’s progress in 
implementing the NIS2 Directive remains significant.

Latvia’s proactive approach to cybersecurity is further demonstrated by the 
inclusion of provisions in the National Cybersecurity Law (2024) that extend 
beyond the scope of the NIS2 Directive. For instance, the law mandates reporting 
of even non‑significant cyber incidents, reflecting a rigorous approach to incident 
monitoring. Additionally, Latvia interprets the NIS2 provisions concerning cov‑
ered entities as broadly as possible, to the extent of practicality. This interpretation 
includes all public administration entities at the central government level, such as 
the Parliament, the central bank, courts, universities, and other independent bodies, 
as well as all municipal councils and local government entities. Furthermore, the 
law extends its reach to private sector entities not covered by the NIS2 Directive, 
including operators of education information systems and providers of security 
services.

Despite Latvia’s proactive approach vis‑à‑vis NIS2, the country falls behind 
in applying the Cybersecurity Act (2019/881), which came into force in 2019 and 
while it is true that the Cybersecurity Act makes cybersecurity certification vol‑
untary for the Member States, the certification is becoming mandatory with the 
Cyber Resilience Act (2024/2847) adopted in 2024. Latvia has yet to establish a 
national framework for the certification of ICT products, services, and processes 
in accordance with EU cybersecurity certification schemes. Although experts from 
the Ministry of Defence and CERT.LV are working on developing the national 
cybersecurity certification framework, with support from the ECCG, no certifica‑
tion schemes have been implemented as of the time of writing.

While many steps remain in establishing a national cybersecurity certification 
model, exploring opportunities for PPPs remains crucial, particularly concerning 
the potential establishment of conformity assessment bodies (CABs). Latvia already 
has experience with PPPs in regulated ICT areas connected to cybersecurity, such 
as the qualified electronic identification and trust services, regulated by the Digital 
Security Supervisory Committee under the eIDAS regulation (910/2014). While 
the Committee formally supervises the providers of these services, it outsources 
compliance audits to private experts who are certified and listed by the Committee. 
Given this existing framework, it is feasible that CABs under the Cyber Resilience 
Act could operate similarly, utilising PPPs and outsourcing conformity assess‑
ments to certified private experts.

In addition to the legislation and policy implementation‑related issues, Latvia 
has been an active participant in multiple EU cybersecurity policy coordination 
and cooperation formats, including the NIS Cooperation Group, the ENISA Man‑
agement Board, and the NLO Network, where the Ministry of Defence represents 
the country. Through these platforms, Latvia has contributed to shaping EU‑wide 
cybersecurity policies, exchanging best practices with other Member States, and 
ensuring the effective implementation of European cybersecurity initiatives at 
the national level. These efforts reinforce Latvia’s commitment to strengthening 
its cybersecurity posture and ensuring resilience against an ever‑evolving threat 
landscape.
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Capacity‑Building

CERT.LV has been the central institution for cybersecurity capacity‑building 
in Latvia. Initially focused on enhancing its own personnel’s expertise through 
external training, it has since expanded its efforts to provide a broad range of 
 capacity‑building initiatives for experts across various sectors. CERT.LV operates 
as a non‑punitive institution, ensuring that any information it receives regarding 
vulnerabilities, compliance issues, or security flaws is never used for fines or sanc‑
tions. Instead, it provides free guidance to help entities improve their cybersecurity, 
fostering a collaborative and trust‑based environment. As a research laboratory 
under the Institute of Mathematics and Computer Science at the University of Lat‑
via, CERT.LV’s neutrality has been crucial in cultivating open communication and 
information sharing. This approach has encouraged cybersecurity professionals to 
reciprocate, creating a culture of mutual exchange both with CERT.LV and among 
themselves.

Over time, this collaborative model has led to the development of a strong 
cybersecurity community spanning various sectors. To facilitate communication, 
CERT.LV established a secure online platform using Mattermost, an open‑source 
solution. Currently, with over 800 members, this platform serves as a forum for 
discussing industry topics, coordinating activities, sharing news and cyber threat 
intelligence in real time, and receiving expert advice. CERT.LV ensures that only 
trusted individuals gain access, mitigating insider threats. Another key initiative 
is the Security Experts Group (DEG), which unites cybersecurity professionals to 
enhance cooperation and knowledge‑sharing. Initially informal in 2007 and for‑
malised in 2012, DEG provides a platform for cybersecurity discussions, policy 
input, and exploring emerging challenges. Members are often consulted in the 
drafting of major cybersecurity policy documents, making DEG a vital forum for 
advancing Latvia’s cybersecurity ecosystem.

Beyond training and networking, CERT.LV has developed a comprehensive 
suite of technical assistance services. In addition to its core function in cyber inci‑
dent response, it offers free services such as a DNS firewall to filter out malicious 
content, phishing simulations, penetration testing, an early warning sensor net‑
work, and security operations centre services. Some services, like penetration test‑
ing, receive support from ENISA’s Cybersecurity Support Action initiative, while 
others, such as DDoS protection provided by the Latvia State Radio and Television 
Centre (LVRTC), are funded by the Ministry of Defence.

CERT.LV is also a leading force in public cybersecurity awareness cam‑
paigns. These efforts include lectures on cybersecurity and cyber hygiene, as well 
as the development of informational materials like presentations and factsheets. 
Its  website cert.lv provides practical cybersecurity resources for institutions and 
 businesses, while the dedicated esidross.lv platform offers guidance on best prac‑
tices, cyber hygiene, and responses to cyber incidents. Though its content is not 
necessarily unique, CERT.LV’s communications align with ENISA’s efforts at the 
EU level. One of CERT.LV’s most prominent initiatives is the “Esi drošs” (Be Safe) 
workshops, designed for IT professionals and reaching a wider audience than simi‑
lar training programs offered by other organisations in Latvia.
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A flagship event in CERT.LV’s awareness‑raising efforts is CyberChess, the 
largest cybersecurity conference in Latvia, organised annually as part of  European 
Cybersecurity Month. Supported by ENISA and the European Commission, 
CyberChess attracts over 500 in‑person attendees and 3,000 online participants, 
drawing representatives from EU Member States, agencies, and international 
 partners. Its growing significance has positioned CyberChess as a key cybersecu‑
rity event in the region, setting an example for other Member States. In 2025, the 
conference will be held for the twelfth time, continuing to cover a broad range of 
cybersecurity topics, from technical innovations to policy and strategy discussions.

With the establishment of the National Coordination Centre in Latvia (NCC‑LV) 
under the ECCC Regulation (2021/887), Latvia has added another institution 
dedicated to cybersecurity capacity‑building, facilitating the distribution of EU 
resources and knowledge. NCC‑LV not only helps define strategic priorities for the 
ECCC but also oversees national cybersecurity research and development (R&D) 
activities. While its full impact is still unfolding, it has already allocated €1 mil‑
lion in financial support through third‑party (FSTP) grants to support cybersecurity 
transformation in small and medium‑sized enterprises. To implement EU funding 
policies, Latvia adopted the Law on Management of the ECCC Funding for the 
2021–2027 Programming Period (2022).

Although NCC‑LV provides FSTP funding, it is not the sole financial resource 
for cybersecurity‑related projects. Other significant funding includes the €37.5 mil‑
lion digital transformation program managed by the Investment and Development 
Agency of Latvia (LIAA), co‑funded by the Recovery and Resilience Facility. 
Additionally, businesses can access EU‑level funding through Digital Europe and 
Horizon Europe programs, with NCC‑LV playing a key role in guiding applicants.

In line with the ECCC Regulation, NCC‑LV established a national cybersecu‑
rity competence community in 2022 as a central networking platform for innova‑
tion and cybersecurity. Community members undergo national‑level assessment 
and security vetting. As of February 2025, the community includes 53 organisa‑
tions, surpassing the projected milestone of 50 members by mid‑2025. Latvia was 
also the first EU Member State to formally notify the ECCC of its assessed national 
cybersecurity competence community members, despite the ECCC not yet launch‑
ing a registration system.

Community representatives meet quarterly for plenary discussions on cybersecu‑
rity topics, with open participation and topic proposals. Two working groups focus 
on organising the National Cybersecurity Challenge and enhancing  cybersecurity 
education. Future groups may address cybersecurity legislation (including NIS2 
implementation) and certification. Communication channels include a Matter‑
most platform and a mailing list managed by NCC‑LV, used for newsletters, event 
announcements, funding opportunities, and policy consultations. The community has 
provided input on key legislative proposals, such as the National Cybersecurity Law, 
its implementing regulations, and the EU Cyber Solidarity Act. NCC‑LV also serves 
as the main hub for cybersecurity R&D information exchange and promotion.

NCC‑LV has launched multiple initiatives, particularly in education and 
training. The National Cybersecurity Challenge, aimed at students aged 14–24, 
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attracted 469 participants from 100 educational institutions in 2024. Future plans 
include educator training to enhance youth cybersecurity education and the devel‑
opment of a national Cybersecurity Education Roadmap. Additionally, NCC‑LV 
provides training sessions for cybersecurity experts and essential and important 
entities under NIS2, alongside information events on legislative changes and fund‑
ing opportunities.

A landmark event was CyberBazaar, the Baltic Cybersecurity Innovation 
Forum, organised for the first time in December 2024 by NCC‑LV and its Estonian 
and Lithuanian counterparts, with support from the ECCC and ENISA. As the larg‑
est cybersecurity forum in the Baltic states, it attracted over 600 participants and 
featured an exhibition of cybersecurity projects, a business and technology confer‑
ence, the first cybersecurity research conference in the Baltics, and a pan‑Baltic 
student hackathon. European Parliament President Roberta Metsola (2024) called 
CyberBazaar a “groundbreaking event” and an “important step” for strengthening 
EU cyber resilience.

Latvia also utilises external training opportunities from the European Security 
and Defence College (ESDC) and EU law enforcement programs. The Euro‑
pean Cybercrime Centre (EC3) supports Latvia’s law enforcement agencies in 
exchanging best practices. Additionally, the EU Agency for Law Enforcement 
Training (CEPOL) provides specialised training, while networks such as the 
European Judicial Training Network, the International Organization for Judi‑
cial Training, and the Academy of European Law (ERA) contribute to building 
cybersecurity expertise.

Cyber Defence

Due to its secretive nature, cyber defence is a challenging domain to explore pub‑
licly. This section focuses on cyber defence‑related initiatives, including informa‑
tion exchange and capacity‑building projects where information is available. At the 
EU level, it remains a complex area to study, as defence and national security fall 
under the exclusive competence of Member States. Nevertheless, general observa‑
tions provide insights into Latvia’s approach.

In Latvia, both cyber defence and broader cybersecurity policy are coordinated 
by the Ministry of Defence, ensuring alignment between civilian and military 
efforts and fostering a comprehensive cyber resilience approach. Within the mili‑
tary, cyber defence activities are managed by the J‑6 Department of the Joint Head‑
quarters of the National Armed Forces. Established in 2016 under the Defence 
Intelligence and Security Agency (MIDD), MilCERT serves as the military CSIRT, 
handling cyber incident response for defence sector ICT infrastructure in close 
cooperation with CERT.LV.

Latvia has also established a Cyber Defence Unit, reorganised in 2024 into the 
Cyber Defence and Electromagnetic Warfare Battalion within the National Guard. 
Comprising both career military personnel and civilian cybersecurity experts from 
public and private sectors, this well‑equipped and trained unit is fully operational. 
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It can assist civilian authorities during major cyber incidents, support MilCERT or 
CERT.LV, and leverage its members’ expertise to enhance national cyber defence.

Latvia actively participates in national and international cybersecurity and cyber 
defence exercises. National drills include the cross‑sectoral cybersecurity exercise 
Medus Pods and hybrid military exercises with cyber components, such as AMEX 
and Namejs. Internationally, Latvia engages in Cyber Autumn, ENISA‑led Cyber 
Europe and Blue OLEx, as well as NATO’s Locked Shields, Crossed Swords, and 
Cyber Coalition. In 2024, Latvia, alongside the NATO Communications and Infor‑
mation (NCI) Agency, won first place in Locked Shields, the world’s largest live‑fire 
cyber defence exercise, organised by the NATO Cooperative Cyber Defence Cen‑
tre of Excellence (CCDCOE). This victory highlighted Latvia’s advanced cyber 
defence capabilities. The team comprised members of the National Guard Cyber 
Defence Unit, CERT.LV experts, and specialists from government, military, criti‑
cal infrastructure, academia, and the private sector – demonstrating Latvia’s strong 
interoperability and coordination skills.

Capacity‑building is another crucial aspect of Latvia’s cyber defence policy, 
with initiatives under the European Defence Fund (EDF), the European Defence 
Agency (EDA), and Permanent Structured Cooperation (PESCO). The Ministry 
of Defence coordinates national participation in these projects, collaborating with 
the National Armed Forces and other defence institutions. Latvia participates in 
the EDA’s MICNET project, which facilitates military CSIRT cooperation, includ‑
ing MilCERT. Additionally, in May 2024, Latvia joined the PESCO Cyber Rapid 
Reaction Teams and Mutual Assistance in Cyber Security (CRRTs) project, aimed 
at supporting Member States during major cyber incidents, conducting joint train‑
ing, and assisting EU missions. However, Latvia’s defence sector has limited 
capacity to fully engage in all cross‑border projects due to personnel constraints, 
necessitating a focus on priority initiatives.

For cyber defence crisis response, Latvia is actively involved in the EU‑CyCLONe 
network, represented by the Ministry of Defence. Procedures for requesting sup‑
port via EU‑CyCLONe are integrated into Latvia’s national cyber crisis manage‑
ment framework, aligning with the EU Strategic Compass for defence and security. 
Furthermore, these procedures have been tested in national‑level cybersecurity 
exercise AMEX. Overall, Latvia’s cyber defence efforts are well‑coordinated within 
the European ecosystem, both benefiting from and contributing to EU‑wide cyber 
resilience initiatives. While personnel limitations currently restrict Latvia’s partici‑
pation in some cross‑border projects, its structured and strategic approach ensures 
effective engagement where resources allow.

Results and Discussion

The empirical findings illustrate Latvia’s extensive engagement in the EU’s 
cybersecurity ecosystem across three key dimensions: policy and legislation, 
 capacity‑building, and cyber defence. To assess the depth of Latvia’s involvement, 
the following analysis applies a structured evaluation based on specific criteria 
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within each dimension. The degree of involvement is assessed qualitatively, distin‑
guishing between high, moderate, and limited engagement.

Policy and Legislation

Latvia has demonstrated a high level of commitment to aligning its national cyber‑
security policies with EU directives and regulations, reinforcing collective security 
principles through European legal harmonisation. The legal framework governing 
cybersecurity in Latvia is shaped predominantly by EU legislation, particularly 
the NIS Directive (and its successor, NIS2 Directive), the Cybersecurity Act, and 
the eIDAS regulation. The rapid and proactive implementation of these frame‑
works, in some instances exceeding minimum requirements, underscores Latvia’s 
dedication to strengthening cybersecurity governance. This process reflects digital 
sovereignty considerations, as Latvia strategically aligns its domestic policies with 
EU frameworks to ensure autonomy in securing its digital space while maintaining 
interoperability within the broader European cybersecurity landscape.

Institutionally, Latvia’s semi‑centralised governance model, with the NCSC‑LV 
as the lead institution, facilitates coordination with the EU cybersecurity bodies, 
including ENISA, the NIS Cooperation Group, and the CSIRT Network. However, 
while Latvia’s legislative integration with EU frameworks is well established, chal‑
lenges persist in terms of resource allocation for specialised cybersecurity domains 
such as ICT certification under the Cyber Resilience Act. Table 7.1 summarises 
Latvia’s involvement in the EU cybersecurity ecosystem within the policy and leg‑
islation domain.

Table 7.1  Assessment of Latvia’s involvement in the EU cybersecurity ecosystem – policy 
and legislation domain

Criteria Assessment Justification

Transposition of EU 
legislation

Moderate Proactive alignment with NIS2, in some 
aspect exceeding EU requirements, 
though the implementation is not yet 
complete.

Participation in 
EU cyber policy 
structures 

Moderate Active involvement in HWPCI, ENISA, 
NIS Cooperation Group, CSIRTs 
Network, though limited by personnel 
constraints.

Institutional 
coordination

Moderate Ongoing centralisation under the 
NCSC‑LV, facilitating horizontal 
cooperation and coordinated EU policy 
implementation.

European 
cybersecurity 
certification

Low No national cybersecurity certification 
framework yet in place.

Enforcement of 
cybersecurity 
requirements

Moderate Legislative alignment exists, but 
implementation is still in progress.
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Capacity‑Building

Latvia has invested significantly in cybersecurity capacity‑building, covering 
training programs, cybersecurity exercises, and community development. CERT.
LV plays a leading role in knowledge transfer and technical support, including 
organising cybersecurity conferences, training sessions and exercises. Further‑
more, Latvia’s integration into the ECCC and the emerging role of NCC‑LV as a 
cybersecurity competence‑building hub further reinforce its commitment to foster‑
ing cybersecurity expertise.

One of Latvia’s notable strengths in this dimension is its ability to inte‑
grate public and private stakeholders into a cohesive cybersecurity community. 
Through platforms such as Mattermost, Latvia facilitates real‑time information 
exchange among cybersecurity professionals, ensuring that expertise is continu‑
ously shared across sectors. Moreover, financial support mechanisms, such as 
the FSTP grants managed by NCC‑LV, provide a solid basis for strengthening 
cybersecurity innovation at the SME level. These efforts reinforce digital sov‑
ereignty by developing local cybersecurity expertise, reducing dependence on 
external actors, and ensuring that Latvia retains control over its national cyber 
capabilities.

Despite these achievements, Latvia faces scalability challenges in its educa‑
tional and training programmes, requiring more detailed roadmapping at the 
national level, making full use of ENISA’s European Cybersecurity Skills Frame‑
work (ECSF). Additionally, while Latvia actively engages in funding mechanisms 
such as Digital Europe and Horizon Europe, administrative constraints limit the 
full utilisation of these funding opportunities, with relatively low number of enti‑
ties applying for funding. Addressing these limitations would not only bolster 
national cybersecurity resilience but also fortify the EU’s collective cyber defence 
posture. Table 7.2 summarises Latvia’s involvement in the EU cybersecurity eco‑
system within the capacity‑building domain.

Cyber Defence

Cyber defence remains a sensitive and complex domain due to national security 
considerations. Latvia has successfully integrated cyber defence within its broader 
security architecture, with the Ministry of Defence ensuring centralised coordi‑
nation. The establishment and recent reorganisation of the Cyber Defence and 
Electromagnetic Warfare Battalion of the National Guard demonstrates Latvia’s 
proactive stance in enhancing cyber defence capabilities.

At the operational level, Latvia actively participates in cross‑border cyber 
defence exercises, both within the EU and NATO frameworks. The success of the 
Latvian‑led Locked Shields team in 2024 is a testament the country’s advanced 
operational capabilities and interoperability. Moreover, Latvia’s participation in 
the PESCO CRRTs and MICNET projects underscores its commitment to collec‑
tive EU cyber defence efforts. This development is a testament to Latvia’s dual 
commitment to collective security and digital sovereignty, balancing its EU and 
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Table 7.3  Assessment of Latvia’s involvement in the EU cybersecurity ecosystem – cyber 
defence domain

Criteria Assessment Justification

Integration with 
civilian cybersecurity 
structures

High Ministry of Defence ensures central 
coordination; cyber defence structures 
are well‑integrated and support CSIRTs 
in case of a major cyber incident or 
crisis.

Participation in 
EU‑level and other 
major cross‑border 
exercises

High Regular engagement in Locked Shields, 
Cyber Europe, and other cross‑border 
cyber defence exercises.

Engagement in 
EU‑funded cyber 
defence projects

Moderate Active participation in select initiatives 
(CRRTs, MICNET), but constrained by 
resource limitations.

Operational readiness 
to support other EU 
allies

Moderate High degree of operational readiness, 
as evidenced by major exercises, but 
limited participation in missions due to 
resource constraints.

Alignment with the EU 
strategic compass

High Confidence‑building measures are well 
aligned; EU‑CyCLONe procedures 
have been integrated into the national 
crisis management frameworks and 
tested.

Table 7.2  Assessment of Latvia’s involvement in the EU cybersecurity ecosystem –  
capacity‑building domain

Criteria Assessment Justification

Alignment of 
awareness‑raising 
initiatives

High Well‑coordinated efforts by CERT‑LV and 
NCC‑LV involving key stakeholders, in 
line with the ENISA guidance; European 
Cybersecurity Month activities.

Cross‑border 
cooperation 
initiatives

Moderate Cross‑border cooperation activities involving 
the Baltic states (e.g. CyberBazaar), 
cooperation in the NCC Network and 
CSIRTs Network, albeit constrained by 
personnel resources.

Community‑building High Well‑coordinated, operational cybersecurity 
community network with strong 
information‑sharing mechanisms.

Investments in R&D Low Despite the NCC‑LV’s efforts, EU funding 
opportunities (Digital Europe, Horizon 
Europe) remain underutilised.

Education and training Moderate Several notable EU‑related initiatives, such as 
the National Cybersecurity Challenge, but 
no ECSF‑aligned, comprehensive education 
framework in place yet. Limited use of EU 
trainings due to personnel constraints.
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NATO engagements while maintaining national cyber autonomy. However, relying 
on multinational defence initiatives can create dependencies that may conflict with 
national cybersecurity priorities (Bendiek & Porter, 2013).

However, while Latvia engages in EU defence initiatives, its participation 
remains constrained by personnel and resource limitations. In particular, while 
Latvia is a member of key EU and NATO cyber defence formats, its ability to 
meaningfully contribute to all relevant initiatives is restricted. Prioritisation of 
engagement in high‑impact projects is therefore necessary. Table 7.3 summarises 
Latvia’s involvement in the EU cybersecurity ecosystem within the cyber defence 
domain.

Conclusion and Policy Recommendations

Latvia occupies a strategic position within the EU cybersecurity ecosystem, suc‑
cessfully balancing regulatory alignment, extensive capacity‑building initia‑
tives, and robust engagement in cyber defence efforts. The country exemplifies a 
smaller EU Member State that effectively leverages collective security frameworks  
to enhance national resilience, while also safeguarding elements of digital 
sovereignty.

Despite these strengths, Latvia faces structural and institutional constraints that 
require strategic intervention. In regulatory matters, challenges persist in imple‑
menting ICT product certification and ensuring cybersecurity market regulation 
keeps pace with technological advancements. In capacity‑building, Latvia excels 
in community‑driven initiatives but faces limitations in fully integrating its edu‑
cational frameworks with the ECSF. In cyber defence, the country demonstrates 
a high level of operational readiness and interoperability but its involvement in 
multinational projects is limited by insufficient resources.

Overall, continued investment in institutional capacity, cybersecurity educa‑
tion, and operational cyber defence capabilities will be critical in maintaining 
and strengthening its role within the European cybersecurity ecosystem. Moving 
forwards, Latvia should pursue a dual strategy – deepening its integration in the 
EU cybersecurity frameworks while also fostering national initiatives that reduce 
external dependencies. Key recommendations include:

1 Implementing cybersecurity certification frameworks – Latvia should prior‑
itise the development of a national certification framework for ICT products and 
services, aligning with the EU Cyber Resilience Act, while preserving national 
flexibility in the implementation of certification standards (notably in terms of 
institutional setup).

2 Enhancing cybersecurity training and workforce development –  Expanding 
cybersecurity educational programs in line with ECSF profiles, improving 
cybersecurity awareness, and integrating cybersecurity into national curricula 
would mitigate skills shortages and reduce reliance on external cybersecurity 
expertise.
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3 Strengthening cross‑border cyber defence cooperation – Increased engage‑
ment in EU cyber defence initiatives (PESCO, EDA) should be pursued strate‑
gically, ensuring that participation aligns with Latvia’s national cybersecurity 
objectives.

4 Maximising EU funding utilisation – Increasing the participation in Digital 
Europe and Horizon Europe programmes can be instrumental to strengthening 
cybersecurity in public and private institutions and strengthening national ICT 
infrastructure through targeted investments in R&D. Latvia must also streamline 
administrative processes to fully leverage the available financial instruments.

By addressing these key areas, Latvia can further consolidate its role as a regional 
cybersecurity leader, demonstrating how a small but agile state can successfully 
navigate the interplay between collective security imperatives and digital sover‑
eignty considerations within the evolving EU cybersecurity landscape.

Bibliography

Baldini, G., Barrero, J., Chaudron, S., Coisel, I., Draper Gil, G., Duch Brown, N., Eulaerts, 
O., Geneiatakis, D., Hernandez Ramos, J. L., Joanny, G., Junklewitz, H., Kampoura‑
kis, G., Kerckhof, S., Kounelis, I., Lewis, A., Martin, T., Nai Fovino, I., Nativi, S., Neisse, 
R.,…Tirendi, S. (2020). Cybersecurity at the Heart of Societal Transformation. In I. Nai 
Fovino, G. Barry, S. Chaudron, I. Coisel, M. Dewar, H. Junklewitz, G. Kampourakis, I. 
Kounelis, B. Mortara, J. P. Nordvik & J. I. Sanchez Martin (Eds.), Cybersecurity, Our 
Digital Anchor: A European Perspective (pp. 20–31). European Commission. https://doi.
org/10.2760/352218

Bederna, Z., & Rajnai, Z. (2022). Analysis of the Cybersecurity Ecosystem in the European 
Union. International Cybersecurity Law Review, 3(1), 35–49. https://doi.org/10.1365/
s43439‑022‑00048‑9

Bellanova, R., Carrapico, H., & Duez, D. (2022). Digital/Sovereignty and European Secu‑
rity Integration: An Introduction. European Security, 31(3), 337–355. https://doi.org/10.
1080/09662839.2022.2101887

Bendiek, A., & Porter, A. L. (2013). European Cyber Security Policy Within a Global Multi‑
stakeholder Structure. European Foreign Affairs Review, 18(2). https://doi.org/10.54648/
eerr2013011

Bickman, L., & Rog, D. (2009). Applied Research Design: A Practical Approach. In L. Bick‑
man & D. Rog (Eds.), The SAGE Handbook of Applied Social Research Methods (2nd ed., 
pp. 3–43). SAGE Publications. https://doi.org/10.4135/9781483348858

Biscop, S. (2016). All or Nothing? The EU Global Strategy and Defence Policy After the 
Brexit. Contemporary Security Policy, 37(3), 431–445. https://doi.org/10.1080/13523260. 
2016.1238120

Budnitsky, S., & Jia, L. (2018). Branding Internet Sovereignty: Digital Media and the Chinese– 
Russian Cyberalliance. European Journal of Cultural Studies, 21(5), 594–613. https://
doi.org/10.1177/1367549417751151

Cabinet of Ministers. (2023). National Cybersecurity Strategy of Latvia 2023–2026. https://
likumi.lv/ta/id/340633

Carrapico, H., & Barrinha, A. (2017). The EU as a Coherent (Cyber)Security Actor? 
JCMS: Journal of Common Market Studies, 55(6), 1254–1272. https://doi.org/10.1111/
jcms.12575

https://doi.org/10.2760/352218
https://doi.org/10.2760/352218
https://doi.org/10.1365/s43439-022-00048-9
https://doi.org/10.1365/s43439-022-00048-9
https://doi.org/10.1080/09662839.2022.2101887
https://doi.org/10.54648/eerr2013011
https://doi.org/10.54648/eerr2013011
https://doi.org/10.4135/9781483348858
https://doi.org/10.1080/13523260.2016.1238120
https://doi.org/10.1177/1367549417751151
https://doi.org/10.1177/1367549417751151
https://likumi.lv/ta/id/340633
https://likumi.lv/ta/id/340633
https://doi.org/10.1111/jcms.12575
https://doi.org/10.1111/jcms.12575
https://doi.org/10.1080/09662839.2022.2101887
https://doi.org/10.1080/13523260.2016.1238120


Latvia in European Cybersecurity Ecosystem 147

Christou, G. (2016). Cybersecurity in the European Union: Resilience and Adaptability in 
Governance Policy. Palgrave Macmillan. https://doi.org/10.1057/9781137400529

Clarke, R. A., & Knake, R. K. (2011). Cyber War: The Next Threat to National Security and 
What to Do About It. Tantor Media.

Consolidated Version of the Treaty on European Union. (2012). https://data.europa.eu/eli/
treaty/teu_2012/oj

Council of the European Union. (2020). Council conclusions on shaping Europe’s digital 
future. https://www.consilium.europa.eu/media/44389/st08711‑en20.pdf

Couture, S., & Toupin, S. (2019). What Does the Notion of “Sovereignty” Mean When Refer‑
ring to the Digital? New Media & Society, 21(10), 2305–2322. https://doi.org/10.1177/ 
1461444819865984

Deibert, R. J., & Rohozinski, R. (2010). Risking Security: Policies and Paradoxes of Cyber‑
space Security. International Political Sociology, 4(1), 15–32. https://doi.org/10.1111/ 
j.1749‑5687.2009.00088.x

Deutsch, K. (2006). Political Community and the North Atlantic Area: International Organi‑
zation in the Light of Historical Experience. In M. Eilstrup‑Sangiovanni (Ed.), Debates 
on European Integration: A Reader (1st ed., pp. 68–86). Bloomsbury Academic. https://
doi.org/10.1007/978‑0‑230‑20933‑6_4

Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 
concerning measures for a high common level of security of network and information 
systems across the Union (NIS Directive). https://data.europa.eu/eli/dir/2016/1148/oj

Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 
2022 on measures for a high common level of cybersecurity across the Union, amending 
Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive 
(EU) 2016/1148 (NIS 2 Directive). https://data.europa.eu/eli/dir/2022/2555/oj

ENISA. (2017). Principles and opportunities for a renewed EU cyber security strategy. https://
www.enisa.europa.eu/publications/enisa‑position‑papers‑and‑opinions/enisa‑input‑to‑ 
the‑css‑review

ENISA. (2023). ENISA Threat Landscape 2023. https://doi.org/10.2824/782573
ENISA. (2024). 2023 Consolidated Annual Activity Report. Publications Office of the 

 European Union. https://doi.org/10.2824/44117
European Commission. (2020). Joint communication to the European Parliament and the 

Council. The EU’s cybersecurity strategy for the digital decade. https://digital‑strategy.
ec.europa.eu/en/library/eus‑cybersecurity‑strategy‑digital‑decade‑0

European Defence Agency. (2021). Defence Data 2018–2019: Key findings and analysis. 
https://eda.europa.eu/publications‑and‑data/brochures/defence‑data‑2018‑2019

European External Action Service. (2022). A strategic compass for security and defence ‑  
For a European Union that protects its citizens, values and interests and contributes to interna‑
tional peace and security. (7371/22). https://data.consilium.europa.eu/doc/document/ST‑ 
7371‑2022‑INIT/en/pdf

Eurostat. (2024). Standard Eurobarometer 100 – Autumn 2023 (Version 1.00) European 
Commission. https://data.europa.eu/88u/dataset/s3053_100_2_std100_eng

Floridi, L. (2020). The Fight for Digital Sovereignty: What It Is, and Why It Matters, Espe‑
cially for the EU. Philosophy & Technology, 33(3), 369–378. https://doi.org/10.1007/
s13347‑020‑00423‑6

Haas, E. B. (2004). Uniting of Europe: Political, Social, and Economic Forces, 1950–1957. 
University of Notre Dame Press. https://doi.org/10.2307/j.ctv19m62zk

Howorth, J. (2014). Security and Defence Policy in the European Union (2nd ed.). Red 
Globe Press.

https://doi.org/10.1057/9781137400529
https://data.europa.eu/eli/treaty/teu_2012/oj
https://data.europa.eu/eli/treaty/teu_2012/oj
https://www.consilium.europa.eu/media/44389/st08711-en20.pdf
https://doi.org/10.1177/1461444819865984
https://doi.org/10.1177/1461444819865984
https://doi.org/10.1111/j.1749-5687.2009.00088.x
https://doi.org/10.1111/j.1749-5687.2009.00088.x
https://doi.org/10.1007/978-0-230-20933-6_4
https://doi.org/10.1007/978-0-230-20933-6_4
https://data.europa.eu/eli/dir/2016/1148/oj
https://data.europa.eu/eli/dir/2022/2555/oj
https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review
https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review
https://doi.org/10.2824/782573
https://doi.org/10.2824/44117
https://digital-strategy.ec.europa.eu/en/library/eus-cybersecurity-strategy-digital-decade-0
https://digital-strategy.ec.europa.eu/en/library/eus-cybersecurity-strategy-digital-decade-0
https://eda.europa.eu/publications-and-data/brochures/defence-data-2018-2019
https://data.consilium.europa.eu/doc/document/ST-7371-2022-INIT/en/pdf
https://data.europa.eu/88u/dataset/s3053_100_2_std100_eng
https://doi.org/10.1007/s13347-020-00423-6
https://doi.org/10.1007/s13347-020-00423-6
https://doi.org/10.2307/j.ctv19m62zk
https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review
https://data.consilium.europa.eu/doc/document/ST-7371-2022-INIT/en/pdf


148  Cybersecurity in Latvia

Information Technology Security Law. (2010). https://likumi.lv/ta/id/220962
Juncker, J.‑C. (2018). State of the European Union Address by President Juncker. https://

ec.europa.eu/info/priorities/state‑union‑speeches/state‑union‑2018_en
Kello, L. (2013). The Meaning of the Cyber Revolution: Perils to Theory and Statecraft. 

International Security, 38(2), 7–40. https://doi.org/10.1162/ISEC_a_00138
Kennedy, P. (1989). The Rise and Fall of the Great Powers: Economic Change and Military 

Conflict from 1500 to 2000. William Collins.
Keohane, R. O. (1984). After Hegemony: Cooperation and Discord in the World Political 

Economy (Revised ed.). Princeton University Press. https://doi.org/10.2307/j.ctt7sq9s
Klossa, G. (2019). Towards European media sovereignty: An industrial media strategy 

to leverage data, algorithms and artificial intelligence. https://commission.europa.eu/
publications/towards‑european‑media‑sovereignty_en

Law on Management of the European Cybersecurity Competence Centre Funding for the 
2021–2027 Programming Period. (2022). https://likumi.lv/ta/id/336087

Li, H., Yu, L., & He, W. (2019). The Impact of GDPR on Global Technology Development. 
Journal of Global Information Technology Management, 22(1), 1–6. https://doi.org/10. 
1080/1097198X.2019.1569186

MacCormick, N. (1999). Questioning Sovereignty: Law, State, and Nation in the European Com‑
monwealth. Oxford University Press. https://doi.org/10.1093/acprof:oso/9780198268765. 
001.0001

Madiega, T. A. (2020). Digital Sovereignty for Europe [Briefing]. https://www.europarl.
europa.eu/thinktank/en/document/EPRS_BRI(2020)651992

Mearsheimer, J. J. (2001). The Tragedy of Great Power Politics. W. W. Norton & Company.
Menon, A. (2011). European Defence Policy from Lisbon to Libya. Survival, 53(3), 75–90. 

https://doi.org/10.1080/00396338.2011.586191
Metsola, R. (2024, December 5). Keynote Address, Baltic Cybersecurity Innovation Forum 

“CyberBazaar 2024”. https://www.youtube.com/watch?v=rw4nrN‑T9G0
Ministry of Defence. (2022). On Improving National Cybersecurity Governance (Report). 

https://tapportals.mk.gov.lv/legal_acts/3496512f‑0307‑4e7a‑9951‑579b79cc3eb2#
Moravcsik, A. (1998). The Choice for Europe: Social Purpose and State Power from 

Messina to Maastricht. Cornell University Press.
National Cybersecurity Law. (2024). https://likumi.lv/ta/id/353390
Pohle, J., & Thiel, T. (2020). Digital Sovereignty. Internet Policy Review, 9(4). https://doi.

org/10.14763/2020.4.1532
Regulation 2021/887 of the European Parliament and of the Council of 20 May 2021 estab‑

lishing the European Cybersecurity Industrial, Technology and Research Competence 
Centre and the Network of National Coordination Centres. https://data.europa.eu/eli/
reg/2021/887/oj

Regulation (EU) 910/2014 of the European Parliament and of the Council of 23 July 2014 on 
electronic identification and trust services for electronic transactions in the internal market 
and repealing Directive 1999/93/EC (eIDAS). https://data.europa.eu/eli/reg/2014/910/oj

Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 
on ENISA (the European Union Agency for Cybersecurity) and on information and com‑
munications technology cybersecurity certification and repealing Regulation (EU) No 
526/2013 (Cybersecurity Act). https://data.europa.eu/eli/reg/2019/881/oj

Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23  October 
2024 on horizontal cybersecurity requirements for products with digital elements and 
amending Regulations (EU) No 168/2013 and (EU) 2019/1020 and Directive (EU) 
2020/1828 (Cyber Resilience Act). https://data.europa.eu/eli/reg/2024/2847/oj

https://likumi.lv/ta/id/220962
https://ec.europa.eu/info/priorities/state-union-speeches/state-union-2018_en
https://ec.europa.eu/info/priorities/state-union-speeches/state-union-2018_en
https://doi.org/10.1162/ISEC_a_00138
https://doi.org/10.2307/j.ctt7sq9s
https://commission.europa.eu/publications/towards-european-media-sovereignty_en
https://commission.europa.eu/publications/towards-european-media-sovereignty_en
https://likumi.lv/ta/id/336087
https://doi.org/10.1080/1097198X.2019.1569186
https://doi.org/10.1093/acprof:oso/9780198268765.001.0001
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2020)651992
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2020)651992
https://doi.org/10.1080/00396338.2011.586191
https://www.youtube.com/watch?v=rw4nrN-T9G0
https://tapportals.mk.gov.lv/legal_acts/3496512f-0307-4e7a-9951-579b79cc3eb2#
https://likumi.lv/ta/id/353390
https://doi.org/10.14763/2020.4.1532
https://doi.org/10.14763/2020.4.1532
https://data.europa.eu/eli/reg/2021/887/oj
https://data.europa.eu/eli/reg/2021/887/oj
https://data.europa.eu/eli/reg/2014/910/oj
https://data.europa.eu/eli/reg/2019/881/oj
https://data.europa.eu/eli/reg/2024/2847/oj
https://doi.org/10.1080/1097198X.2019.1569186
https://doi.org/10.1093/acprof:oso/9780198268765.001.0001


Latvia in European Cybersecurity Ecosystem 149

Sandholtz, W., & Stone Sweet, A. (1998). Integration, Supranational Governance, and the 
Institutionalization of the European Polity. In W. Sandholtz & A. Stone Sweet (Eds.), 
European Integration and Supranational Governance (pp. 1–26). Oxford University 
Press. https://doi.org/10.1093/0198294646.003.0001

Seixas, B. V., Smith, N., & Mitton, C. (2018). The Qualitative Descriptive Approach in Inter‑
national Comparative Studies: Using Online Qualitative Surveys. International Journal of 
Health Policy and Management, 7(9), 778–781. https://doi.org/10.15171/ijhpm.2017.142

Timmers, P. (2018). The European Union’s Cybersecurity Industrial Policy. Journal of 
Cyber Policy, 3(3), 363–384. https://doi.org/10.1080/23738871.2018.1562560

von der Leyen, U. (2019). A Union that strives for more: My agenda for Europe. https://
commission.europa.eu/system/files/2020‑04/political‑guidelines‑next‑commission_en_ 
0.pdf

von der Leyen, U. (2020). State of the European Union Address by President von der Leyen. 
https://ec.europa.eu/commission/presscorner/detail/en/SPEECH_20_1655

Wallace, W. (1999). The Sharing of Sovereignty: The European Paradox. Political Studies, 
47(3), 503–521. https://doi.org/10.1111/1467‑9248.00214

Walt, S. M. (1991). The Renaissance of Security Studies. International Studies Quarterly, 
35(2), 211–239. https://doi.org/10.2307/2600471

Waltz, K. N. (1979). Theory of International Politics. Addison‑Wesley Publishing Company.

https://doi.org/10.1093/0198294646.003.0001
https://doi.org/10.15171/ijhpm.2017.142
https://doi.org/10.1080/23738871.2018.1562560
https://commission.europa.eu/system/files/2020-04/political-guidelines-next-commission_en_0.pdf
https://commission.europa.eu/system/files/2020-04/political-guidelines-next-commission_en_0.pdf
https://commission.europa.eu/system/files/2020-04/political-guidelines-next-commission_en_0.pdf
https://ec.europa.eu/commission/presscorner/detail/en/SPEECH_20_1655
https://doi.org/10.1111/1467-9248.00214
https://doi.org/10.2307/2600471


DOI: 10.4324/9781003638858-8 
This chapter has been made available under a CC BY-NC-SA license.

Introduction

Diplomacy, as the activity of implementing a country’s national goals and  protecting 
its interests, has always been a vital component of a state’s foreign policy. Refer‑
ring to Martin Wight (1979, p. 113), it is the “master institution” of international 
politics. For more than a quarter of a century, diplomacy has undergone significant 
changes, as evidenced by the wide range of topics now covered by foreign services 
and efforts to integrate innovative technologies into diplomatic practices. Various 
types of diplomacy, such as innovation diplomacy and tech diplomacy, vividly 
illustrate this evolution. To address emerging global challenges and technological 
advancements, diplomacy has had to not only learn to skilfully use various digi‑
tal tools and platforms for diplomatic activities but also focus on better securing 
cyberspace and managing cyber threats.

Alongside the significant development in information and communication tech‑
nology (ICT), there has been a marked increase in both the number and complexity 
of cyber threats. For instance, an annual report by the European Union Agency 
for Cybersecurity or ENISA (2023) highlights a significant escalation in cyber‑
security attacks, highlighting eight prime threat group among which are ransom‑
ware, malware, distributed denial‑of‑service (DDoS), and supply chain attacks. 
Given that cyber incidents often transcend national borders and countries need 
to collaborate to establish international rules and standards in the cyber domain, 
one type of diplomacy whose significance grows each year is cyber diplomacy. 
 Recognising the emerging dimensions of cybersecurity (Cornish, 2021; Tikk & 
Kerttunen, 2020), the transnational character of cyber threats and incidents, and 
the  seriousness of the situation, countries must prioritise cyber resilience to protect 
their critical infrastructure and share best practices to effectively combat the evolv‑
ing nature of cyberattacks. Latvia is no exception, as evidenced by the frequent 
and increasing threats to its cyberspace, including numerous phishing campaigns, 
ransomware, malware, system and network hacking attempts, and active DDoS 
attacks on critical IT systems. According to the Cybersecurity Incident Response 
Institution (CERT.LV), the number of cyberattacks in Latvia has risen sharply 
since January 2022, reaching unprecedented levels in the past two years (LSM.
lv, 2024c). Strengthening measures to mitigate these escalating risks is imperative, 
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as they directly impact national security and require comprehensive international 
cooperation to address effectively.

Considering all this, the aim of this chapter is to explore what cyber diplomacy 
is and how the Latvian Ministry of Foreign Affairs (MFA), as the leading govern‑
ment institution in foreign affairs, implements this type of diplomacy at both global 
and regional levels. Based on a retrospective approach, the aim of this study is to 
understand the directions, focuses, and motivations of Latvia’s cyber diplomacy as 
a foreign policy instrument. Given the sensitive nature of cyber issues, the study 
relies on publicly available information and personal communication with senior 
Latvian cybersecurity and cyber diplomacy experts. To elaborate on the role and 
actions of cyber diplomacy, the interviewees were assured of absolute anonymity 
in exchange for greater openness. To achieve the aforementioned goals, the fol‑
lowing section will delve into the concept of cyber diplomacy within the evolving 
landscape of cyberspace.

Cyber Diplomacy: Definition and Dimensions

In the academic literature and media reports on cyber diplomacy, there is wide‑
spread belief that the dawn of cyber diplomacy occurred in 2007, a year remem‑
bered for a highly coordinated series of cyberattacks on Estonian public and private 
sector organisations (Attatfa et al., 2020, p. 60). Although the Estonian cyberat‑
tacks were a significant event that highlighted the vulnerabilities and complexi‑
ties of cyberspace (Kello, 2024, pp. 121–122; Tamkin, 2017), and even have been 
referred to as “the world’s first cyber war” (Invest in Estonia, 2017), it is important 
to note that cyber diplomacy term can be found in earlier discussions related to 
both cybersecurity and international relations. Early discussions can be traced back 
to at least the early 2000s, with publications discussing how digital technologies 
and mass diplomacy are shaping diplomatic practices and strategies (Potter, 2002; 
Pahlavi, 2003). According to André Barrinha (2024), the term cyber diplomacy 
was first mentioned in a speech delivered by Gordon Smith, Canada’s Deputy Min‑
ister for Foreign Affairs and International Trade, at the Technology in Government 
Forum in Ottawa in 1996.

Following the cyberattacks in Estonia, the number of publications on cyber 
diplomacy increased in the subsequent years. Not only in academic publications 
but also in the media, there was debate about what exactly cyber diplomacy is 
and how it differs from other types of diplomacy, such as digital diplomacy. One 
of the scholars in diplomacy research, Shaun Riordan (2016), in the blog Cyber 
Diplomacy vs. Digital Diplomacy: A Terminological Distinction, addressed the 
terminological confusion between “digital diplomacy” and “cyber diplomacy” in 
the digital age. He argued that these terms have often been used interchangeably, 
leading to misunderstandings in the field. To avoid such confusion, Riordan pro‑
posed a clear distinction: “digital diplomacy” should refer to using digital tools 
and techniques to achieve diplomatic objectives (including consular diplomacy), 
while “cyber diplomacy” should denote applying diplomatic methods and mind‑
sets to resolve issues in cyberspace. Later, in his book Cyberdiplomacy: Managing 
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Security and Governance Online, Riordan (2019, p. 5) writes, “digital diplomacy is 
the application of digital tools to diplomacy, whereas cyberdiplomacy is the appli‑
cation of diplomacy to cyberspace”.

In general, cyber diplomacy as a sub‑field of diplomacy has been described 
as the instrument of foreign policy involving diplomatic techniques and negotia‑
tions to regulate cyberspace‑related issues in international relations, aiming to pro‑
mote responsible behaviour, safeguard cybersecurity, and maintain stability while 
facilitating agreements and dialogue between nations during cyber‑related disputes 
(Radanliev, 2024). Authors such as Agnes Kasper, Anna‑Maria Osula, and Anna 
Molnár (2021, p. 3) describe cyber diplomacy “as diplomacy of cyberspace or the 
use of diplomatic resources, initiatives and the performance of diplomatic functions 
to promote national interests that are defined in national cybersecurity strategies”. 
André Barrinhaa and Thomas Renard (2017, p. 355) also define cyber diplomacy as 
the application of diplomatic resources and the execution of diplomatic functions 
to safeguard national interests in relation to cyberspace.

Cyber diplomacy, which has become a crucial component of international rela‑
tions today, is often primarily focused on the security aspects of cyberspace. This 
includes safeguarding digital infrastructure, preventing cyberattacks, attributing 
malicious cyber incidents, and establishing international norms and agreements 
aimed at enhancing cybersecurity. While the security dimension is significant, 
cyber diplomacy has a much broader scope, encompassing all diplomatic  activities 
related to cyberspace, such as economic, social, and political dimensions. Ana‑
lysing cyber diplomacy activities clearly delineates its extensive scope, which 
includes a wide range of issues such as digital governance and regulation, digital 
trade, data protection, and human rights. Given that many industries such as ICT, 
finance, energy, security, and healthcare intersect with cyber diplomacy, it covers 
all diplomatic activities. In the EU context, Kasper et al. (2021, p. 10) have high‑
lighted that cyber diplomacy has a significant economic component and a direct 
connection to the internal market and its policies.

Moreover, new industries and areas intersect with cyber diplomacy due to their 
increasing roles in cybersecurity and global connectivity. The space industry is a 
good example, illustrating how countries and international organisations such as 
the European Space Agency (2022, 2023) are increasingly making comprehensive 
efforts to address emerging challenges and cyber risks. As technologies advance 
and threats evolve, it is important, with the help of cyber diplomacy, to strengthen 
international partnerships. Especially with like‑minded allies, these partnerships 
are vital for creating new regulations and measures, as well as for developing tech‑
nological defences against cyber threats and vulnerabilities in space.

Analysing the dimensions of cyber diplomacy, Petar Radanliev (2024, p. 3) 
identifies key components such as international cooperation, conflict resolution, 
cybersecurity governance, confidence‑building measures, attribution and account‑
ability, public‑private partnerships, capacity‑building, digital rights, and freedoms. 
A description of all these component activities clearly illustrates the broad scope 
of cyber diplomacy and its importance in complex global challenges related to 
cybersecurity and international relations. Moreover, authors (Attatfa et al., 2020, 
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p. 66) have emphasised that it is not solely a technical issue, highlighting the need 
for increased diplomatic engagement to address non‑technical security and power 
dynamics in cyberspace. Christopher A. Ford (2022) also notes that although there 
are highly technical aspects to this work, such as analysing cyberattackers tactics, 
techniques, and procedures and intelligence‑derived information for attribution 
assessments, cyber diplomacy is not just a technical matter. It also involves persua‑
sion, as it requires convincing others to agree on cyber threat assessments, attrib‑
uting specific attacks to particular actors, and determining appropriate responses 
in each case (Ford, 2022, p. 37). While there is definitely a need for research into 
diplomatic action, it is important to recognise that the skills required to implement 
cyber diplomacy, which Shaun Riordan (2016) refers to as “the use of diplomatic 
tools, and the diplomatic mindset, to resolve issues arising from cyberspace”, nev‑
ertheless demand quite specific knowledge of cyberattack techniques and emerging 
technologies.

Building on this understanding of cyber diplomacy’s diverse dimensions and 
the need for both technical and diplomatic expertise, Christopher A. Ford (2022) 
outlines methods for systematically structuring cybersecurity policy interventions 
to strengthen cyber diplomacy, suggesting a framework for thinking systematically 
about persuasive engagement between international partners and developing con‑
cepts for effective policy interventions. By presenting a framework for understand‑
ing threat persuasion in the context of cyberspace and linking cyberspace security 
diplomacy with cyber diplomacy, Ford (2022, pp. 48–50) highlights five key 
implications for policy interventions: improved information sharing, third‑party 
validation, risk mitigation, a track record of accuracy, and enhanced information 
collection. One aspect that could improve not only the prospects for successful 
cyberspace security diplomacy but also cyber diplomacy in general is strength‑
ening diplomats capabilities to comprehensively assist nations and international 
organisations in responding to cyber threats. This includes developing both their 
capacity and expertise.

Expanding on these broader themes of cooperation and capacity‑building in 
cyber diplomacy, Petar Radanliev (2024, pp. 25–27) underscores the significance 
of cyber threat intelligence sharing as a practical mechanism for empowering 
organisations to identify emerging threats earlier and implement proactive counter‑
measures. Private sector organisations often possess substantial threat intelligence 
and data on cyber incidents, which they can share with governments and inter‑
national organisations. Consequently, intelligence sharing fosters public‑ private 
cooperation, reduces duplication of effort, and promotes collective defence, ulti‑
mately building expertise and resilience within the cybersecurity community.

Overall, if we analyse cyber diplomacy in the context of the MFAs and more 
broadly, it aligns well with Brian Hockings (2002) concept of the “boundary span‑
ner image”. Its role is described as “domestic–international mediation across porous 
policy arena boundaries; a facilitative role in the management of issue‑directed 
coalitions” (Hocking, 2002, p. 11). Unlike the traditional position of the MFAs 
as a “gatekeeper image”, the “boundary spanner” model refers to a transformed 
role of diplomatic institutions that, relinquishing its monopoly in foreign affairs, 
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positions itself at the centre of international relations. Further, this model reflects a 
shift towards more proactive and inclusive diplomatic practices, emphasising coor‑
dination, cooperation and engagement over traditional hierarchical control. While 
cyber diplomacy assumes an increasingly significant role in a “complex, mixed 
actor system environment comprising permeable boundaries according high‑ 
salience and multilayered policy arenas” (Hocking, 2002, p. 11), it also strives to 
mitigate escalation of conflicts. As Jonathan F. Lancelot (2020, p. 252) eloquently 
describes, “cyber‑diplomacy bridges the gaps between cyberspace, physical space, 
proportionality, error, and escalation”.

Over the last few years, a growing number of articles have highlighted how spe‑
cific nations approach cyber diplomacy to advance their strategic interests (Bous‑
field, 2017; Feakin & Weaver, 2020; Jacobsen, 2024; Manantan, 2021). As cyber 
diplomacy involves leveraging diplomatic resources to support national cyberse‑
curity strategies, understanding how different countries navigate this domain is 
crucial. Given that cyber diplomacy utilises diplomatic resources and functions to 
support national cybersecurity strategies, understanding the experiences of differ‑
ent countries in this area is crucial. Therefore, examining Latvia’s national cyber‑
security governance will provide valuable insight into how the country employs 
diplomatic efforts to achieve foreign policy objectives and contribute to global 
cyber resilience. The following sections will explore these strategic diplomatic ini‑
tiatives further.

The Landscape of Latvian Cyber Diplomacy

In Latvia, national cybersecurity governance operates through a partially cen‑
tralised model. Since the adoption of the first National Cybersecurity Strategy 
in 2014, the Latvian MFA has been entrusted with a responsible role in develop‑
ing  cybersecurity within a comprehensive national defence framework. Over the 
past decade, three Cyber Security Strategies have been implemented (2014–2018; 
2019–2022; 2023–2026), with the MFA leading efforts to ensure international 
cooperation.

In the 2014 strategy, the Latvian MFA was positioned immediately after the 
Ministry of Defence, which is formally responsible for formulating and delivering 
national cybersecurity policy, under the section dedicated to national cybersecurity 
policy development. The MFA was tasked with coordinating international coopera‑
tion and Latvia’s involvement in various international initiatives related to cyber‑
security. Within the subsection on “International cooperation”, the first two of six 
required action points clearly outlined diplomatic tasks:

1 Strengthen cooperation with countries from the Baltic and Northern European 
countries and improve the cooperation with NATO, the EU, OSCE, and United 
Nations (UN) to improve the security, accessibility, and freedom of ICT.

2 Support international efforts in enhancing mutual trust and cooperation, empha‑
sising the equal applicability of international legal norms to both the physical and 
the virtual environment (Ministry of Defence of the Republic of Latvia, 2014).
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Further, it is notable to mention that the Cybersecurity Strategy of Latvia 2019–2022 
(Ministry of Defence of the Republic of Latvia, 2019) outlined the government’s 
dependence on ICT and e‑services, with a focus on enhancing ICT resilience at Lat‑
via’s diplomatic missions abroad. Similarly, the second strategy mandated the MFA 
to collaborate with the Ministry of Defence to formulate and present Latvia’s national 
stance, participate in international cooperation programmes and platforms, strengthen 
Nordic and Baltic partnerships, actively engage in NATO and EU  initiatives, and 
assist partner countries in enhancing their cyber defence capabilities. Moreover, both 
ministries were required to actively support formal and informal cooperation net‑
works and programmes of international organisations such as the UN and OSCE. 
Additionally, the strategy included the specification to organise expert consultations 
on cybersecurity at least once annually to achieve anticipated outcomes and indica‑
tors (Ministry of Defence of the Republic of Latvia, 2019).

In the third Cyber Security Strategy (Ministry of Defence of the Republic of 
Latvia, 2023), covering the period 2023–2026, the description of specific respon‑
sibilities for government units and other stakeholders involved defined the role of 
MFA as follows: “The Ministry of Foreign Affairs (MoFA), within its competence, 
supports international cooperation and Latvia’s participation in various interna‑
tional initiatives related to cybersecurity”. The Cybersecurity Strategy of Latvia 
2023–2026 clearly states the aim is to strengthen global cooperation in cybersecu‑
rity by endorsing international norms, creating a dependable network for mutual 
assistance in cyber threat assessments, and facilitating rapid information sharing 
and best practices:

In the EU format, legislative and policy initiatives should be promoted to 
ensure the secure and predictable development of the EU cyberspace, both 
in the operations of state institutions and in meeting the needs of individuals 
and legal entities. To deter cyberattacks and cyber incidents against EU ICT 
systems, the implementation of the EU Cyber Diplomacy Toolbox should 
be supported, with a consideration for its enhancement if necessary. Active 
cooperation and information exchange should be established within expert 
working groups and high‑level meetings in the context of the EU and NATO.

(Ministry of Defence of the Republic of Latvia, 2023)

Moreover, the strategy clearly outlines Latvia’s foreign policy goals in multilat‑
eral formats in the context of cybersecurity. To strengthen multilateral cooperation 
in cyberspace, the strategy notes the importance of the UN Open‑ended working 
group (OEWG) on the security of and in the use of ICT. It defines that “Participation 
in the UN’s work on ICT security should be sustained, together with like‑minded 
partners, promoting the effectiveness of existing international norms in cyberspace 
and advocating for responsible state behaviour in it” (Ministry of Defence of the 
Republic of Latvia, 2023).

On 20 June 2024, the Latvian Parliament (Saeima) adopted the National Cyber‑
security Law (Nacionālās kiberdrošības likums, 2024) to strengthen cybersecu‑
rity in Latvia. A key milestone under this legislation was the establishment of the 
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National Cybersecurity Centre on 1 September 2024. The centre now operates as 
the central authority for cybersecurity within the Ministry of Defence. It oversees 
the implementation of national cybersecurity requirements, serves as the primary 
point of contact for cybersecurity matters, and leads the development of Latvia’s 
cybersecurity policies and initiatives. According to the Ministry of Defence Andris 
Sprūds:

The establishment of the National Cybersecurity Center is a significant step 
in strengthening Latvia’s cyber resilience. It will enable more effective moni‑
toring of the situation in cyberspace and faster response to incidents, provid‑
ing the necessary support to public and private sector organizations.

(LSM.lv, 2024b)

According to Article 18 of the law (Nacionālās kiberdrošības likums, 2024), the 
National Cybersecurity Centre works with government agencies, national security 
institutions, and representatives from the private sector to develop the National 
Cybersecurity Strategy every four years. Given the transnational nature of cyber‑
security issues, it is expected that the MFA will continue to play a significant role 
in coordinating international cooperation and ensuring cyber diplomacy at both the 
international and regional levels during the development and implementation of the 
strategy. Subsequently, it is important to examine how cyber diplomacy has been 
addressed in Latvia’s annual foreign policy reports and in speeches by the Foreign 
Minister during the Foreign Policy Debate in the Latvian Parliament (Saeima).

Reflecting on historical events, it is noteworthy that the Estonian cyberattacks 
in 2007 were immediately reflected in the annual report of the Latvian Ministry 
of Foreign Affairs (Latvijas Republikas Ārlietu ministrija, 2008), highlighting 
the importance of this issue as well as Latvia’s support for the newly established 
NATO Cooperative Cyber Defence Centre of Excellence in Estonia. However, 
in the following years, the significance of this issue was not particularly empha‑
sised in the Ministry’s annual reports. Starting from 2013, cybersecurity issues 
were more prominently featured in the annual reports on activities performed and 
planned in national foreign policy and European Union matters. In the context of 
cybersecurity, one of the issues highlighted in the reports was political dialogue 
and cooperation with the United States. Referring to the meeting between the Bal‑
tic States’ presidents and United States President Barack Obama in Washington on 
30 August 2013, the Public Report of 2013 (Latvijas Republikas Ārlietu ministrija, 
2013) emphasised the US commitment and readiness to support Baltic initiatives 
to enhance cybersecurity. This included efforts to secure critical infrastructure in 
important economic sectors such as energy and transport. In the following years, 
foreign policy reports (Latvijas Republikas Ārlietu ministrija, 2013; Ministry of 
Foreign Affairs of the Republic of Latvia, 2014a, 2015a, 2017a) continued to high‑
light how Latvia played an active role in fostering bilateral cooperation in cyber‑
security, including organising joint training exercises in cybersecurity with experts 
from the Baltic States and the United States.
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Since Russia’s illegal and illegitimate annexation of Crimea in 2014 and 
the subsequent escalation of the situation in Ukraine, particular attention 
should be given to the 2016 Annual Report (Ministry of Foreign Affairs of 
the Republic of Latvia, 2016a), which highlights the significance of cyber‑
security for 2015 and the current year from several perspectives. Firstly, it 
emphasises the geopolitical dimension, with Russia’s aggression in Ukraine 
further accentuating the importance of strengthening transatlantic links and 
maintaining a comprehensive political dialogue with the United States. Sec‑
ondly, the Ministry’s report references the Cyber Security Strategy for 2014–
2018, which clearly defines Latvia’s interests in the area of cybersecurity. 
Thirdly, Latvia held the Presidency of the Council of the European Union in 
2015 and actively promoted a common understanding of cybersecurity among 
EU institutions. This included the adoption of the “Council Conclusions on 
Cyber Diplomacy” in February 2015 (Council of the European Union), which 
outlined the EU approach to cyber diplomacy and cybersecurity. Fourthly, 
the 2016 Annual Report clearly defines that cybersecurity would be one of 
Latvia’s priorities for the same year, as the country coordinating the pro‑
gramme of Baltic and Nordic cooperation (NB8). Thus, the 2016 Annual 
Report (Ministry of Foreign Affairs of the Republic of Latvia, 2016a) high‑
lights the importance of regional dimensions for promoting cooperation in 
cybersecurity.

Analysing foreign policy reports in the following years (Latvian Ministry of 
Foreign Affairs, 2017a, 2023a; Latvijas Republikas Ārlietu ministrija, 2022), sev‑
eral recurring themes can be highlighted. One of the most frequently mentioned 
topics is the significance of the improved EU Cyber Diplomacy Toolbox, which 
allows Latvia, along with other EU member states, to respond by applying cyber 
sanctions. Additionally, the foreign policy reports emphasise that a number of 
malicious cyber activities are related to Russia and China. In this context, Latvia 
 supports the ongoing review and improvements to the EU cybersecurity regula‑
tions, addressing identified deficiencies in the current framework. The reports also 
highlight issues such as the implementation of the EU Toolbox on 5G cybersecu‑
rity, building resilience in hybrid security, including cybersecurity and combat‑
ing disinformation, considering the possibility of applying sectoral sanctions in 
the event of a cyberattack, establishing the UN Cyber Programme of Action, and 
continuing to advocate for the creation of a transparent mechanism for action and 
cooperation with the private sector.

In addition to the Latvian foreign policy reports, each year the Minister of For‑
eign Affairs gives a speech at the Foreign Policy Debate to the Parliament (Saeima). 
Typically, this speech outlines Latvia’s foreign policy priorities, strategies, and 
responses to current international developments. Moreover, it also serves as a plat‑
form for discussing the implementation of foreign policy goals and addressing any 
emerging challenges in the international arena. Over the past ten years, the topic of 
cyberspace security has also been included in these speeches. Specifically, in early 
2014, Minister of Foreign Affairs Edgars Rinkēvičs emphasised the increasing 
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significance of cybersecurity during the Foreign Policy Debate in Parliament, 
thereby establishing a clear direction for Latvia’s foreign policy.

The past year proved that questions of cyber policy will be more and more 
significant both at a national level and in international cooperation. As threats 
to our critical infrastructure increase, Latvia must strengthen its capacity to 
protect itself against cyber‑attacks, while at the same time safeguarding dem‑
ocratic freedoms and taking advantage of the opportunities offered by a free 
internet and modern technologies.

(Ministry of Foreign Affairs of the Republic of Latvia, 2014b)

Further, when analysing Latvian cyber diplomacy activities, it is important to dis‑
tinguish the different political formats where diplomats more frequently empha‑
sise cybersecurity threats and underscore the need for action‑oriented activities to 
address cybersecurity challenges through international cooperation. In the follow‑
ing section, from a national foreign policy perspective, several political formats, 
frameworks, and themes will be highlighted where the most significant efforts and 
activities in cyber diplomacy can be observed.

Cyber Diplomacy Activities Across Political Formats,  
Frameworks, and Themes

By analysing the activities and statements of the Latvian MFA and consulting with 
Latvian senior cybersecurity and cyber diplomacy experts (personal communication, 
25 June 2024; 3 July 2024), it is clear that Latvian cyber diplomacy prioritises the 
security aspects of global cyberspace. This is evidenced by the responsibilities of 
the Global Security Division within the MFA, which is integrated into the Security 
Policy Department and the broader Directorate of Security Policy and International 
Organisations. Simultaneously, the close interaction between the MFA, the Ministry 
of Defence, and other national institutions highlights the sectoral and multifaceted 
nature of cyber issues. This broad range of topics necessitates the implementation of 
cyber diplomacy in international, regional, and bilateral policy formats.

One of the most prominent policy formats that should be highlighted is the 
UN. Within this framework, Latvian officials have often addressed the evolving 
cyber threat landscape, underscoring the increasing use of cyberattacks in hybrid 
warfare. Speaking at the UN, representatives of the Latvian MFA express the view 
that cyber threats are embedded in almost every aspect of daily life, making cyber‑
security essential for maintaining public safety and economic stability. During the 
Security Council’s High‑Level Open Debate on cyber threats in June 2024, for 
instance, Parliamentary Secretary of the Ministry of Foreign Affairs of Latvia, 
Dace Melbārde highlighted that “today the cyber domain has become the connec‑
tive tissue of the global economic and social development” (Permanent Mission of 
the Republic of Latvia to the United Nations, 2024b).

One of the defining elements of Latvia’s cyber diplomacy is the strong advocacy 
for the establishment of a permanent UN mechanism on cybersecurity (Permanent 
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Mission of the Republic of Latvia to the United Nations, 2024b). For instance, dur‑
ing an Arria‑formula meeting in New York on 4 April 2024, an informal gathering 
of members of the United Nations Security Council, Sanita Pavļuta‑Deslandes, 
Ambassador and Permanent Representative of Latvia, presented Latvia’s position. 
She emphasised the importance of implementing international law in cyberspace, 
strengthening national cyber resilience, and supported the establishment of a UN 
Programme of Action (PoA) on cybersecurity by 2026, while advocating for con‑
tinued involvement of the Security Council in cybersecurity matters:

We do not regard cybersecurity as a matter belonging only to the GA. The 
Security Council should continue to deliberate on cybersecurity matters, 
including to reinforce application of international law in cyberspace. As 
we proceed towards establishment of the PoA, it would be worth exploring 
options for interaction between this mechanism and the Security Council. It 
would help ensure that the Council is kept abreast with the developments in 
the cyber domain and is in position to take the necessary decisions.

(Permanent Mission of the Republic of Latvia  
to the United Nations, 2024a)

Latvian MFA representatives regularly emphasise the UN’s collective responsibil‑
ity in the context of cybersecurity and responsible state behaviour:

There is also more work to be done collectively in implementing the frame‑
work of responsible state behavior in cyberspace. Anticipating the establish‑
ment of a permanent UN mechanism to address cybersecurity, known as 
“Program of Action”, we see potential for new synergies between the Coun‑
cil and the General Assembly in this field.

(Permanent Mission of the Republic of Latvia  
to the United Nations, 2024b)

Over the last five years, the United Nations Open‑ended Working Group (OEWG) 
on developments in the field of information and telecommunications in the con‑
text of international security has become an important political format for Latvia’s 
cyber diplomacy. The OEWG was established by the UN General Assembly in 
December 2018 through resolution 73/27. This group was created to address issues 
related to cybersecurity and to develop norms, rules, and principles of responsible 
behaviour of states in cyberspace. One of the operative paragraphs of resolution 
73/27 is 1.7., which emphasises the need for each state to safeguard their critical 
infrastructure against cyber threats:

States should take appropriate measures to protect their critical infrastructure 
from ICT threats, taking into account General Assembly resolution 58/199 of 
23 December 2003 on the creation of a global culture of cybersecurity and the 
protection of critical information infrastructures, and other relevant resolutions.

(United Nations, 2018)



160 Cybersecurity in Latvia

Latvia actively engages in the OEWG on cybersecurity, aligning with EU positions 
to advocate for a secure cyberspace. In their statements, Latvian diplomats support 
developing international norms and applying international law in cyberspace, con‑
demning malicious cyber activities and promoting multi‑stakeholder engagement 
to boost cyber resilience (personal communication with Latvia’s cyber diplomacy 
expert, 3 July 2024). Discussions frequently highlight the significant digital and tech‑
nological divide among UN member states. While some focus on the impacts of 
emerging technologies like AI and quantum computing, many countries struggle to 
implement basic cybersecurity measures, such as developing national  cybersecurity 
strategies and identifying critical infrastructure (The GIP Digital Watch, 2024; per‑
sonal communication with Latvia’s cyber diplomacy expert, 3 July 2024).

Further, the common aspects of Latvia’s cyber diplomacy and its posi‑
tions on cybersecurity within the United Nations OEWG have an emphasis on 
 capacity‑building and tailored approaches, recognition of increasing cyber threats, 
international cooperation and dialogue, multi‑stakeholder engagement, focus on 
practical and action‑oriented measures and alignment with broader UN and EU 
efforts. For instance, on 10 May 2024, in New York, the OEWG Chair organised 
a Global Roundtable on ICT security capacity‑building, a high‑level meeting 
open to capacity‑building practitioners, state representatives, and various stake‑
holders. During a roundtable, held under the auspices of the UN, representatives 
from various countries, international organisations, cybersecurity experts, industry 
leaders, and civil society stakeholders addressed key challenges including cyber 
threat awareness gaps, a shortage of cybersecurity professionals, and the impact 
of the digital divide on global cybersecurity vulnerabilities (UNIDIR, 2024). In 
this high‑level event, Latvia’s representative emphasised the uneven playing field 
created by rapid ICT advancements, which leave gaps and vulnerabilities. Further, 
Latvia’s representative recommends customised capacity‑building methods that 
match the specific needs of each state, particularly small states. Being critique of 
the “one‑size‑fits‑all” approach in capacity‑building, Latvia underscored the efforts 
of its information technologies security incident response institution (CERT.LV), 
which provides assistance to countries of similar size, including those in the West‑
ern Balkans (The GIP Digital Watch, 2004).

When discussing diplomatic struggles within the OEWG, it is essential to high‑
light the ongoing debates about norms, principles, and regulations. The discussions 
have been dominated by two main approaches: Russia and its allies, such as Syria, 
continue to advocate for the creation of new, legally binding norms, while EU 
member states, including Latvia, and like‑minded countries stress the importance 
of focusing on the implementation of existing voluntary norms. A significant argu‑
ment from the group of like‑minded states is that the priority should be on achiev‑
ing a broader and more consistent application of current norms, particularly by 
developing countries, rather than diverting attention to new norms that could fur‑
ther burden these nations already facing challenges in implementing existing stand‑
ards (personal communication with Latvia’s cyber diplomacy expert, 3 July 2024). 
In this context, it is worth noting Lucas Kellos (2024, p. 127) general yet insightful 
observation. Analysing the differing perspectives on cybersecurity between major 
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nations, he writes, “when Western nations speak of cybersecurity, they often refer 
to vital infrastructure protection; when China and Russia discuss it, they typically 
refer to domestic information controls”.

In examining cyber diplomacy activities in the context of the UN, it is impor‑
tant to note Latvia’s candidacy in the 2025 UN Security Council elections. On 
9 November 2023, Latvia officially launched its campaign for a United Nations 
Security Council (UNSC) seat in New York. Under the campaigns motto, “Together 
for Peace and Resilience”, Latvia seeks support from at least two‑thirds of UN 
Member States in the 2025 election for the 2026–2027 term on the Security Coun‑
cil (Ministry of Foreign Affairs of the Republic of Latvia, 2023b). Following the 
approval of the thematic lines of action for the campaign by the Cabinet of Minis‑
ters in April 2023, the Interinstitutional Working Group, headed by the Ministry of 
Foreign Affairs and collaborating with public, non‑governmental, and private sec‑
tor representatives, developed campaign lines. One of the key focus areas includes 
solutions for security, particularly cybersecurity (Ministry of Foreign Affairs of the 
Republic of Latvia, 2023b). The MFA has stated that “membership of the UNSC 
will be one of key instruments in pursuit and protection of Latvia’s foreign policy 
interests, as well as making it possible for Latvia to expand the scale of its coop‑
eration” (Ministry of Foreign Affairs of the Republic of Latvia, 2023c). Moreover, 
Latvia also leverages the UN to advocate for the interests of smaller nations, build 
global support for Ukraine’s territorial integrity and sovereignty, and denounce 
Russia’s aggression. In its role in the UNSC, Latvia aims to prioritise issues such as 
bolstering international law, advancing cybersecurity, eliminating sexual violence 
in conflicts, and combating disinformation. According to the Ministry of Foreign 
Affairs of Latvia, “membership of the UN Security Council (UNSC) in 2026–2027 
is one of the long‑term objectives of Latvia’s foreign policy, also set out in the 
National Development Plan of Latvia for 2021–2027” (Ministry of Foreign Affairs 
of the Republic of Latvia, 2024d).

As resilience is the overarching theme of the campaign’s lines of action (Minis‑
try of Foreign Affairs of the Republic of Latvia, 2023c), Latvian diplomats both at 
headquarters and in diplomatic missions abroad are engaging in pre‑election activi‑
ties by addressing UN member states. To enhance Latvia’s international visibility 
and strengthen its first‑time bid for a seat as an elected member of the UNSC, a 
significant role has been assigned to the Permanent Mission of the Republic of 
Latvia to the United Nations and the activities they organise.

One notable activity of the “Together for Peace and Resilience” campaign that 
should be highlighted is a thematic discussion organised by Latvia at the UN on 
strengthening resilience in cyberspace. Held on 9 July 2024, this event was a collab‑
oration between the Permanent Mission of Latvia to the United Nations, Bahrain, 
Colombia, and the UN Institute for Disarmament Research (UNIDIR) (Ministry of 
Foreign Affairs of the Republic of Latvia, 2024c). Representatives from the Lat‑
vian Ministry of Defence and CERT.LV, alongside experts from Microsoft, Cisco, 
and the Paris Peace Forum, participated in the discussion, which emphasised the 
importance of public‑private cooperation and trust in addressing cyber challenges. 
The event also promoted responsible national behaviour and highlighted Latvia’s 
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experience in cybersecurity. Notably, Latvian cybersecurity experts introduced 
attendees to the new national Cyber Security Law (Ministry of Foreign Affairs of 
the Republic of Latvia, 2024c)

Similar to the UN format, Latvian cyber diplomacy activities within the EU 
context are multilayered and not always easily identifiable. One example is the 
Horizontal Working Party on Cyber Issues, which since 2016 has been respon‑
sible for coordinating the Council’s work on cyber issues, primarily focusing on 
cyber policy and legislative activities. The main objectives of the working party 
are to ensure a unified and harmonised approach to cyber policy, promote coherent 
progress and threat mitigation, expand cooperation, facilitate information sharing, 
set EU cyber priorities, and represent the EU in alignment with its strategic cyber 
policy objectives. Although Latvia is represented in this working party by the rep‑
resentative of the Ministry of Defence to NATO and the EU, it is important to 
highlight that the Latvian MFA is regularly involved in addressing current issues.

As one of the objectives of the Horizontal Working Party on Cyber Issues is 
“ensuring a horizontal working platform providing for harmonisation and a unified 
approach on cyber policy issues”, cooperation with other related working parties as 
well as with the European Commission, European External Action Service (EEAS), 
European Union Agency for Law Enforcement Cooperation (Europol), European 
Union Agency for Criminal Justice Cooperation (Eurojust), European Union Agency 
for Fundamental Rights (FRA), European Defence Agency (EDA), and European 
Union Agency for Cybersecurity (ENISA) means that the scope of issues addressed 
is broad and intensive (Council of the European Union, 2024). Whereas previously, 
meetings of the Horizontal Working Party on Cyber Issues were held once a week, 
they are now organised twice a week, underscoring the importance and relevance of 
cybersecurity issues (personal communication, 25 June 2024; 3 July 2024). It is also 
noteworthy that other working parties, such as the Working Party on Telecommuni‑
cations and Information Society, have also addressed cyber‑related questions within 
their scope (personal communication, June 25, 2024).

When analysing cyber diplomacy in the context of cybersecurity and the EU, 
it is essential to highlight the EU Cyber Diplomacy Toolbox, which is a joint EU 
diplomatic approach in cyberspace. In 2017, the Council of the European Union 
adopted the Framework for a Joint EU Diplomatic Response to Malicious Cyber 
Activities (“Cyber Diplomacy Toolbox”) to enhance the EU’s ability to prevent, 
discourage, deter, and respond to malicious cyber activities. One of the conclusions 
adopted by the Council of the European Union was as follows:

The EU recalls its conclusions on the EU Cybersecurity strategy, in particu‑
lar its determination to keep cyberspace open, free, stable and secure where 
fundamental rights and the rule of law fully apply. It also recalls its Conclu‑
sions on Cyber Diplomacy, in particular that a common and comprehensive 
EU approach for cyber diplomacy could contribute to conflict prevention, 
the mitigation of cybersecurity threats and greater stability in international 
relations.

(Council of the European Union, 2017)
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To strengthen EU positions on cybersecurity issues, the EU’s Cyber Diplomacy 
Toolbox includes various collective measures aimed at addressing cyber threats 
through diplomatic channels. Among the key measures, political statements and 
declarations, diplomatic demarches, sanctions and restrictive measures, promo‑
tion of norms of responsible state behaviour, cyber incident response coordination 
stand out as crucial. Since the EU emphasises the critical importance of foster‑
ing and safeguarding a unified, open, free, and secure cyberspace (Council of the 
European Union, 2015), in Article 8 of the Revised implementing guidelines of the 
Cyber Diplomacy Toolbox, the Council also outlines the following:

The measures in the Cyber Diplomacy Toolbox could be used in tandem with 
other Union measures such as those reflected in the Network and Information 
Security Directive, the Directive on Attacks against Information Systems, as 
well as measures by EUIBAs, including by the EU Cybersecurity Agency 
(ENISA) and the Computer Emergency Response Team for the EU institu‑
tions, bodies and agencies (CERT‑EU), and EU networks, in line with their 
legal mandates and institutional autonomy, to prevent, discourage, deter and 
respond to and immediately recover from malicious cyber activities which 
may originate from a state or non‑state actor or transit through a States’ ter‑
ritory. The measures could inter alia be used to encourage a State to ensure 
that its territory is not used for malicious cyber activities, or to induce a State 
to refrain from, or cease activities that are undertaken under its direction or 
its control.

(Council of the European Union, 2023)

The transnational nature of cybercrime, which is a driving force behind strength‑
ening cyber diplomacy, necessitates a robust framework for conducting criminal 
investigations and prosecutions (Dragomir, 2021). Consequently, an important 
aspect of cyber diplomacy is responding to cyberattacks, and each country has its 
own approach to accountability and cyber incident attribution. In this context, it is 
important to note that different countries may have varying procedures regarding 
whether perpetrators are named and how they are identified. Some countries may 
choose to specifically name the responsible states or actors, while others may opt 
for expressing solidarity without attribution. The Latvian MFA closely monitors 
how cyber incident attribution unfolds internationally, such as within the EU, and 
takes on a coordinating role in this regard. As public attribution is inherently com‑
plex and involves various trade‑offs (Egloff & Smeets, 2021), Latvian representa‑
tives focus on analysing cyber evidence and fostering international collaboration to 
ensure the accurate identification of perpetrators. Overall, this process involves a 
combination of technical analysis, diplomatic engagement, and international coop‑
eration to address and attribute cyber incidents. According to Article 38 of the 
National Cybersecurity Law (2024), the Cabinet of Ministers will establish the 
criteria and procedures for Latvia’s cyber incident attribution. At the same time, 
the new law stipulates that the Cabinet of Ministers must determine the criteria and 
procedures for cyber incident attribution by 1 April 2025.
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In June 2020, the EU implemented its sanctions regime for the first time, with 
restrictive measures being enforced in July 2020 against six individuals and three 
entities from the Russian Federation and the People’s Republic of China (Drago‑
mir, 2021, p. 47). Since the establishment of the sanctions regime, the Latvian MFA 
has expressed solidarity with countries affected by cyber incidents, highlighting 
its commitment to responding to cyberattacks. One example is the joint statement 
from December 2023 (Latvijas Republikas Ārlietu ministrija), in which Latvia 
strongly condemns malicious cyber activities targeting democratic institutions and 
elections. This statement was issued by the High Representative on behalf of the 
European Union concerning the protection of democratic processes against mali‑
cious cyber activities.

While Latvia’s most visible national cyber diplomacy activities are associated 
with active representation in the EU and UN, equally significant dimensions of 
cyber diplomacy are NATO and OSCE formats, as well as regional, bilateral, and 
specialised intergovernmental political formats. For instance, the Latvian MFA 
has regularly utilised NATO (Ministry of Foreign Affairs of the Republic of Lat‑
via, 2021e) to address cybersecurity issues. At one such event, a side event of 
the NATO Foreign Ministers Meeting, the Minister of Foreign Affairs of Latvia, 
Edgars Rinkēvičs, highlighted the collective responsibility of NATO member states 
to confront these challenges:

We are in an everlasting and fierce competition with our adversaries in all 
domains of new and emerging challenges and threats. Be it hybrid, cyber, 
space or any new technology. The Allies have to be ready to address them. 
We see that hybrid actions have become a preferred and dominant modus 
operandi by our adversaries.

(Ministry of Foreign Affairs of the Republic of Latvia, 2021e)

Within the framework of the OSCE, Latvian diplomats have also advocated for a 
free, open, and secure cyberspace, including urging Russia to honour its international 
obligations and adhere to responsible state behaviour in cyberspace. For example, in 
the Statement of the Republic of Latvia at the OSCE Permanent Council, the Perma‑
nent Representative of Latvia, Ambassador Katrīna Kaktiņa, emphasised:

We call on Russia to respect their international obligations and commitments 
to uphold international law and act within the framework for responsible state 
behavior in cyberspace as affirmed by all members of the United Nations.

(Permanent Representation of the Republic of Latvia to the UN,  
OSCE and other international organizations in Vienna, 2024)

Cybersecurity, much like other current issues such as combating disinformation, 
is regularly addressed in bilateral relationship formats. In this context, it is cru‑
cial to highlight the yearly cybersecurity consultations between Baltic and US 
experts are conducted through close collaboration between Latvia’s Ministry of 
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Foreign Affairs and the Ministry of Defence. Over the past ten years, the scope 
of these discussions has broadened significantly. For example, in 2021 (Min‑
istry of Foreign Affairs of the Republic of Latvia, 2021c), the consultations 
covered various cyber threats, including ransomware, botnets, and 5G‑related 
challenges. Furthermore, in these formats, Baltic and US experts also review 
the advancement of cybersecurity issues within international bodies such as the 
United Nations, the OSCE, the EU, and NATO (Ministry of Foreign Affairs of 
the Republic of Latvia, 2021c). The Latvian Ministry of Foreign Affairs has also 
addressed cyber threats and challenges in other bilateral meetings, such as those 
with Moldova, Greece, and the United Kingdom (Ministry of Foreign Affairs of 
the Republic of Latvia, 2022b, 2024a, 2021a).

Further, specialised intergovernmental political meetings have also addressed 
developments in cybersecurity, such as ransomware attacks, botnets, and chal‑
lenges related to 5G, while highlighting advancements in cybersecurity within 
international organisations. One such meeting took place in October 2021, where 
Latvia, alongside Estonia, Lithuania, and the United States, gathered cyber experts 
to discuss ongoing concerns about state‑sponsored cyber threats and issues related 
to the protection of critical infrastructure (Ministry of Foreign Affairs of the 
Republic of Latvia, 2021c). Another notable example is the international cyberse‑
curity session hosted by Latvia in 2019 during an e‑PINE (Enhanced Partnership in 
Northern Europe) meeting in Rīga (LSM.lv, 2019). Launched in 2003, the e‑PINE 
format promotes cooperation between the Baltic, Nordic countries and the United 
States in security policy, neighbourhood policy, and economic relations. Further, 
it is important to note that the MFA has also regularly highlighted cybersecurity 
issues in other political and economic forums, such as the Nordic‑Baltic Eight or 
NB8 (Ministry of Foreign Affairs of the Republic of Latvia, 2023d; LSM.lv, 2019), 
Three Seas Initiative (Ministry of Foreign Affairs of the Republic of Latvia, 2021d) 
and the Bucharest Nine (LSM.lv, 2024a).

Latvia’s cyber diplomacy is characterised not only by the desire to establish 
international norms and regulations in cyberspace but also to achieve international 
agreement on the implementation of clear procedures, including issues related to 
attribution and sanctions. Highlighting ransomware as an example and the need for 
a coordinated response by the international community, Sanita Pavļuta‑Deslandes, 
Ambassador and Permanent Representative of Latvia, to the United Nations notes 
that “the question is not about the rules governing cyberspace, but rather about 
ensuring their implementation” (Permanent Mission of the Republic of Latvia to 
the United Nations, 2024a).

Latvia has been implementing this approach, which focuses on establish‑
ing clear mechanisms internationally for addressing cybercrimes and ensuring 
accountability, including defining state responsibilities, in its cyber diplomacy for 
several years. One event that illustrates this is the e‑PINE (Enhanced Partnership 
in Northern Europe) meeting of cyber experts hosted by Latvia’s Ministry of For‑
eign Affairs in Rīga on 21 October 2019, which included representatives from the 
Baltic States, Nordic countries (NB8), and the United States of America (LSM.lv, 
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2019). The statement circulated by the Latvian MFA summarised the objective of 
the meeting, which is consistent and aligned with Latvia’s national interests:

A special focus was placed on cyber security activities in the European Union 
(EU), including in the G5 context, and on cyber security related processes in 
the UN, which require an active and common approach by the member states 
in order to foster responsible behaviour of states in cyberspace.

(LSM.lv, 2019)

Through interviews with Latvia’s cybersecurity and cyber diplomacy experts (per‑
sonal communication, 25 June 2024; 3 July 2024) and in public statements, Latvia 
has actively contributed to enhancing cybersecurity within EU, UN, and regional 
political formats and has condemned irresponsible behaviour by certain states in 
the cyber ecosystem. For instance, Latvia’s support for the EU’s condemnation of 
malicious cyber activities originating from China is a notable example (Ministry 
of Foreign Affairs of the Republic of Latvia, 2019b). The Declaration by the High 
Representative on behalf of the EU, including Latvia’s position, stated:

We have also detected malicious cyber activities with significant effects that 
targeted government institutions and political organisations in the EU and 
member states, as well as key European industries. These activities can be 
linked to the hacker groups known as Advanced Persistent Threat 40 and 
Advanced Persistent Threat 31 and have been conducted from the territory of 
China for the purpose of intellectual property theft and espionage.

(Council of the European Union, 2021)

Furthermore, in various international and regional political formats, Latvia empha‑
sises the growing significance of digital technology and the corresponding rise 
in cyber risks, including the cyber dimension of Russia’s war and aggression in 
Ukraine. As the Parliamentary Secretary of the Ministry of Foreign Affairs of Lat‑
via states:

There is a growing number of cases where critical infrastructure, including 
critical information infrastructure, has been targeted in cyber‑attacks threat‑
ening with catastrophic “real world” consequences. Furthermore, we have 
witnessed cyber‑attacks to become integral part of Russia’s full‑scale aggres‑
sion against Ukraine.

(Permanent Mission of the Republic of Latvia  
to the United Nations, 2024b)

Reflecting on the last decade, Latvian foreign policy has been marked by a steadfast 
willingness to confront challenges head‑on and communicate openly. In achieving 
its foreign policy goals, Latvia’s cyber diplomacy exemplifies this approach. With 
the onset of Russia’s war in Ukraine, the variety and tactics of cyberattacks have 
diversified. According to researchers at the Centre for Strategic and International 
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Studies (Mueller et al., 2023), recent years have seen Russian operations increas‑
ingly combine sophisticated espionage with criminal malware campaigns. Recog‑
nising that Russia has been behind a series of cyberattacks and that these actions 
are part of Russia’s aggressive foreign policy and the war in Ukraine, the Latvian 
Ministry of Foreign Affairs has consistently highlighted in international, regional, 
and bilateral formats how these issues are closely interconnected. Emphasising 
Russia’s war of aggression, there is a strong focus on the need for the EU and 
NATO, as well as cooperation with like‑minded states, to support Ukraine and hold 
Russia accountable in all available international forums.

One event reflecting the holistic view of Latvian foreign policy towards Russian 
actions and cyber threats is the meeting between the Minister of Foreign Affairs, 
Baiba Braže, and the German Federal Minister for Foreign Affairs, Annalena Bae‑
rbock, during a working visit on 1 July 2024 in Berlin. In a discussion on security 
matters, the Latvian minister emphasised:

Russia’s politics is war. Russia’s foreign policy is becoming increasingly 
destabilizing, including through regular and increasingly aggressive hybrid 
threats and cyber‑attacks, in a bid to cause anxiety among the public and 
raise doubts about the Allied support to Ukraine. We do not currently have 
any direct military threat, and this is thanks to Ukraine’s success on the 
 battlefield – Ukraine is also fighting for all of us.

(Ministry of Foreign Affairs of the Republic  
of Latvia, 2024b).

In this context, it is important to add that, describing the situation in Latvian cyber‑
space, the Constitution Protection Bureau (SAB), a state security service supervised 
by the Cabinet of Ministers in Latvia, highlighted in the Annual Public Report 2023 
that “in most cases, the source of cyber threats was Russia” (The Constitution Pro‑
tection Bureau (SAB), 2023). Additionally, in 2024, SAB has observed that Latvia 
and other European countries continue to face significant cyber threats from Russia 
and its supporting hacktivist groups. DDoS attacks persist against Latvia, targeting 
public institutions, critical infrastructure, and service providers, including those in 
the financial, transport, and communications sectors, as well as private companies 
(The Constitution Protection Bureau (SAB), 2024).

Taking the above into account, it can be concluded that Latvia’s proactive and 
transparent stance in cyber diplomacy and its resolute condemnation of hostile 
cyber activities underscore its commitment to safeguarding both national and 
international cybersecurity, while reinforcing collective defence measures within 
international organisations such as the UN and EU, and utilising regional political 
formats and bilateral diplomatic opportunities.

Conclusion

One of the authors, describing how small states are engaged in norm entrepreneur‑
ship, writes that “an important element of cyber power is the ability to influence 
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and shape norms and regulation in relation to cyberspace and cybersecurity in par‑
ticular” (Myatt, 2021, p. 252). Looking retrospectively at the work of the Latvian 
Ministry of Foreign Affairs over the past decade, and especially in recent years, 
one can observe a willingness and commitment to implement proactive cyber 
diplomacy, thus taking on an active role in the adaptation and development of new 
norms for state behaviour in cyberspace. One example of this political engagement 
is Latvia’s active involvement in the OEWG.

In recent years, one of the key activities in cyber diplomacy has increasingly 
focused on shaping and defining international norms, regulations, and standards 
in cyberspace. As the global technology ecosystem evolves and malicious cyberat‑
tacks become more frequent, Latvia’s cyber diplomacy is characterised by a firm 
stance and strong support for the application of international law and norms in 
cyberspace.

Examining cyber diplomacy from a national foreign policy perspective, it is 
important to highlight several political formats where the most significant activities 
were observed. At the international level, notable activities include those within 
the UN, particularly the OEWG, and the EU, especially in the context of the EU 
Cyber Diplomacy Toolbox. In addition to activities within NATO and the OSCE, 
regional formats, particularly e‑PINE and NB8, are also significant. Furthermore, 
the Latvian Ministry of Foreign Affairs has engaged in bilateral meetings with 
like‑minded countries to address cyber threats and agree on ways to strengthen 
international norms and regulations, as well as the principles of responsible state 
behaviour in cyberspace.

Analysing official statements and conducting consultations with Latvian cyber 
diplomacy and cybersecurity experts, several common aspects of Latvian cyber 
diplomacy can be identified. First, Latvian diplomats have consistently advocated 
the need for international and regional cooperation to tackle cybersecurity chal‑
lenges. One of the best examples is how Latvia promotes the establishment of a 
permanent UN mechanism for cybersecurity to ensure continuous and structured 
dialogue and cooperation among states. As such, Latvia supports the proposal to 
establish the UN Programme of Action (PoA) on cybersecurity no later than 2026 
(Permanent Mission of the Republic of Latvia to the United Nations, 2024a). Sec‑
ond, Latvia aligns its statements with broader EU positions on cybersecurity, indi‑
cating a coordinated regional approach, as well as with the broader objectives of the 
United Nations, particularly in enhancing global cybersecurity governance. Work‑
ing in alignment with the statements of the EU and joint activities of like‑minded 
countries at the OEWG, Latvia has repeatedly emphasised that cybersecurity mat‑
ters deserve a permanent UN mechanism. Third, it is acknowledgement of increas‑
ing cyber threats and the need for proactive measures to combat the rising threats 
in cyberspace, including cyberattacks on critical infrastructure, state‑sponsored 
threats, politically motivated attacks, and the misuse of technologies such as AI. In 
this context, Latvian officials in the UN and EU have also highlighted the impor‑
tance of public education on cyber hygiene and the provision of cybersecurity 
tools. Fourth, Latvia supports practical, action‑oriented initiatives such as training 
activities and providing assistance to states facing similar cybersecurity challenges. 
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Fifth, Latvia highlights the importance of multi‑stakeholder engagement such as 
effective private‑public partnerships and open dialogue among various stakehold‑
ers, including the private sector, civil society, and cross‑sectoral representatives to 
harness all available expertise for cybersecurity efforts. Sixth, Latvian diplomats 
have been consistent in addressing the importance of capacity‑building for enhanc‑
ing global cyber resilience. For instance, in the UN format, Latvia stresses that 
a “one‑size‑fits‑all” approach is not effective. Instead, capacity‑building efforts 
should be customised to meet the specific needs and contexts of individual coun‑
tries, especially small states (The GIP Digital Watch, 2024).

One aspect that hinders the implementation of a more comprehensive cyber 
diplomacy is related to the lack of human resources. In this context, it is impor‑
tant to note that the EU is working on new cybersecurity regulations, such as the 
Cyber Resilience Act, which requires manufacturers to place compliant products 
on the EU market by 2027. Implementation issues will require resources and 
establish the legal basis for cybersecurity. Both new regulations and the broad 
range of topics, as well as the emerging cybersecurity threats, indicate that the 
Latvian MFA will need to significantly strengthen its capacity in cyber diplomacy 
matters, given its horizontal dimension and the involvement of many stakehold‑
ers. Additionally, it is important to note another component of cyber diplomacy: 
communication whose role will only grow in the coming years. In the context of 
cybersecurity, communication is very important, as also noted by a senior cyber‑
security and cyber diplomacy experts (personal communication, 25 June 2024; 3 
July 2024). It is crucial for Latvia, as a small country, to ensure expertise, work 
on cyber regulations, be heard, understand the latest trends in cybersecurity, and 
involve the private sector.

Overall, evaluating the work and statements of the Latvian MFA, as well as 
consulting with Latvian cyber diplomacy and cybersecurity experts, it can be 
concluded that the MFA, as the leading state administration institution in foreign 
affairs, is active internationally and makes a significant contribution to Latvian 
state administration institutions. Moreover, this approach is consistent with Shaun 
Riordans (2016) observation that cyber diplomacy “should mean applying diplo‑
matic methods and mindset to resolve issues in cyberspace”.
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Introduction

In an era marked by rapid digitization and enhanced digital interconnectedness, 
cybersecurity has emerged as an integral facet of national and corporate strategies 
worldwide. As countries, including Latvia, progressively translocate their opera‑
tions into the digital realm, the imperative to secure digital infrastructures against 
advanced cyber threats has grown substantially. Despite cybersecurity being per‑
ceived as a key concern by a significant majority (75%) of industry experts, a mere 
16% believe that their organization is aptly equipped to counteract these cyber 
challenges (Iaiani et al., 2021). The potential financial impact of these deficiencies 
in cybersecurity measures is substantial.

Regrettably, numerous institutions continue to adhere to a reactive posture with 
regard to cybersecurity, invariably leading to their security frameworks trailing the 
rapid progression of business and digital technology norms. It is absolutely crucial 
that there is a strategic redirection toward a transformative approach to cybersecurity 
(Grima et al., 2023). This adaptation should involve proactive strategies for rapidly 
mitigating cyber risks and integrating budding digital technologies with confidence, 
and in a manner that aligns with organizational and national strategic goals.

In a world where technology advancements and the growth in digital intercon‑
nectivity have given birth to a new era of intricate and widespread cyberattacks, swift 
and decisive action is needed. Modern technological developments have equipped 
cybercriminals with tools to automate and launch more sophisticated attacks (Sarker, 
2023). The rapid expansion of the digital landscape, encompassing smartphone 
usage, tablets, Internet of Things devices, cloud computing platforms, and social 
media, amongst others, has amplified the potential arenas for cyberattacks.

Historically, cybercrime has undergone a drastic evolution, from modest pranks 
to intricate and damaging attacks, which results in significant economic costs esti‑
mated to be in trillions annually on a global scale. It is imperative to study and 
address these evolutions as part of the broader discourse concerning cybersecurity 
(Mallick & Nath, 2024).

This chapter delves into the evolution of Latvia’s cybersecurity landscape, offer‑
ing a comprehensive analysis of its current state, identifying predominant chal‑
lenges, and projecting future developments. It aims to provide insights into how 
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Latvia can fortify its cybersecurity measures to ensure a resilient digital environ‑
ment for its citizens and enterprises.

Literature Review

The exploration of cybersecurity in the digital era, particularly within the context 
of Latvia, reveals a complex landscape shaped by various factors including legisla‑
tive frameworks, institutional responses, and the evolving nature of cyber threats. 
This literature review synthesizes existing research to provide a comprehensive 
understanding of these dynamics, focusing on the current challenges faced by Lat‑
via and the measures being implemented to enhance its cybersecurity posture.

Latvia’s cybersecurity framework is significantly influenced by its member‑
ship in the European Union (EU) and NATO, which necessitates compliance with 
broader regional cybersecurity policies. The EU Cybersecurity Act has established 
a foundational legal framework that mandates member states to enhance their 
cybersecurity capabilities, thereby fostering cooperation among nations. This act 
is complemented by Latvia’s National Cybersecurity Law, which outlines specific 
responsibilities and protocols for both public and private sectors in managing cyber 
threats (Done, 2022).

The challenges Latvia faces in the realm of cybersecurity are multifaceted. The 
increasing sophistication of cyberattacks, particularly in the wake of the COVID‑19 
pandemic, has underscored the need for proactive measures and collaborative 
approaches to cybersecurity (Haryanto & Ramli, 2023). Research indicates that 
traditional cybersecurity measures are often insufficient to combat the dynamic 
nature of these threats, necessitating the integration of advanced technologies such 
as artificial intelligence (AI) and machine learning (ML) to enhance detection and 
response capabilities (Pissanidis, 2024). Moreover, the literature highlights the 
importance of human factors in cybersecurity, emphasizing that individual behav‑
iors and decision‑making processes significantly influence vulnerability to cyber 
threats (Skrodelis et al., 2020).

The centralization of cybersecurity efforts has emerged as a key trend in Lat‑
via’s approach to managing cyber risks. This trend is characterized by the con‑
solidation of resources and expertise within centralized institutions, which can 
lead to improved coordination and efficiency in responding to cyber incidents 
(Yanakiev, 2020). However, this centralization also poses risks, including potential 
bottlenecks in decision‑making and the challenge of ensuring that localized needs 
are adequately addressed (Górka, 2023). The balance between centralization and 
decentralization is critical, as it impacts the overall effectiveness of cybersecurity 
strategies in addressing both national and regional threats.

In examining the case studies of major Latvian organizations, it becomes evident 
that cybersecurity practices vary significantly across sectors. These organizations 
face unique challenges, influenced by their operational contexts and the specific 
threats they encounter. For instance, the financial sector may prioritize compliance 
with stringent regulatory requirements, while the healthcare sector must navigate 
the complexities of protecting sensitive patient data amidst increasing cyber threats 



Cybersecurity Transformation in Latvia 177

(Volkova et al., 2021). By situating these case studies within the broader context 
of global cybersecurity trends, the research highlights the interconnectedness of 
local and global cybersecurity landscapes, illustrating how international events can 
influence national strategies (Done, 2022).

The literature also emphasizes the importance of continuous capacity building 
in enhancing Latvia’s cybersecurity resilience. Comparative studies indicate that a 
nation’s wealth and the robustness of its internet infrastructure are critical deter‑
minants of its cybersecurity capacity (Creese et al., 2021). As such, Latvia’s ongo‑
ing investments in digital infrastructure and cybersecurity training initiatives are 
essential for fostering a culture of security awareness and preparedness among its 
citizens and organizations (Siemers et al., 2021).

In conclusion, the exploration of cybersecurity in Latvia reveals a dynamic 
interplay between legislative frameworks, institutional responses, and the chal‑
lenges posed by an increasingly complex cyber threat environment. The integra‑
tion of advanced technologies, the centralization of cybersecurity efforts, and the 
importance of international cooperation are critical components of Latvia’s strat‑
egy to enhance its cybersecurity resilience. By examining the distinctive practices 
and challenges faced by major organizations within the country, this research con‑
tributes valuable insights into the broader context of global cybersecurity trends 
and their implications for local practices.

Methods and Approach

This study employs a qualitative, multiple‑case study design to examine cyber‑
security transformations within Latvian organizations. A case study method is 
particularly suited for exploring complex, context‑dependent phenomena such as 
national‑level cyber resilience and evolving organizational security measures (Yin, 
2018). The objective is to generate in‑depth insights into cybersecurity practices 
and challenges across diverse sectors in Latvia.

Five major Latvian organizations were selected using purposive sampling to 
capture a broad spectrum of cybersecurity experiences and strategic responses. The 
chosen organizations include:

• Tet: A leading telecommunications and internet service provider.
• Riga Technical University (RTU): The oldest technical university in the Baltic 

region.
• Latvia University of Life Sciences and Technologies (LBTU): A key institution 

representing the academic sector.
• Latvijas Mobilais Telefons (LMT): A state‑controlled telecommunications 

company.
• Latvian State Radio and Television Centre (LVRTC): A central entity in public 

communications and data services.

This selection was guided by criteria outlined by Stake (1995), which recommend 
choosing cases that provide contrasting perspectives on the phenomenon under 
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investigation. By including both public and private sector organizations from dif‑
ferent industries, the study ensures that the findings reflect the multifaceted nature 
of Latvia’s cybersecurity landscape.

Data were collected using a triangulation of methods to enhance the robust‑
ness and validity of the findings (Creswell, 2013). The primary method was 
semi‑ structured expert interviews, supplemented by document analysis and direct 
observations. Specific procedures included:

• Semi‑Structured Interviews: Approximately 25 in‑depth interviews were con‑
ducted in total, with each organization contributing between 4 and 6 key partici‑
pants. Interviewees were selected based on their roles in cybersecurity and IT 
operations—ranging from cybersecurity managers and IT specialists to senior 
executives and policymakers. This approach ensured a comprehensive perspec‑
tive on both strategic and operational cybersecurity challenges.

• Document Analysis: Internal policies, public reports, and relevant legislative 
documents were reviewed to contextualize the cybersecurity measures and stra‑
tegic directions adopted by the organizations.

• Direct Observations: Participation in select cybersecurity forums and events 
provided additional insights into industry practices and emerging trends.

All interview transcripts and documents were systematically coded and analyzed 
using thematic analysis. This process enabled the identification of recurring pat‑
terns and themes related to cybersecurity strategies, regulatory compliance, and 
risk mitigation efforts (Braun & Clarke, 2023). Data were then compared across 
the five cases to discern both shared trends and unique organizational responses, 
contributing to a richer understanding of Latvia’s overall cybersecurity framework.

Global Cybersecurity Landscape

The cybersecurity landscape today is marked by the continuous emergence of 
sophisticated, new, and diverse cyber threats that affect both individuals and 
organizations (Doğrul et al., 2023). Recognizing the crucial role of cybersecurity 
in countering these threats and safeguarding citizens, infrastructure, and future sus‑
tainability, nations worldwide are making substantial investments in this area.

However, the strategic cybersecurity landscape presents several challenges, 
each characterized by its complexity and the evolving nature of digital threats 
(Möller, 2023). These challenges differ fundamentally from conventional cyber‑
security risks and necessitate a deeper understanding and tailored responses. For 
example, the complexity of strategic cybersecurity challenges requires a nuanced 
approach for effective management and mitigation. In turn, this complex land‑
scape aids governments in allocating resources more effectively and implementing 
appropriate defense strategies.

The ever‑changing landscape of cyber threats demands continuous adaptation 
and innovation in cybersecurity strategies to address new vulnerabilities and attack 
vectors. This evolution necessitates a novel taxonomy to classify and categorize 



Cybersecurity Transformation in Latvia 179

these strategic cybersecurity challenges, enriching the understanding of the cyber‑
security environment and aiding in the development of more effective strategies 
(Ogugua Chimezie Obi et al., 2024; Sendjaja et al., 2024). Addressing these chal‑
lenges is crucial for nations to enhance their cybersecurity posture and resilience 
against sophisticated threats in the digital realm.

The report by World Economic Forum and Accenture (2024) offers an in‑depth 
analysis of the current state of cybersecurity challenges and opportunities facing 
organizations worldwide. It highlights several key themes such as cyber inequity, 
geopolitical and technological transitions, cyber skills shortage, cyber resilience, 
and the need for public‑private collaboration. The report serves as a call to action 
for leaders to recognize these challenges and work collaboratively towards a more 
secure and resilient digital future. Additionally, the report provides several recom‑
mendations for enhancing cyber resilience. For instance, integrating cybersecurity 
into enterprise risk management, gaining executive leadership buy‑in, focusing 
on cyber‑resilience essentials, building collaborative ecosystems, understanding 
third‑party risks, and investing in cyber insurance. Implementing these recom‑
mendations can help organizations better prepare for and respond to cyber threats, 
ultimately enhancing their resilience in an increasingly complex digital landscape.

Similarly, the ENISA (2023) report outlines several cyberattack trends observed 
recently. These include the escalation in cybersecurity attacks, the rise of ran‑
somware groups, the expansion of hacktivism, a diverse threat landscape, and the 
impact on critical sectors. Likewise, the World Economic Forum report identi‑
fies several key trends in cyberattacks, such as an increase in sophistication of  
attacks, rise in ransomware and cyber extortion, exploitation of emerging technolo‑
gies, third‑party vulnerabilities, growing exposure to cybercrime, and increased 
targeting of critical infrastructure.

Moreover, the integration of cybersecurity into organizational strategy has 
gained prominence. Rattanapong and Ayuthaya (2025) argue that collaboration 
between cybersecurity professionals and executives is critical for developing 
robust cybersecurity strategies that align with organizational goals. This alignment 
is increasingly vital as businesses transition to digital enterprises, necessitating 
a proactive stance on cybersecurity investments and awareness. Abrahams et al. 
(2023) further explore this intersection, noting that the integration of cybersecu‑
rity with accounting practices is essential for maintaining data confidentiality and 
financial security in a digitized economy.

The need for adaptive cybersecurity cultures is underscored by Gundu (2024), 
who proposes a model that emphasizes continuous learning and adaptation to counter 
evolving threats. This is particularly relevant in the context of remote work, which 
has proliferated since the COVID‑19 pandemic, exposing organizations to new vul‑
nerabilities and necessitating robust cybersecurity measures (Treacy et al., 2023).

Overall, the current cybersecurity landscape is complex and rapidly evolving, 
marked by an increase in cyber threats and strategic challenges. By implement‑
ing recommendations to enhance cyber resilience, integrating cybersecurity into 
organizational strategies, and fostering adaptive cybersecurity cultures, nations and 
organizations can work towards a more secure and resilient digital future.
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Current Cybersecurity Landscape and Strategic  
Directions in Latvia

Latvia’s cybersecurity landscape is experiencing dynamic changes, driven by 
both emerging threats and technological advancements. Insights from the CERT.
lv report (CERT.lv, 2023) and the nation’s Cybersecurity Strategy for 2023–2026 
(Aizsardzības ministrija, 2023) reveal several pivotal trends shaping the country’s 
approach to cyber defense.

Among the most pressing concerns are supply chain attacks, which are antici‑
pated to persist as a formidable challenge. This necessitates not only internal vigi‑
lance but also stringent monitoring of cybersecurity practices among suppliers. 
The intensity of cyberattacks is expected to remain high, demanding continuous 
preparedness and robust defensive mechanisms.

A significant portion of these attacks can be attributed to Russia‑linked hacktiv‑
ists, who pose substantial threats through organized Distributed Denial‑of‑Service 
(DDoS) attacks targeting Latvia and other EU and NATO members. These activi‑
ties are often politically motivated, aligning with Russia’s broader geopolitical 
objectives.

The National Cyber Security Index (NCSI) serves as an authoritative metric 
reflecting the preparedness of countries to preemptively address cyber threats and 
manage cyber incidents. This index, focusing on aspects implemented by central 
governments across four primary pillars—legislation in force, established units, 
cooperation formats, and outcomes—positions Latvia as a leader in the realm 
of cybersecurity. Currently, Latvia holds the 12th rank in the NCSI and 15th in 
the Global Cybersecurity Index (NCSI, 2023), demonstrating the nation’s robust 
cybersecurity policies. These include formidable protection of critical information 
infrastructure, comprehensive cyber threat analysis, efficient personal data protec‑
tion, and stringent measures against cybercrime. However, areas necessitating fur‑
ther enhancement include military cyber defense capabilities, crisis management 
in cyber contexts, global contributions to cybersecurity, and research and develop‑
ment initiatives in this sphere.

The evolving role of AI and ML is also set to revolutionize cybersecurity (Swain 
et al., 2022). AI and ML offer advanced solutions for protecting extensive networks 
and critical infrastructure by enabling real‑time anomaly detection and automated 
incident response (Skrodelis et al., 2024).

Latvia’s Cybersecurity Strategy highlights the critical need to adapt to new 
digital technologies, including AI, big data, quantum computing, 5G, and even the 
emerging 6G. These advancements bring about new cybersecurity requirements, 
making it imperative for both public and private sectors to proactively secure valu‑
able information and digital infrastructures. The evolving landscape also under‑
scores the importance of cultivating specialized cybersecurity professionals to 
meet the growing demands.

The strategic trajectory emphasizes the development of international collabora‑
tions and intelligence‑sharing protocols to enhance collective cybersecurity resil‑
ience. Integrating this multifaceted approach underscores Latvia’s commitment 
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to fortifying its cybersecurity posture amidst a rapidly evolving threat landscape. 
Therefore, continued investment in cybersecurity education, research, and innova‑
tion, coupled with strategic policy enactment, is indispensable for safeguarding 
Latvia’s digital future (Bērziņš, 2023).

The legislative and compliance frameworks discussed above do more than just 
ensure basic cybersecurity standards; they also set the boundaries within which 
organizations pursue broader strategic objectives. As we will see in the follow‑
ing section, these same regulations can serve both as catalysts and as guardrails 
for centralized cybersecurity approaches streamlining resource allocation but also 
introducing certain operational risks.

Compliance Landscape and Legislative Initiatives

As global dependence on digital technologies grows, so too does the sophistication 
and frequency of cyberattacks. Governments and industries alike face escalating 
cybersecurity risks that threaten critical infrastructure, disrupt essential services, 
and compromise sensitive data. Against this backdrop, the EU has taken signifi‑
cant steps to coordinate cybersecurity measures across Member States. The goal 
is to establish common standards, streamline compliance requirements, and foster 
cross‑border cooperation in preventing and responding to cyber threats (Salvaggio &  
González, 2023).

A central component of this approach involves harmonizing legal frameworks 
and clearly defining the responsibilities of governments and organizations in pro‑
tecting digital assets. Several directives and regulations have emerged in recent 
years, reflecting the EU’s commitment to bolstering collective cyber resilience. 
These initiatives also provide guidance on effective governance, risk manage‑
ment, and reporting structures. By encouraging Member States to align their 
national legislation with overarching EU objectives, the EU aims to create a level 
playing field that not only deters cyber threats but also underpins secure digital 
growth.

The following list outlines key EU and Latvian legislative measures that shape 
the cybersecurity landscape, highlighting how these laws work together to enhance 
digital security and resilience across Europe.

• The EU Cybersecurity Act

A cornerstone of this legislative framework is the EU Cybersecurity Act, which 
bolsters the cybersecurity infrastructure across EU Member States (The EU 
Cybersecurity Act, 2019). The Act enhances the mandate of the EU Agency for 
Cybersecurity (ENISA) and establishes a comprehensive certification scheme for 
a broad spectrum of ICT products, services, and processes. Under this scheme, 
certifications issued in one Member State are recognized throughout the EU, 
thereby streamlining compliance efforts for organizations operating within mul‑
tiple jurisdictions.
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• National Cybersecurity Law (NCL) of Latvia

On September 1, 2024, the previous “Information Technology Security Law” 
was repealed and replaced with the new “National Cybersecurity Law”. 
This transition echoed the provisions of the Council of the European Union 
Directive (EU) 2022/2555 (NIS2), adopted on December 14, 2022, aiming to 
enhance resilience among EU companies, standardizing cybersecurity protec‑
tion procedures, and fostering cooperation among member states (Nacionālās 
Kiberdrošības Likums, 2024).

• National Cybersecurity Center (NKDC)

The National Cybersecurity Law also outlines the functions and authority of the 
newly formed NKDC, situated under the Ministry of Defense. As the central 
point of contact for cybersecurity incidents and inquiries, the NKDC takes the 
lead on national cybersecurity management, policy development, and interna‑
tional cooperation (Ministru kabinets, 2022a). Furthermore, Article 13, Section 
3 of the Law mandates regular information‑sharing among the NKDC and other 
relevant institutions, thereby enhancing coordination and fortifying Latvia’s 
overall cybersecurity posture.

• Cybersecurity Strategy of Latvia for 2023–2026

Latvia’s vision for a robust cyber environment is articulated in the informa‑
tional report “On the Cybersecurity Strategy of Latvia for 2023–2026”. This 
strategy underscores the newly assigned responsibilities stemming from NIS2 
implementation, aligning them with national legislation and the mandates of key 
institutions (Ministru kabinets, 2023). By establishing a cohesive vision and des‑
ignating clear roles, the strategy seeks to build a secure and trustworthy digital 
ecosystem within the country. By incorporating these legislative edicts and insti‑
tutional frameworks, Latvia, along with other EU nations, is fostering a robust 
and resilient cybersecurity infrastructure. This not only deters cyber threats but 
also provides a solid platform for continued digital growth and development in 
the future.

The Centralization of Cybersecurity: Benefits and Risks

The technological developments and resource efficiency considerations in recent 
times have heralded a wave of centralization in many aspects of IT operations. 
While centralization offers benefits like resource savings, streamlined services, 
and better cybersecurity in certain aspects, it also introduces a myriad of risks 
and challenges (Liu et al., 2020). This section offers a comprehensive exploration 
of the centralization trend in Latvia, detailing its positive influences, potential 
drawbacks, and some noteworthy incidents that underline the complexity of this 
domain.
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Centralization: An Economical Measure and a Quality Enhancer

The centralization process appears to be a preferred direction for several organiza‑
tions and governmental establishments in Latvia. Notably, resource consolidation 
was outlined as a desired objective back in a 2008 report by the State Land Service, 
aiming to centralize all IT resources for more economical allocation and enhanced 
service development (Valsts zemes dienests, 2008). This consolidation process saw 
fruition in the field with increased server capacity and accelerated internet trans‑
mission speeds enabling the centralization of all IT systems into one location from 
the eight regional departments of the State Land Service.

Moreover, the Cabinet of Ministers in 2013 issued a concept for the organi‑
zational model of State ICT technology management (Ministru kabinets, 2013). 
Although the initial stages of this centralization did not yield the expected savings, 
over time, it provided a unified user support mechanism, standardized procedures 
within the institutions of one sector, and increased the capacity of ICT infrastruc‑
ture maintainers and cybersecurity specialists.

In view of this, the Public Administration Modernization Plan for 2023–2027 
takes it a step further, proposing the standardization and centralization of various sup‑
port functions, such as personnel management, human resources management, finan‑
cial accounting, ICT services, procurement, property management, and other areas 
of public administration (Ministru kabinets, 2022b). The goal is to improve service 
quality and efficiency and offer economic gains. Yet, given the sensitive data these 
systems handle, a high standard of cybersecurity is very important, and the influence 
of cybersecurity risks could grow furnished with a more extensive user base.

Risks Associated with Centralization

While the benefits of centralization are apparent, it does introduce new sets of chal‑
lenges and risks (Chen, 2022):

1 Single Point of Failure: Effectively, centralization can result in the entire oper‑
ations relying heavily on one central point. Any disruption in this central point 
could cause widespread difficulties in service provision.

2 Monopolization: A centralized model could lead to monopolization by manu‑
facturers or suppliers, resulting in restricted choice and potential exploitation.

3 Loss of Control: The owner might lose control over all stages of the informa‑
tion as the control gets concentrated in the central mechanism.

Real‑world examples of these risks materializing are seen in different sectors and 
scenarios:

• The CrowdStrike Case

The CrowdStrike case illustrates the risks of a “single point of failure” strategy. 
An error in a software update resulted in a kernel‑level issue that halted system 
operation. The nation‑wide centralization model compounded the problem as IT 
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personnel were located far from the computer systems, making resolution chal‑
lenging (Weston, 2024).

• The Latvian National Library (LNB) Data Center Incident

The LNB incident serves as another example wherein a system malfunction resulted 
from an IT failure. The issue affected several systems, causing extensive disruption 
and forcing manual operation for certain processes (Kultūras informācijas sistēmu 
centrs, 2024). This reflects the risks inherent in centralizing the IT operations in 
one body that may lack prioritization for cybersecurity undertakings.

• The LVRTC Data Center Incident

A human‑induced error at LVRTC led to an outage of data center services, affect‑
ing mobile operators’ services. This case underscores that human error is still a 
significant risk, further accentuating the need for robust cybersecurity practices 
(LVRTC, 2023).

Centralization Organizations in Latvia

Latvia has increasingly embraced centralization in the realm of information 
technology as a key strategy to enhance efficiency, drive innovation, and foster 
collaboration across its academic and scientific sectors. In an era where digital 
transformation is critical to maintaining global competitiveness, the consolidation 
of IT resources not only streamlines service delivery but also ensures that institu‑
tions can more effectively manage costs, optimize performance, and respond to 
emerging technological challenges. By centralizing IT services, Latvia is able to 
offer uniform, high‑quality support to a wide array of stakeholders—from univer‑
sities and research centers to cultural institutions—thus creating a robust digital 
backbone that supports both educational excellence and scientific inquiry.

In line with this national strategy, targeted initiatives have been launched to address 
the specific needs of Latvia’s higher education and research communities. These 
efforts demonstrate how centralization can drive not only operational efficiency but 
also innovation and collaboration in the academic realm. Two prominent examples 
illustrate this approach: the Association of Higher Education and Science Information 
Technology Shared Services Center (VPC) and the Latvian Academic Data Transmis‑
sion Network. While each initiative has its unique focus, together they form a compre‑
hensive framework that enhances IT service delivery, promotes resource optimization, 
and ultimately supports the country’s academic and research objectives.

Association of Higher Education and Science Information  
Technology Shared Services Center (VPC)

The VPC was established in early 2022 by a consortium of Latvian universities 
and represents a significant percentage of researchers and students in Latvian 



Cybersecurity Transformation in Latvia 185

educational institutions. VPC aims to empower the development and international 
competitiveness of higher education and scientific institutions via high‑quality 
shared IT services. Their current service offerings include high‑performance com‑
puting infrastructure, unified network member identification, and access to the 
National Scientific Activity Information System (VPC, 2024).

Latvian Academic Data Transmission Network

The Latvian Academic Data Transmission Network is another example of IT cen‑
tralization benefiting from a unified system procurement and centralized payment 
system managed by the Ministry of Education and Science (Izglītības un zinātnes 
ministrija, 2023). This network includes universities, research centers, and the 
National Library of Latvia, providing a consolidated landscape for enhanced aca‑
demic and research collaborations. However, these centralizations’ ultimate impact 
on cybersecurity deserves ongoing monitoring, considering the associated risks 
and the increasing network of stakeholders involved.

Balancing Centralization in Latvia’s Cybersecurity Landscape

The centralization of cybersecurity services in Latvia presents both signifi‑
cant opportunities and notable challenges. While organizations like VPC and 
the Latvian Academic Data Transmission Network demonstrate the potential 
benefits of consolidated IT services—including enhanced efficiency, standard‑
ized security protocols, and cost optimization—the documented incidents at 
LVRTC, LNB, and other facilities underscore the inherent risks of centralized 
approaches.

The evolution of Latvia’s centralized IT infrastructure reflects a careful bal‑
ance between resource optimization and risk management. Organizations must 
weigh the economic advantages of consolidated services against the potential 
vulnerabilities of single‑point failures. The experiences of various institutions 
suggest that successful centralization requires robust backup systems, com‑
prehensive contingency planning, and regular security audits to mitigate risks 
effectively.

As Latvia continues to develop its cybersecurity infrastructure, the lessons 
learned from both successful implementations and encountered challenges pro‑
vide valuable insights for future initiatives. The establishment of organizations 
like VPC and the implementation of unified networks demonstrate the govern‑
ment’s commitment to enhancing digital security while pursuing operational 
efficiency.

These observations set the stage for a deeper examination of how individual 
organizations navigate the complexities of cybersecurity transformation. The 
following case studies of five major Latvian organizations will provide concrete 
examples of how these institutions balance centralization with security require‑
ments, implement various cybersecurity measures, and address the evolving chal‑
lenges in their respective sectors.
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Cybersecurity Transformation Case Studies

The manifestation of the digital paradigm shift and the exponential increase in 
cyber threats have prompted a surge in research and initiatives geared towards 
cybersecurity enhancement globally. This section elucidates the transforma‑
tional cybersecurity journeys of five significant organizations in Latvia—SIA 
Tet, RTU, LBTU, LMT, and LVRTC. Each case study will explore the unique 
strategic shifts, developments, and challenges experienced by these entities 
from 2019 to 2024.

The narrative derived from data collection, interviews, and comprehensive 
analysis of their cybersecurity initiatives is designed to provide a nuanced under‑
standing of their experiences. Moreover, it will present institutionalized evidence 
for the theoretical and practical enhancements in cybersecurity practices. This will 
significantly contribute to the understanding and growth of cybersecurity science 
and the development of safer global digital landscapes.

Case Study 1—Tet

The past five years have witnessed a significant transformation in the cyber‑
security landscape of leading Latvian enterprises, exemplified by Tet, a major 
player in the nation’s technological sphere. Formerly known as Lattelekom, Tet 
is now one of the largest Latvian internet service providers and a leading com‑
pany in telecommunications, technology, and entertainment. Through extensive 
interviews and data collection, this chapter explores the key developments and 
strategic shifts in Tet’s cybersecurity initiatives from 2019 to 2024, providing 
a nuanced understanding of their experience and journey toward a more secure 
digital environment.

Organizational Evolution of the Cybersecurity Team

One of Tet’s most notable advancements has been the evolution of its cybersecurity 
team into a distinct structural unit. Initially a single‑person operation in 2016, the 
team expanded to four members by 2018 and reached a robust team of ten cyber‑
security professionals by 2024. This growth reflects Tet’s increasing recognition of 
cybersecurity as a critical component of its operational framework, necessitated by 
the growing complexity and frequency of cyber threats.

Transition to a Zero Trust Architecture

Tet’s security perimeter concept has undergone a paradigm shift, influenced by the 
proliferation of cloud services, remote work, and enhanced collaborations with 
external partners. The clear boundaries that once separated internal networks from 
the untrusted external internet have blurred, prompting Tet to implement a “zero 
trust” architecture. This model assumes that threats could exist both inside and 
outside the traditional perimeter, thus requiring stringent verification processes for 
every access request. This strategic shift has successfully redefined Tet’s security 
posture in practice.
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Enhanced Update Frequency

The cadence of cybersecurity updates at Tet has shifted dramatically—from annual 
updates to quarterly, then to monthly updates. The company is rapidly advancing 
towards continuous updates, where vulnerabilities are patched as soon as they are 
discovered. This agile approach ensures that Tet remains ahead of emerging threats 
and minimizes the window of exposure, enhancing the overall security posture of 
their digital assets.

Increasing Dependence on IT Continuity

The dependence on reliable IT resources has only grown, reinforcing the criti‑
cal need for digital resilience. Tet recognizes that the availability of IT services 
directly correlates with operational capabilities. As a result, there is a concerted 
effort towards ensuring continuity and readiness, thereby positioning Tet to swiftly 
recover from disruptions and maintain service integrity.

Continuous Vulnerability Monitoring and Testing

Vulnerability monitoring and regular testing, which were once sporadic and limited 
to initial operational phases, have become continuous processes at Tet. The firm 
strictly adheres to ongoing assessments and real‑time monitoring to identify and 
address security flaws proactively. This persistent vigilance is crucial for sustaining 
robust cybersecurity defense mechanisms.

Evolution in DDoS Attack Mitigation

The nature of DDoS attacks has evolved, with a pronounced shift towards 
 application‑level (Layer 7) attacks aimed at overwhelming web servers and load 
balancers. In the past, DDoS attacks targeted internet connections and firewalls. 
Recognizing the insufficiency of standard DDoS protection tools, Tet has imple‑
mented advanced Layer 7 DDoS protection solutions, ensuring comprehensive 
security against sophisticated attack vectors.

Regulatory Compliance and Audit Routines

In alignment with the National Cyber Security Act and the Digital Operational 
Resilience Act (DORA) regulations, Tet has intensified its focus on regulatory 
compliance. The firm now mandates adherence to stringent cybersecurity require‑
ments not only for its employees but also for its service providers. Regular compli‑
ance checks and audits have become integral to Tet’s daily operations, reinforcing 
a culture of security and accountability.

Implementation of Web Application Firewall (WAF)

To safeguard its online resources, Tet has deployed and maintained a robust WAF. 
This strategic implementation is pivotal in defending against application‑layer 
attacks, thus securing the integrity and availability of critical web services.
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Case Study 2—RTU

The period from 2019 to 2024 has marked a transformative phase in the cyberse‑
curity posture of RTU, the oldest technical university in the Baltic countries. In 
response to evolving cyber threats and the increasing complexity of digital infra‑
structures, RTU has implemented a series of innovative strategies and technologies 
aimed at bolstering its cybersecurity defenses. This chapter delves into the criti‑
cal developments and lessons learned through RTU’s recent initiatives, providing 
valuable insights into the changing landscape of academic cybersecurity.

Automated Security Management Solutions

RTU has pioneered the development of automated security management solutions 
that actively involve end users. These solutions are designed to mitigate the con‑
sequences of identified security incidents promptly. By automating responses and 
involving the end user in the security process, RTU has reduced the impact of 
security breaches and bolstered its overall security resilience.

The Role of Automation and Big Data

Automation and big data processing have become cornerstones of effective secu‑
rity management at RTU. These technologies are mandatory for the implemen‑
tation of responsive and adaptive security measures, allowing the institution to 
quickly analyze vast amounts of data and respond to security incidents in real time.

User Acceptance of Security Measures

Much like drivers who have adapted to wearing seat belts for safety, RTU users have 
accepted additional cybersecurity burdens. Notable among these measures is multi‑ 
factor authentication (MFA), which has become a standard practice to enhance account 
security. User buy‑in is critical for the successful implementation of security protocols, 
and RTU has seen positive user engagement in adopting these necessary precautions.

Evolving Security Perimeters

The traditional notion of a security perimeter has become increasingly conditional. 
RTU recognizes that simply monitoring the firewall is no longer sufficient. Hence, the 
focus has shifted to ensuring that end‑user devices are securely configured and regu‑
larly monitored. This new approach necessitates comprehensive audits to ensure that 
all devices connected to the university’s network adhere to stringent security standards.

Advanced DDoS Mitigation

RTU has had to adapt to more sophisticated DDoS attacks, which no longer rely 
solely on standard GET or SYN packets. Modern attacks may include modified pack‑
ets incorporating both SYN and GET data. By evolving their DDoS mitigation strate‑
gies, RTU has been able to better defend against these complex attack vectors.
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Cloud Service Vulnerabilities

Cloud‑based solutions have certainly offered cost savings and improved secu‑
rity by centralizing vulnerability patching duties with a single vendor. However, 
attackers have adapted, particularly targeting the widespread use of Microsoft 365 
within the institution. RTU has encountered password‑guessing bots that bypass 
traditional protection methods by trying the same password across multiple user 
accounts rather than targeting individual users. This method has notably targeted 
the @edu.rtu.lv domain, requiring enhanced defensive measures.

Limitations of Multi‑Factor Authentication

While multi‑factor authentication (MFA) adds a significant layer of security, it is 
not a foolproof solution. RTU has experienced instances where users were tricked 
into providing all necessary information, thus allowing attackers to steal authenti‑
cation tokens. These incidents underscore the need for continuous user education 
and advanced authentication methods.

Email Security Challenges

Email continues to be an insecure communication channel, often exploited for 
fraudulent activities such as altering invoice information to divert funds. Despite 
the availability of solutions such as e‑signatures to ensure email authenticity and 
confidentiality, user adoption has been slow, highlighting the ongoing challenge of 
integrating secure communication practices.

Cryptovirus Evolution

Cryptoviruses have become increasingly sophisticated, initially targeting online back‑
ups before encrypting primary data. Additionally, these viruses often exfiltrate sensi‑
tive data before encryption to facilitate future blackmail attempts. RTU’s cybersecurity 
strategies now include measures to detect and counter such threats proactively.

System Aging and Vulnerability Management

The aging of systems and the necessity for timely updates are persistent challenges. 
Even widely used open source programs such as SSH are continuously identified 
with new vulnerabilities. RTU’s approach includes a rigorous schedule for system 
upgrades and vulnerability patching to mitigate this ever‑present risk.

Case Study 3—LBTU

The LBTU, a key regional university, has been experiencing a steady state of 
cybersecurity conditions from 2018 to 2023. Despite having a wide‑reaching IT 
infrastructure with several properties, LBTU faced an average of 29 cybersecu‑
rity incidents each year with no drastic fluctuations or pandemic‑induced changes. 



190 Cybersecurity in Latvia

Through an in‑depth analysis of LBTU’s cybersecurity framework and an interview 
with the institution’s IT director, this chapter outlines key strategies, challenges, 
and the impact of their initiatives on bolstering the cybersecurity environment.

Integration of Cybersecurity in All Projects

Cybersecurity at LBTU is not viewed as a separate entity with an independent 
budget but is considered crucial for every change or investment project. This 
approach ensures that every initiative, from installing solar panels to infrastructure 
upgrades, adheres to robust security protocols, integrating cybersecurity into the 
core operational strategy of the university.

Implementation of Diverse Cybersecurity Measures

LBTU’s cybersecurity framework comprises a variety of measures, from blocking 
suspicious URLs with a DNS firewall to regularly monitoring device performance 
parameters and audit logs. They have implemented a Single Sign‑On mechanism 
for simpler user authentication across multiple systems. Additionally, LBTU’s 
unique tactic of maintaining its private email server sets it apart from other univer‑
sities, providing enhanced spam filtration.

Utilization of the Early Warning System (EWS)

To enhance predictive abilities and proactive defense, LBTU utilizes the EWS, 
scanning the entire network traffic for anomalies and providing an additional layer 
of security that promotes faster detection of potential threats.

Establishing a Private Optical Network

In Jelgava, LBTU has set up a private optical network, linking the central 
building with various faculties and dormitories, significantly reducing network 
latency for accessing roughly 60 systems. This high‑speed private network 
enhances the swift sharing and access of data while also ensuring a secure net‑
work environment.

Cybersecurity Challenges

Like all institutions, LBTU faces several cybersecurity challenges. The scientific 
collaborations of the university, which see frequent access attempts by individuals 
unfamiliar with or indifferent to usage policies, present risks. There are also vulner‑
abilities related to a large number of laptops used by the academic staff that often 
connect to networks beyond LBTU’s control, possibly resulting in outdated soft‑
ware and altered device configurations. Issues with regular updates for all devices, 
servers, and infrastructure elements also highlight resource‑intensive processes 
that must be tackled strategically.
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Extensive VPN and Remote Access

In 2023, as many as 232 users utilized VPN connections, and nine accessed their 
computers remotely. With VPN connections and remote access becoming integral 
to work processes, LBTU faces the challenge of managing such access points 
securely, ensuring their digital operations are protected from potential exposure to 
cyber threats.

Case Study 4—LMT

LMT is a state‑controlled telecommunications company with a multi‑faceted 
approach to cybersecurity, incorporating defense mechanisms within its infrastruc‑
ture while simultaneously offering security solutions to its clients. This chapter 
explores LMT’s unique strategies, policies, challenges, and the impact of its cyber‑
security initiatives, providing insights into how telecommunications companies 
can bolster their cybersecurity defenses.

Integrated Cybersecurity Solutions

LMT has integrated cybersecurity solutions into several of its services, including 
Mobile Internet, Internet for Home, Unlimited Internet+, and Professional Internet, 
in collaboration with Whalebone, a DNS filtration service provider. This blend‑
ing of telecommunications and cybersecurity services marks a strategic shift in 
enhancing digital protection for its clients.

Introduction of the Internet Guard Service

LMT launched the “Internet Guard” service for its customers, designed to protect 
users from cyber threats without the need for additional software installation. In 
October 2023 alone, this service successfully prevented 6.9 million cyber threats, 
including blocking visits to fake online stores and thwarting Command‑and‑ 
Control attack attempts. This indicates the effectiveness and scale of LMT’s cyber‑
security measures.

Convergence of Physical Security and IT

LMT’s Security Service Director acknowledged the intersection of physical secu‑
rity and IT during the Baltic Security Conference. Despite this convergence, LMT 
maintains separate specialists in each area, recognizing the distinctive knowledge 
and skills required for each security facet.

Proactive Strategy Regarding Sanctions

LMT’s foresight in not purchasing from politically “unfriendly” countries, despite 
potential cost advantages, has been beneficial. This proactive approach enables 
LMT to adapt to new requirements and continue offering services to clients in 
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critical infrastructure and military sectors, despite the higher demands imposed by 
sanctions and the NIS2 directive.

Ultimate Impact of Technological Advancements

While emerging technologies offer new possibilities for innovative products such 
as 5G, IoT, and drone technologies, they also intensify the complexity of cyberse‑
curity. Regulatory constraints and the requirement for regular updates to devices 
highlight the intricate challenges in sustaining a secure digital environment amid 
rapid technological advancement.

Collaborative Efforts with Latvian Military

LMT recognizes the potential in securing commercial and military 5G networks 
through collaboration with the Latvian military. Although current efforts are 
exploratory and experimental at this stage, this collaboration sets the stage for 
emerging cybersecurity products and services geared towards military use.

Case Study 5—LVRTC

The LVRTC, a wholly state‑controlled enterprise, offers a myriad of services that 
encompass radio, data transmission, and data centers. With its recent designation 
as the State Electronic Communications Service Centre (VESPC), LVRTC’s role 
in cybersecurity has significantly expanded. This chapter explores the institution’s 
key policies, strategies, challenges, and the role it plays in fortifying Latvia’s digi‑
tal infrastructure against cybersecurity threats.

Designation as the State Electronic Communications Service Centre

With the Cabinet of Ministers Instruction in November 2022, LVRTC was designated 
as the VESPC, enabling it to provide a myriad of services to public entities, public 
corporations, or public‑controlled corporations. This directive allows these bodies to 
access resources and services like cybersecurity, cloud computing, and data centers 
without going through the procedures dictated by the Public Procurement Law.

Implementation of Stringent Service Level Agreements

The directive also mandates LVRTC to ensure several service level agreements 
(SLAs) and protection mechanisms, focusing on safeguarding against DoS attacks 
and aspects like SQL injection attacks. These SLAs ensure the provision of 
high‑security and high‑availability services to all public administration institutions.

Ensuring Data Centre Standards

The data center provided by LVRTC must meet the specifications of certain inter‑
national standards. These include Level 2 of the TIA‑942 standard and Level 2 of 
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the EN50600 standard, ensuring a high‑security, reliable data center that conforms 
to global norms.

Key Role in Providing High‑Security Services

The government’s decision to designate LVRTC as the VESPC emphasizes the 
institution’s capability and potential to contribute towards enhancing the country’s 
cybersecurity landscape. By providing high‑security and high‑availability data 
centers, LVRTC plays a crucial role in ensuring that all public administration insti‑
tutions can access robust cybersecurity resources and services.

Through its recent transition to the VESPC, LVRTC’s role in strengthening Lat‑
via’s cybersecurity framework has become more pronounced, offering critical ser‑
vices in data transmission, data centers, and cybersecurity to other public entities.

An Analysis Across Five Latvian Organizations

Analysis of the presented case studies reveals several common trends that are 
consistently observed across all the organizations, ranging from telecommunica‑
tions companies to academic institutions. These trends reflect both the universal 
challenges posed by the evolving cyber threat landscape and the strategies being 
adopted to mitigate them.

A prevalent trend found across the five organizations is the shift from a 
 perimeter‑based security model to a “zero trust” architecture. This trend is most appar‑
ent in LMT and Tet but is also evident to a certain degree in RTU, LBTU, and LVRTC. 
The increasing complexity of digital networks and the proliferation of remote work 
environments have blurred the boundaries between internal and external networks. 
Hence, the adoption of a zero trust model, where every access request is stringently 
verified regardless of its origin, is becoming a common cybersecurity strategy.

The evolution of DDoS mitigation strategies is another trend noticeable across 
organizations. Entities like Tet, RTU, and LMT have all noted a shift in the nature 
of DDoS attacks, with a significant increase in application‑level (Layer 7) attacks. 
Consequently, these organizations have implemented advanced Layer 7 DDoS pro‑
tection measures to defend against these sophisticated attack vectors.

Continuous vulnerability monitoring and regular system updates are becoming 
integral parts of cybersecurity practices. LMT, Tet, and RTU, for instance, have 
shifted from sporadic assessments and updates to real‑time monitoring and more 
frequent updates. This new approach aids in proactive threat detection and ensures 
timely mitigation of vulnerabilities, enhancing the overall cybersecurity posture.

Another key trend is the increased focus on regulatory compliance. Tet and LMT, 
for instance, have intensified their adherence to national and international cyberse‑
curity regulations. This not only reinforces a culture of security and accountability 
but also helps these organizations align their cybersecurity practices with global 
standards, thereby enhancing their resilience against cyber threats.

A final trend is the integration of cybersecurity in all aspects of operations. 
LBTU and LMT, in particular, demonstrate this by incorporating cybersecurity con‑
siderations into every change or investment project and integrating cybersecurity 
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solutions into their services. This trend underscores the recognition of cybersecu‑
rity as a critical operational component rather than a separate entity.

In summary, the top trends across these organizations highlight the shift towards 
advanced cybersecurity strategies to combat the evolving threat landscape. The 
universal adoption of these trends points towards a more security‑conscious culture 
within organizations, marking significant progress in the field of cybersecurity.

Discussion

The findings from this study provide a panoramic view of Latvia’s cybersecurity 
landscape in the context of global shifts and rising threat vectors. By comparing 
the experiences of five major Latvian organizations—LMT, Tet, RTU, LVRTC, 
and LBTU—the discussion reveals how local strategies mirror international prac‑
tices. These strategies underscore a concerted emphasis on proactive defense 
mechanisms, regulatory compliance, and the balanced pursuit of centralization and 
decentralization for robust cyber resilience.

A central takeaway is the critical role that legislative and institutional frameworks 
play in shaping organizational behavior. For instance, the National Cybersecurity Law 
and the EU Cybersecurity Act have driven Latvian institutions to bolster threat intel‑
ligence, align with strict security standards, and formalize incident response measures. 
This legal context sets the groundwork for consistent risk management while also fos‑
tering an environment where advanced technologies, such as AI and ML, can thrive.

Alignment with Global Trends

Globally, cybersecurity incidents—particularly large‑scale DDoS attacks—have 
grown in sophistication, reflecting an alarming ability to target application layers 
(Layer 7). Latvia has not been immune to this trend, as evidenced by Tet’s and LMT’s 
swift pivot to enhanced DDoS mitigation strategies designed to safeguard critical 
infrastructure. This alignment with global best practices highlights how local organi‑
zations are positioning themselves against internationally evolving threats.

Regulatory compliance and strict adherence to established standards, such as 
those outlined in the Global Cybersecurity Index, further illustrate the synergy 
between local efforts and global priorities. These measures extend beyond mere 
box‑ticking, compelling entities like Tet and LMT to integrate compliance checks 
into their daily routines. As a result, organizations develop a culture of account‑
ability, ensuring that preventive measures and continual audits remain core compo‑
nents of their cybersecurity posture.

Moreover, the adoption of advanced AI and ML tools at RTU resonates with 
worldwide endorsements of automation as a gamechanger in threat detection. 
Real‑time anomaly alerts, automated responses to potential breaches, and predic‑
tive analytics collectively demonstrate how Latvian institutions are embracing the 
same cutting‑edge solutions recommended at international cybersecurity forums. 
In turn, this forward‑thinking approach catalyzes more efficient resource allocation 
and fosters resilience.
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Centralization vs. Decentralization in Cybersecurity

A salient theme emerging from the study is the trend toward centralizing IT 
resources and services. Centralization promises cost efficiency, uniform security 
standards, and streamlined responses to incidents, a point illustrated by large‑scale 
data center initiatives at LVRTC and VPC. These setups allow for shared defenses 
and unified monitoring, thereby reducing fragmentation and improving overall 
situational awareness in the face of escalating threats.

Yet, the drawbacks of a single point of failure remain significant. As shown 
by incidents at the LNB data center and in CrowdStrike’s case, a localized error 
or misconfiguration may ripple across an entire system, potentially causing wide‑
spread service outages. This underscores the importance of implementing robust 
backup sites, distributed architectures, and human‑error minimization protocols as 
counterbalances to full‑scale centralization.

The analysis reveals that some organizations pursue a hybrid model, centraliz‑
ing certain critical functions while allowing decentralized elements for specialized 
tasks or local autonomy. This balanced approach aims to combine the best of both 
worlds: harnessing centralized efficiencies and advanced security measures while 
mitigating the risk of crippling single‑point failures. In the Latvian context, this 
appears particularly apt given the variety of sector‑specific needs—ranging from 
academic collaboration at RTU and LBTU to robust telecom operations at LMT.

Future Outlook and Continuing Challenges

Looking ahead, the drive to embed cybersecurity as an integral, organization‑wide 
principle is poised to intensify. Greater adoption of the zero trust model suggests 
that trust boundaries will continue to shrink, with every system and user regarded 
as a potential threat entry point. Such a paradigm demands more granular access 
controls and enhanced user education—efforts that prove vital as attackers develop 
increasingly refined social engineering techniques.

Regulatory landscapes in the EU are also expected to evolve, further raising the 
bar for compliance. Future revisions to the NIS2 directive and related frameworks 
will likely set stricter requirements on risk assessments, incident reporting, and 
cross‑border cooperation. These directives will stimulate additional cybersecurity 
spending, particularly around continuous monitoring and advanced AI‑based threat 
detection solutions.

Finally, while centralization is on the rise, decentralization remains a potent 
strategy in mitigating systemic risks and fostering adaptability. Organizations 
may leverage decentralized data stores, microservices architectures, or localized 
incident response teams to avoid single points of failure. The long‑term challenge 
involves striking the right balance: ensuring robust, centralized controls without 
stifling the flexibility and redundancy that decentralization can bring. By contin‑
ually refining these approaches, Latvia’s cybersecurity landscape will evolve in 
tandem with global best practices, fortifying the nation’s digital future against an 
ever‑shifting array of cyber threats.
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Conclusion

The research findings underscore the urgent need for nations and organizations—
including those in Latvia—to prioritize cybersecurity as a critical safeguard for 
digital assets and operations. While the financial repercussions of breaches can 
be substantial, the implications extend beyond economic losses, threatening both 
national security and public trust in digital services.

Within Latvia’s landscape, several significant trends have emerged. Supply chain 
attacks persist as a notable threat, necessitating stringent vetting and monitoring 
of third‑party partners. Politically motivated attacks underscore the geo‑strategic 
dimensions of cybersecurity, while the expanding role of AI and ML reveals both 
promising opportunities for rapid threat detection and heightened risks if misused by 
attackers. New and emerging digital technologies—such as 5G and cloud comput‑
ing—magnify the complexity of security demands, making compliance with evolv‑
ing regulations and directives, including NIS2, an essential pillar of national defense.

The case studies of five major Latvian organizations highlight both the strides 
made and the challenges encountered in implementing and maintaining robust 
cybersecurity practices. These organizations illustrate the value of continuous vul‑
nerability testing, proactive security strategies, and the embedding of cybersecu‑
rity in every facet of operations. Concurrently, they face ongoing obstacles related 
to converging physical and digital security, the complexities of centralizing IT 
resources without creating single points of failure, and ensuring sufficient budget‑
ary allocations specifically dedicated to cybersecurity.

Although Latvia demonstrates a strong overall cybersecurity posture, fur‑
ther development and sustained investment remain paramount. In particular, the 
NIS2‑mandated thorough supply chain evaluations and the adoption of certifica‑
tion (e.g., EUCC) can reinforce cyber readiness and resilience. Equally vital is rec‑
ognizing the risks and costs associated with centralizing cybersecurity functions, 
where resource efficiency must be balanced against potential vulnerability in single 
points of failure.

In essence, this research affirms that Latvia’s robust efforts are well‑aligned with 
global trends, but the rapidly evolving threat landscape demands that organizations 
continue to refine their strategies and allocate dedicated resources for security. By 
proactively confronting emerging challenges—be they technological, regulatory, 
or operational—Latvia can solidify its defense capabilities and contribute to a more 
secure, resilient, and innovative digital future.
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Introduction

Cybersecurity (CS) is a critical business capability to ensure the continuous opera‑
tion of organizations. Over the past decade, Europe has encountered pandemics, 
warfare, natural disasters and various other disruptive events, including large‑scale 
CS incidents. For the fourth consecutive year, cyber risks have retained their 
position as the foremost global risk, as indicated by the global enterprise survey 
(Allianz Commercial, 2025). The European Commission estimates that the annual 
cost of cybercrime to the global economy has reached 5.5 trillion euros in 2020. 
European Union Agency for Cybersecurity (ENISA) emphasizes the importance 
of proper cyber crisis management and highlights that European member states 
must increase their capacities to prevent and respond to large‑scale cyberattacks 
(ENISA, 2025). Having the appropriate CS competences is essential for effectively 
managing today’s CS threats and being prepared for those of tomorrow.

Studies and market analyses reveal a growing shortage of qualified CS 
 professionals worldwide, posing challenges for both public and private sectors 
(ISACA, 2021, ISC2, 2023). The shortage of skilled CS specialists has been widely 
acknowledged across the industry and academia (Jelo & Helebrandt, 2022). ISC2 
Cyber Workforce Study 2024 estimates lack of more than 4.8 million CS special‑
ists worldwide and this number is continuing to rise (ISC2, 2024). The growing 
gap is related to several factors, including inadequate interest in the subject, lack of 
diversity and significant challenges within CS education (Blažič, 2022). To close 
the skill gap, it’s essential to build workforce and student‑oriented CS education 
offering, considering not only current abilities but also those needed for the future.

This chapter aims to investigate CS education needs to face future challenges, 
considering existing and target workforce requirements, technology development 
trends, effective collaboration and secure behaviour aspects. The study presents 
the CS education ecosystem in Latvia, identifies gaps, investigates required future 
competences and provides recommendations to stakeholders regarding target edu‑
cation offering to advance human performance in the CS. The key contributions of 
this chapter are multi‑fold. Firstly, the existing CS education ecosystem of Latvia 
is investigated, along with the planned initiatives to define the existing CS educa‑
tion offering. Secondly, the structure of the Latvian CS workforce is analysed to 
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explore the required CS roles and competences of Latvian organizations. Thirdly, 
competences gaps and future needs are specified as requirements towards future 
educational programmes. Finally, this chapter provides recommendations for 
stakeholders to enhance CS education offering.

The research questions (RQ) of this study are defined as follows:

• RQ1. What are current CS education provisions in Latvia in different education 
levels?

• RQ2. What is the structure of Latvian CS workforce?
• RQ3. What are the competences gaps and future needs of Latvian organizations 

towards CS education?

This study delivers two primary contributions. Firstly, this chapter fills the knowl‑
edge gap about CS education ecosystem of Latvia, along with Latvian CS roles and 
competences gaps. Secondly, this chapter proposes recommendations to improve 
CS education offering and provision, considering the needs of different stakeholder 
groups (such as industry, academia, and students).

The rest of this chapter is structured as follows. Literature Review introduces the 
main findings from related studies, after which the research methodology is presented 
in the next section. Section of CS Education Ecosystem of Latvia describes the CS 
education offering considering different study levels and forms. The structure of the 
Latvian CS personnel is demonstrated in section on Insights of the Latvian CS Work‑
force, followed by section of Competences Gaps and Future Needs. Another section 
is dedicated to recommended Future CS Education Provision and CS. Finally, the last 
section concludes findings and provides an overview of future research directions.

Literature Review

Research suggests that CS awareness and knowledge are associated with a decrease 
in the number of cyber incidents in organizations (Alshaikh & Adamson, 2021; 
Hore et al., 2024; Kweon et al., 2021). In developing a national CS education 
strategy, there is a tendency to align desirable skills with the security situation, 
technological requirements and defence needs in the geographic area; less common 
is the approach for a universal “education for all” model (AlDaajeh et al., 2022). In 
academic literature, there are several proposals for universal higher education cur‑
ricula in CS (Cutas et al., 2023; Dragoni et al., 2020; Payne et al., 2021; Rameza‑
nian & Niemi, 2024). This section provides a deeper overview of the European 
education ecosystem and current advancements in CS education design, including 
CS competence models and required future skills.

European CS Educational System

Academic research suggests that CS topics in primary‑ and secondary‑level edu‑
cation are important for organizations providing education and their technology 
suppliers. Considering the shift to EduTech solutions, educational institutions are 
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also becoming targets of cybercrime, thus the introduction of cyber hygiene and 
awareness training for both employees and students is becoming necessary (Tor‑
res & Thompson, 2020). However, an even bigger problem is addressing (future) 
industry needs. In 2023, the CS workforce in Europe is estimated at 1.3 million 
people with a gap of approximately 300,000 positions to be filled (ENISA, 2023; 
ISC2, 2023; OECD, 2024). Both problems highlight the need for a more uniform 
inclusion of CS topics within all levels of education.

There is no single European‑wide approach for the incorporation of CS topics 
into school curricula in primary and secondary education in the EU. As education 
policies are largely controlled by national governments, each has a different vision, 
level of incorporation and learning methods regarding CS topics, and it can vary 
even within one state. A study conducted in the United States also pointed out that 
there are differences in secondary‑level Computer Science education across the 
country, making it difficult to integrate a universal CS programme/module into 
education standards (Yang & Wen, 2017). Globally, the United Kingdom and Aus‑
tralia are good examples as both have made considerable efforts to incorporate CS 
for schoolchildren through interactive learning platforms and updates of general 
school curricula (Australian Government, 2023; Cabinet Office, 2023).

One of the main hubs of CS education mapping initiatives is ENISA as it 
has specifically been delegated to it in the European Cybersecurity Act. ENISA 
 emphasizes facilitating CS skills development for professionals and attracting 
young talent to the CS domain, namely by organizing the annual European Cyber‑
security Challenge. The institution has also published a study on Cybersecurity 
Education Initiatives in the EU member states which concluded that there are vari‑
ous national CS initiatives for primary and secondary education levels but insuf‑
ficient cooperation between EU member states to share these best practices. EU 
member states face several challenges such as measuring the impact of CS educa‑
tion, decentralized approach, lack of physical and human resources and lack of 
recognition from stakeholders. According to ENISA, the development of success‑
ful CS education initiatives is usually driven by collaboration with stakeholders, 
including teachers and parents, who also need to be educated, as well as long‑term 
planning efforts with set KPIs and planned improvements (ENISA, 2022a).

ENISA maintains The Cybersecurity Higher Education Database (Cyber‑
HEAD) which provides updated information on bachelor’s and master’s pro‑
grammes in Cybersecurity in EU and EFTA countries, the majority of which 
focus on  technical and management competences. As of 2024, CyberHEAD holds 
records of 151 programmes out of which 80% are master’s level or postgraduate 
training (ENISA, 2024). Several European‑level CS ecosystem research projects 
funded by “Horizon 2020” and “Horizon Europe” programmes examine the uni‑
versity level. Concordia project has identified that there is still a lack of interdis‑
ciplinarity in CS education, and it also impacts the offer of short‑term training 
which fails to provide a bigger picture of the field (Cutas et al., 2023). CyberSe‑
c4Europe project organized a survey of 104 CS university‑level programmes in 
EU member states. By  looking at coverage of various knowledge areas the survey 



Shaping the Latvian Cyber Workforce of Tomorrow 203

concluded that all of them are covered in all programmes, however, the most 
neglected are organizational  security, system retirement, societal security – CS 
customer service and technical support, component security, physical interface 
and connectors. Overall, data  security and connection security have the largest 
coverage. Overall, programmes from larger countries tend to have broader cover‑
age (Dragoni et al., 2020). CyberSecPro project, based on their desk research on 
CS practical skills gaps, suggests that education should focus on the utilization of 
awareness programmes for various industries and inclusion of gamification, simu‑
lation, situated learning and demonstration of theory application in practice. Also, 
inclusion and diversity within education and training are highlighted as drivers for 
the future innovation (Rathod et al., 2023).

CS Competence Frameworks

CS roles, tasks and competences are proposed in several competence models 
(ENISA, 2022b, Petersen et al., 2020). These models provide a basis for develop‑
ing realistic assessments that reflect the industry needs. The models are mainly 
role‑based, defining the CS roles, competences, skills and abilities.

ENISA has developed the European Cybersecurity Skills Framework (ECSF) 
(ENISA,  2022b). ECSF proposes 12 different CS roles, defining their tasks and 
required competences: Chief Information Security Officer (CISO), Cyber Incident 
Responder, Cyber Legal, Policy and Compliance Officer, Cyber Threat Intelli‑
gence Specialist, Cybersecurity Architect, Cybersecurity Auditor, Cybersecurity 
Educator, Cybersecurity Implementer, Cybersecurity Researcher, Cybersecu‑
rity Risk Manager, Digital Forensics Investigator and Penetration Tester. ECSF 
highlights the interdisciplinarity of the CS competences, combining manage‑
ment, law and computer science. The framework mainly focuses on the technical 
competences of particular roles, meanwhile also some soft skills are identified, 
such as communication, coordination and cooperation with internal and external 
stakeholders.

The National Institute of Standards and Technology (NIST) proposed a different 
set of roles and competences in the Cybersecurity Workforce Framework (CWF) 
(Petersen et al., 2020). Differing from the ECSF, the framework identifies 52 CS 
workforce roles, showing the bigger nations’ perspective. Certain roles are similar 
in both frameworks, such as the Cybersecurity Risk Manager and Cyber Incident 
Responder. However, the roles within the CWF are more specialized. Similar as 
ECSF, the CWF mainly defines the technical competences along with a few soft 
skills, such as skill in talking to others to convey information effectively and skill 
to use critical thinking to analyse organizational patterns and relationships.

Although the competences models differentiate several roles, in smaller coun‑
tries these roles are usually combined due to the lack of resources and competences 
(Bukauskas et al., 2023). Therefore, it is suggested that formal CS education covers 
several roles, providing the core competences. Meanwhile, non‑formal education 
could consider role‑specific education paths.
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CS Future skills

CS historically has been positioned as a discipline of computer science, nowa‑
days it is considered multi‑disciplinary domain, joining a wide set of areas, such 
as computer science, mathematics, economics, law, psychology and engineering. 
Therefore, the future CS workforce is conceptualized to consist of individuals 
demonstrating exceptional performance and possessing a diverse array of compe‑
tences (Dawson & Thomson, 2018). It is strongly emphasized that (Furnell, 2021): 
“cybersecurity is a spectrum and not a silo”. At the same time, it is acknowledged 
that no single educational programme can encompass all that is desired by each 
employer (Blažič, 2022). Thus, the main challenge lies in finding the right balance 
of competences and integrating a diverse range of skills.

The current understanding of the skills required for the future cyber workforce 
remains fragmented, and further investigation is required (Dawson & Thomson, 
2018). Meanwhile, related studies highlight several trends (Blažič, 2022, de Casan‑
ove & Sèdes, 2021, ISC2, 2023), such as soft‑skill‑related competences integration 
in the technical subjects, emphasizing on human aspects in CS and need of emerg‑
ing technologies related competences, including cloud computing, artificial intel‑
ligence and machine learning. Future CS education must also incorporate technical 
fundamentals like understanding basic computer architectures, data, cryptography, 
networking, secure coding principles and operating systems (Blažič, 2022).

CS competence models traditionally focus on the technical proficiency, while 
related research more and more emphasizes a solid mix of technical skills, soft 
skills and social intelligence (Neigel et al., 2020, Pirta‑Dreimane et al., 2022). The 
study made by Dawson and Thomson (2018) stresses the ignorance of social traits 
in the realm of CS workforce development and argues that the social aspect of 
human behaviour on networks disregards a crucial element of the cyber domain. 
The authors identify the requirement for systemic thinkers, team players, a love for 
continued learning, strong communication ability, a sense of civic duty and a blend 
of technical and social skills. Similar future skills are suggested by Blažič (2022). 
The study identifies the main challenges in the current European CS education 
 ecosystem, including gaps between workforce competence needs and education 
offering, limited use of modern teaching methods and lack of skilled CS educa‑
tors. The authors refer to Concordia CS competence centre surveys and highlight 
five main pillars for future CS education: device centric security, network‑centric 
security, software/system‑centric security, data/application‑centric security and 
user‑centric security.

Besides the related research results from the scientific community, recently 
established European competence centres Concordia, Cybersec4Europe and 
ECHO have performed extensive studies on EU CS education ecosystem. The 
competence centres aim to reshape the EU CS education ecosystem by providing 
new industry‑driven programmes, along with the policies and recommendations 
for CS curriculum development in the higher education institutions. The conducted 
studies identified existing limitations within the ecosystem and suggested enhance‑
ments. It was recommended to enhance the study content to meet the workforce 
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requirements, in particular, the authors suggested that educational programme 
content should be enhanced by incorporating topics that are currently underrepre‑
sented, such as organizational or human aspects of CS (Blažič, 2022).

Technology advancements also impact required CS competences. Skillsets 
needed for CS professionals are evolving rapidly within advanced technology 
domains. ISC2 CS workforce study 2023 (ISC2, 2023) identifies that  organizations 
report the following main skill gaps in their organizations: cloud computing 
security, artificial intelligence/machine learning and Zero Trust implementation. 
Besides, enterprises point out a lack of skills in more traditional CS topics, such 
as penetration testing, application security, digital forensics and incident response. 
The most required soft skills are problem‑solving, curiosity/eagerness to learn and 
communication. Similar skill demand highlights the enterprises survey performed 
by the CyberSecPro project (Rathod et al., 2023): CS for artificial intelligence and 
machine learning, CS threat management/security operation centre, ethical hacking 
and penetration testing, CS management systems, CS tools and technologies and 
others. Other survey by ECSO (Blažič, 2022) supplements the future skills with 
a need of security provision skills for the following emerging technologies: big 
data, blockchain, IoT, cyber‑physical systems, network software, mobile device 
and software engineering technologies.

To summarize, the future CS skillset encompasses the knowledge of basic 
 computer science and CS concepts, usage of SC tools and management systems, 
organizational and human security‑related topics and an understanding of emerg‑
ing technologies and methods for safeguarding them. The technological topics 
must consider soft‑skill‑related competences integration, for example, critical 
thinking in CS risk management, collaboration and communication in CS incident 
management and others. The competences must be role‑oriented and cover work‑
force requirements.

Methods and Approach

The study follows the design science problem‑solving method (Hevner et al., 2004). 
It is a systematic approach, connecting practical problems with domain‑specific 
solutions by conducting multiple studies. The investigated challenge is to identify 
the skills of future workforce for better human performance in cyberspace, consid‑
ering Latvian context elements, such as workforce structure, knowledge gaps and 
industry requirements, and define the recommendations to the stakeholders.

Design science research enhances human knowledge by creating innovative 
artefacts: constructs, models, methods and instantiations. Models use constructs 
to represent a real‑world problem and its solution in the chosen problem com‑
munication and definition language. Furthermore, methods define processes and 
guide how to solve problems. Instantiation demonstrates how other artefacts can 
be implemented in a working system. Three repeatable cycles make the design 
science research process (Hevner, 2007). The relevance cycle uses the environ‑
mental context and provides research requirements to improve the knowledge base 
and solve the research problem. The design cycle includes artefact development 
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and evaluation. The rigour cycle supports the research with prior knowledge and 
ensures the solution is innovative.

This study aims to identify future CS skills and provide recommendations for 
stakeholders about the target CS offering. The stakeholders include academia, 
policymakers and industry representatives. Figure 10.1 presents the environment, 
design and knowledge base of the study. Existing national CS education offering 
(Section 4), CS competence models and global and EU‑level skill gaps surveys 
(Section 5), along with applied research methodologies forms the knowledge base.

Design science problem‑solving method allows to combine multiple research 
methods for comprehensive problem domain investigation and solution design. 
The primary methods utilized comprised literature analysis, desk research, focus 
group discussions and questionnaires.

Initially, the desk research was conducted to investigate the CS education 
 ecosystem of Latvia defining the baseline (situation before changes),  considering dif‑
ferent education levels of CS education ecosystem of Latvia. Desk research involved 
reviewing Latvian registers and open data, along with exploring information pub‑
lished by educational institutions such as study programmes and courses. Along with 
the CS education ecosystem analysis, the existing Latvian CS  workforce structure 
was acknowledged, to comprehend the current specialists and competence require‑
ments. The investigation included various sources, such as Latvian open data portal, 
State Employment Agency of Latvia registers and Latvian vacancies portals.

Following the desk research, an analysis of the state‑of‑the‑art of future CS 
skills was conducted. The future CS skills were analysed, based on the skill gaps 
and future competences identified in related research. The analysis of literature laid 
the foundation for creating a future competences map in the field of CS, consider‑
ing the context of Latvia. The initial competences map was evaluated by industry 
experts, adjusting and supplementing it with Latvian‑wide CS education needs. 
For evaluation, a survey was created in the EU Survey tool and populated by the 
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Figure 10.1 Research methodology.
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members of the Latvian CS community, coordinated by the Ministry of Defence 
of the Republic of Latvia.1 In total, 45 answers were collected during April 2024.2

The expertise of the Latvian CS community was used to form the guidelines for 
target CS education offering. In March 2024, the Latvian CS community under the 
NCC Latvia gathered to participate in a workshop on CS education development. 
The goal of this activity was to provide qualitative insights for this research and sum‑
marize the main gaps and best practices for the development of the  Cybersecurity 
Education Roadmap, further used in policy planning. Thirty‑five community experts 
took part in the workshop, out of which 10 represented public administration, 
12 – the industry and 13 – educational institutions. Experts voluntarily split into 
three equivalent groups and discussed CS education in domains of general basic and 
secondary education, vocational and higher education and non‑formal education and 
lifelong learning. Design thinking methods were applied to moderate the workshop. 
Groups were tasked to discuss the topic, and everyone offered their expertise. As a 
result, groups populated three respective Lean UX Canvas adjusted for this activ‑
ity, describing stakeholders, problems, opportunities, solutions, activities, outcomes, 
metrics of success and risks. The whole activity took 90 minutes of experts’ work.

The conclusions derived from applied research are condensed in the following 
sections, establishing a knowledge base for stakeholders.

CS Education Ecosystem of Latvia

CS education ecosystem of Latvia spans across all education levels, starting from 
general basic education up to second‑cycle higher education (master’s degree) 
level. Along with formal education, CS‑specific knowledge and competences are 
widely provided in non‑formal education programmes for different adult target 
groups, while also some for children.

General Basic Education

General education in Latvia encompasses digital knowledge and skills develop‑
ment starting from the very first grade. However, it was only during the school year 
of 2020/2021 that its scope in all general education programmes switched from 
applied skills and software to a broader set of topics replacing the subject of Infor‑
matics with Computing. At the same time, the gradual switch to  competences‑based 
education was introduced at all general education levels. Therefore, CS‑related 
topics, if addressed, can and should be covered within different subjects depending 
on the perspective (technical, social, legal, etc.).

Current Cabinet of Ministers (executive government branch) Regulations on 
education standards set specific learning outcomes in all fields, including the CS 
topic. Table 10.1 provides an overview of all CS‑related knowledge, skills and 
competences requirements set in education standards. They can be classified in 
three categories, where awareness describes topics, the student is required to have 
knowledge about, hygiene describes necessary everyday skills and actions of safe 
computer use while response describes skills and competences of preventing and 
dealing with CS incidents.
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Learning outcomes pertaining to CS in general primary education (grades 1–9) 
are set under two skills:

1 Management and use of specific and common functionalities of the office, 
image, video and audio processing applications.

2 Acknowledging the importance of working environment, safety and ethics dur‑
ing the development of qualitative design solutions.

General primary education focuses on building awareness about the virtual 
 environment not only from the perspective of a helpful working space but also 
from the perspective of security. Primary education does not focus on building 
skills which could be beneficial for joining a CS career track after the 9th grade. 
However, the standard sets out only minimum learning outcomes and each educa‑
tional institution can offer a broader set of skills and knowledge, including focus on 
CS skills, if it chooses so, but there are no good examples confirming such focus in 
any of general education institutions. Students are supposed to meet the standard 
by attending Computing and Design & Technology classes.

Secondary education (grades 10 –12) standard is divided into three levels –  
general, optimum and the highest. The general level describes the basic standard 
for any student graduating secondary level of education. Optimum level describes 
the standard which must be achieved if the student has chosen a subject in optimum 
level in their programme or the programme focuses on a certain set of subjects 
(for example, cluster of subjects for career track in engineering). The highest level 
can be offered through a very specialized set of subjects and not every educational 
institution is able to offer a wide range of such subjects. They typically are offered 
during the last year of education (if available at all) to allow students to deepen 
their knowledge in key examination subjects of their choice. Learning outcomes 
related to CS for secondary‑level students are also set out under two skills:

1 Management and use of common and specific features of programmable devices 
and applications.

2 Acknowledging the importance of environmental sustainability, safety and eth‑
ics during the use of design solutions and software.

General secondary education provides elements of CS skills and knowledge 
beyond cyber hygiene, however, applied CS skills are being taught only at the opti‑
mum and highest‑level subjects if offered by the educational institution. According 
to the information of the National Centre of Education, the highest‑level courses 
of Programming and Design & Technology are offered only in 1/3 of secondary 
education institutions, overwhelmingly in Riga region and regions of a few other 
bigger cities (for example, Liepāja, Ventspils, Rēzekne, Cēsis). The tendency to 
offer a wider selection of focused courses in secondary education is also closely 
tied to the number of students in educational institutions: the higher the num‑
ber of students, the wider the selection of subjects. It suggests that students who 
are interested in more focused computing education are forced to choose bigger 
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Table 10.1  CS knowledge, skills and competences matrix of Latvian general basic education standards (Ministru kabineta noteikumi Nr. 416, 2019; 
Ministru kabineta noteikumi Nr. 747, 2018)

Education level
Awareness
Hygiene

Cybersecurity knowledge, skills and competences

Awareness Hygiene Response

Primary Grades 1–3 Knows and reports virtual 
environment hazards

Reduces risk of data loss 
through automatic and 
continuous file‑saving 
practices

Turns to an adult for help in 
critical situations

Knows basic factors that can 
threaten security of devices, 
software and data

Grades 4–6 Knows all factors that can threaten 
security  
of devices, software and data

Follows safety rules 
when working with 
programmable devices 
online

Takes measures to avoid 
possible threats with an 
assistance of a competent 
person

Uses secure data storing 
practices

Securely manages online 
identity

Grades 7–9 Manages file access rights Takes measures to avoid 
possible threats

Knows security criteria for Internet 
service subscription and online 
collaboration tools

Identifies identity theft and theft 
methods 

Saves files in specified 
storage devices and formats

(Continued)
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Education level
Awareness
Hygiene

Cybersecurity knowledge, skills and competences

Awareness Hygiene Response

Secondary Grades 10–12 General 
level

Knows commonly used computer 
network types and solutions 
emphasizing safety

Selects the most suitable 
network considering safety

Knows possible security risks when 
using open data exchange

Adapts operating system and applications’ settings to user 
needs promoting safety

Compares advantages and 
disadvantages of open and 
encrypted data exchange

Optimum 
level

Compares different types of 
computer networks, their 
structure, security solutions, and 
usage options

Configures the router using the computer network wizard

Compares options for preventing 
security risks when using 
programmable devices

The highest 
level

Creates and configures an open or local multi‑user secured 
network

Creates a simple server and configures access to it from the 
Internet

Uses cryptographic methods 
for the solution of specific 
tasks

Table 10.1 (Continued)
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secondary schools, including relocation, or seek extra education outside of the for‑
mal  education system.

Secondary Professional (Vocational) Education

The only vocational education programme explicitly focusing on CS is “Cybersecurity 
Technician” offered by Saldus Vocational School.3 It is a part of the civil security and 
defence cluster of educational programmes. Apart from general secondary education 
subjects, the programme offers a variety of professional subjects combining technical CS 
knowledge and skills with broader civil security topics such as crisis response and 
communication. The only professional education programme in national defence 
“Junior Military Instructor” at Col. O. Kalpaks Professional Secondary School con‑
tains a course of Cybersecurity Fundamentals as part of the mandatory curriculum.4

There are no professional secondary education offerings in civilian CS under 
engineering, computing or management thematic clusters. Even though there is 
a balanced distribution of professional education programmes in IT (most pro‑
grammes being “Programming Technician” and “Computer Systems Technician”) 
throughout the country, they currently lack a focused CS module and include only 
a broad subject of IT security management, among others. However, the work on 
a professional standard of a “Cybersecurity Technician” (EQF4) was completed in 
2024. It likely will facilitate the creation of vocational programmes throughout the 
country beyond Saldus Vocational School. The main problem is attracting sufficient 
and professional teaching staff to ensure the smooth delivery of such a programme.

Non‑Formal Education

Non‑formal CS education caters for two main audiences – children and teenagers 
who are interested in the topic and adults who are upskilling or retraining from 
other fields. Therefore, it is mainly influenced by supply and demand, trying to fill 
gaps in formal education and meet industry needs.

Children and Teenagers

Children and teenagers are not systematically exposed to non‑formal CS  education 
in the form of regular groups. Interest may be sparked while participating in 
 activities under more generic non‑formal education programmes (for example, 
programming) and those are distributed evenly throughout the country. Only Sal‑
dus region offers a non‑formal CS education group within the premises of Saldus 
Vocational School. It suggests that the development of non‑formal CS education 
for schoolchildren could be based in the vicinity of several formal professional 
and/or academic education hubs and not general education institutions.

There are occasional competitions organized for young CS enthusiasts, 
 however, currently, they lack permanence and tradition. A private sector initiative 
“Kiberplēsis” has been organized since 2022. It is a “capture the flag” (CTF) com‑
petition for 16‑ to 24‑year olds. In 2024, the Ministry of Defence in cooperation 
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with CERT.LV, the University of Latvia and the Latvian National Guard  organized 
the first National Cybersecurity Challenge for 14‑ to 24‑year olds in three stages, 
encompassing simple test questions, various tasks and CTF challenges. It is 
intended to keep it as an official state‑organized CS competition which provides 
the national team for the annual European Cybersecurity Challenge organized by 
ENISA.

A non‑formal military education programme of Youth Guard for 10‑ to 21‑year 
olds which is curated by the Ministry of Defence of the Republic of Latvia spans 
eight years and is offered in schools of all regions of Latvia. It encompasses some 
CS topics for all participants within the module “Communications and Cyber Envi‑
ronment” which takes up to 5% of the whole programme and focuses on privacy 
and security while operating within digital communication environments. Like the 
Latvian National Guard, also Youth Guard has introduced a specialized unit of a 
Cyber Youth Guard curated in Saldus Vocational School.

Adults

Non‑formal education for adults can be organized as a self‑teaching process or as 
a course. Self‑taught knowledge and skills are important in workforce shortage 
conditions. The most popular MOOC platforms in Europe – Coursera and edEX 
(Blažič, 2022) – can help to fill some personnel gaps and widen the knowledge 
of the existing workforce, especially with the support of employers, but no data 
or signs are confirming that it is a widespread practice in Latvian CS industry. 
Few state institutions are trying to actively promote enrolment in various offline 
and online courses. From 2017 until 2023 State Education Development Agency 
implemented a European Social Fund project “Improvement of professional com‑
petences of the employed” which offered various courses and qualifications for 
employed aged 25+ wishing to develop their knowledge and skills in a variety 
of fields. During the project almost 77 thousand participants completed courses 
offered by public and private educational institutions, most of them in their mid‑
dle adulthood (25–44 years old: 70%) with high educational level (81%). Almost 
half of all participants (46%) completed various ICT courses. State Employment 
Agency offers to enrol both unemployed (their direct clients) and employed per‑
sons in Coursera courses (previously also Google courses) under institution‑owned 
licences within management, business, languages and IT topics, including CS. The 
downside of this initiative is that there are no courses in the Latvian language with 
specifically tailored examples and use cases from Latvia.

Several private companies in Latvia offer regular bootcamps for IT students 
and professionals from other fields wishing to qualify for entry‑level jobs in the 
industry (for example, Accenture, TietoEvry, TestDevLab and MageBit). However, 
none of them focus on CS explicitly. There are several private learning centres 
providing CS courses, among which the most important player is Baltijas Datoru 
Akadēmija (BDA) which offers various generic CS courses and specified courses 
for obtaining CS professional certifications (CISM, CEH, CISSP, CFR‑410 and 
CompTIA Security+/Pentest+/CASP/CySa+). Also notable is Riga Coding School 
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which organizes a Cybersecurity Fundamentals course in English, and its purpose 
is to serve as a bootcamp but without a specific company affiliation. They provide 
career centre services to help their graduates in finding internships or entry‑level 
jobs after finishing their courses. To promote inclusion and gender balance in the IT 
industry, such private initiatives as Riga TechGirls and the Latvian branch of Wom‑
en4Cyber are active. Both organizations offer IT training to girls and women (some 
of them are open to everybody) through online and offline classes, hackathons, 
targeted workshops and mentorship. Naturally, the CS career track is one of many 
these organizations are trying to promote.

Higher Education

Higher education addresses the subject of CS in two main ways: first, by incor‑
porating CS‑related courses into both postgraduate and undergraduate study pro‑
grammes and, second, by establishing specialized study programmes focused 
specifically on CS.

CS higher education programmes are provided from four educational institu‑
tions in Latvia5: Riga Technical University, BA School of Business and Finance, 
Vidzeme University of Applied Sciences and College of Law. Latvian higher edu‑
cation system is a part of the Bologna process and follows the 3‑cycle system 
(Zahavi & Friedman, 2019). The programmes correspond to distinct education 
cycles (Figure 10.2).

College of Law provides a short cycle study programme “Security and per‑
sonal data protection”.6 The study programme aims to ensure an opportunity to 
obtain the profession of security specialist and educate for professional activi‑
ties in the field of security and personal data protection (College of Law, 2021). 
The content of the study programme encompasses law, management, information 
technology, CS management, security and personal data protection competences, 
which are required for the security specialist. Upon successful completion of the 
study programme, graduates are conferred with a professional qualification as a 

Figure 10.2 Latvian higher education system.
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“security specialist”. Form and duration of implementation of the programme: full 
time – two years one month and part time – two years six months. The study pro‑
gramme is provided in Latvian language.

Vidzeme University of Applied Sciences provides a bachelor‑level study 
 programme “Information Technology” (with specialization of Cybersecurity and 
Programming) and a professional master’s level study programme “Cybersecurity 
Engineering”.7 The bachelor‑level study programme aims to promote the develop‑
ment of the IT industry by educating new specialists, thus promoting the creation of 
new and innovative products and services with an emphasis on the following areas 
of specialization – CS and virtual reality and smart technologies, by including the 
basic skills and knowledge required by the industry in the studies. The content 
of the study programme includes general IT courses and specialized CS courses, 
such as information security, applied cryptography, introduction to AI and machine 
learning, data protection and security and introduction to data science. Form and 
duration of implementation of the programme: full time – four years. The study 
programme is provided in the Latvian and English languages. The master’s level 
study programme aims to provide the necessary competences for a CS specialist 
who is responsible for strengthening information systems as well as preventing 
cyberattacks and security incidents, carrying out risk analysis and offering security 
measures to mitigate threats in their workplace or for an external client. The con‑
tent of the study programme encompasses CS engineering, CS policy, strengthen‑
ing information systems and legal and ethical compliance competences. Upon the 
successful completion of the study programme, graduates receive a professional 
qualification as “Programming engineer”. Form and duration of implementation of 
the programme: full time – two years. The study programme is provided in Latvian 
and English languages.

BA School of Business and Finance provides a master’s level study programme 
“Cybersecurity Management”.8 The study programme aims to provide persons 
with an opportunity to acquire the profession “information security manager” and 
to prepare them for professional activities to ensure information security and CS 
management in the organization. The content of the study programme encompasses 
management module (leadership, strategic ICT management, information security 
crisis management, etc.), CS module (CS and critical infrastructure protection, 
information security governance, etc.) and technical module (cybercrime inves‑
tigation, personal data protection, information security methods, etc.). Upon the 
successful completion of the study programme, graduates receive a professional 
qualification as “Information security manager”. Form and duration of implemen‑
tation of the programme: full time with professional qualification – two years, full 
time with academic qualification – 2.5 years. The study programme is provided in 
Latvian and English languages.

Riga Technical University provides a master’s level study programme “Cyber‑
security Engineering”.9 to provide a set of theoretical knowledge and practical 
skills for students to achieve competences corresponding to a master’s degree in CS 
engineering. In the academic master’s studies, the student acquires the necessary 
knowledge, skills and competence for comprehensive and effective action in the 
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field of CS engineering in the chosen economic sector – design,  implementation, 
improvement and management of IT security systems, understanding of 
 professional ethics and socially responsible management, which forms the basis 
for further studies for a higher level of knowledge and skills acquisition. The con‑
tent of the study programme includes technically oriented study courses (industrial 
safety, network security, software security, etc.) and few security  management and 
governance‑related courses (social responsibility and business ethics, etc.). Form 
and duration of implementation of the programme: full time – two years. The study 
programme is provided in English language.

Besides the specific CS‑related study programmes, CS study courses are included 
in several other study programmes (see illustrative examples10 in Table 10.2). 
Mainly, the CS courses are included in computer science programmes, although 
some courses are included also in social sciences study programmes, as well as 
in law and civil defence study programmes. The focus of CS courses primarily 
revolves around technical competences, with less emphasis on human factors. The 
CS‑related courses are mainly included in the master‑level study programmes.

To summarize, Latvian higher education institutions provide CS study pro‑
grammes in first‑ and second‑cycle study levels and cover law, organization and 
entrepreneurship management, computer science and engineering disciplines. The 
CS study programmes encompass all Latvian CS professions11: security specialist 
and information security manager. In general, the coverage of CS study programmes 
might be evaluated as sufficient. In contrast, there are improvement possibilities in 
the integration of CS‑related courses into non‑CS study programmes. Currently, 
CS courses are integrated mainly in master‑level study programmes in computer 
science discipline. In the future, it is recommended to incorporate information 
security and privacy aspects into a broader range of study programmes.

Insights of the Latvian CS workforce

Latvian professional standards provide requirements for professional education. 
The Ministry of Education and Science and the National Centre for Education in 
cooperation with the Tripartite Cooperation sub‑council of Vocational Education 
and Employment organize the development and expert examination of draft pro‑
fessional standards and vocational standards, inviting representatives of sectoral 
ministries and professional organizations. As of April 2024, four CS‑related pro‑
fessions are defined – information security engineer, information security manager, 
information systems security specialist and security specialist (Figure 10.3).

Security specialist provides security services to legal and natural persons. 
 Identifies threats within the framework of the law, recognizing the nature of 
 conflict situations. The profession incorporates tasks related to enterprise‑wide 
security, also including CS aspects (for example, the role is responsible about nec‑
essary safety technical solutions assessment to ensure personal data protection). 
Information systems security specialist (specialization of the role “computer and 
network administrator”) implements the company/institution information and 
communication technology (ICT) security policy, proposes and implements the 
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Table 10.2  Illustrative examples of CS courses in undergraduate and graduate study 
programmes

Study course Study programme Level Institution

Computer Security and 
Vulnerabilities

Computer Science Graduate University of Latvia

Secure System Modelling Computer Science Graduate University of Latvia
Information Systems 

Security
Computer Science 

Geoinformatics
Pre‑Trial Investigation

Graduate
Under 

graduate

University of Latvia

Web application security Computer Science Graduate
Under 

graduate

University of Latvia

Operating Systems, 
Servers and Network 
Security

Teacher of Computing 
[2020]

E‑Business 
Management

Under 
graduate

University of Latvia

Fundamentals of 
Criminal Investigation, 
Criminal Intelligence 
and the Legal 
Framework for 
Information Security

Pre‑Trial Investigation Under 
graduate

University of Latvia

Information Systems 
Security

Computer Systems Graduate Riga Technical 
University

Information Security 
and Personal Data 
Protection

Information 
Technology Project 
Management

Graduate Riga Technical 
University

Security Management of 
Enterprise Information 
Technology

Information 
Technology

Graduate Riga Technical 
University

Network Security 
Requirements

Business Informatics Graduate Riga Technical 
University

Fundamentals of 
Cybersecurity

Information 
technology

Under 
graduate

Riga Technical 
University

Fundamentals of 
Cybersecurity 
and Personal and 
Enterprise Information 
Security

Computer Science Graduate Daugavpils 
University

Information Protection Information 
Technology

Graduate Latvia University of 
Life Sciences and 
Technologies

Economic Cybercrime 
and Security

Economic Security Graduate Riga Stradins 
University

IS Security Computer Science Under 
graduate

Ventspils University 
of Applied 
Sciences

IS Testing and 
Cybersecurity

Computer Science Graduate Ventspils University 
of Applied 
Sciences

Information Systems Use 
and Protection

Land Forces Military 
Leadership

Under 
graduate

National Defense 
Academy of Latvia
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necessary security controls, advice, support and information to ensure secure ICT 
to take direct action to secure all or part of the network or ICT systems. Information 
 security manager manages the implementation, planning, development and moni‑
toring of the information security management system. Organizes the management 
of risks and incidents related to information resources and contributes to business 
continuity. Evaluates, analyses and makes proposals to improve the effectiveness 
of the information security management system. Trains and advises staff within 
the scope of his/her competence. The profession standard “Information security 
engineer” is under development.

Meanwhile, the open data of Latvian employment agency12 and Latvian leading 
employment portals (CV.lv, WorkingDay) and social networks (LinkedIn) present 
more complex CS roles’ structure (data on 15.03.2024). Overall, over 12 distinct 
roles in CS are observed in vacancies data. Table 10.3 provides a summary of the 
most common vacant roles, each with a minimum of three open vacancies within 
Latvian enterprises.

In general, Latvian CS roles observed in employment data sources match with 
ENISA recommendations, showing a diverse set of required CS experts and com‑
petences. Meantime, several ENISA roles are compiled in one CS role, showing the 
need for a wider set of competences. Employers highlight not only technical skills 
but also general skills and expected personality traits. The most common observed 
open vacancies are information system security manager (ENISA role: CISO), 
information technology security analyst/engineer (ENISA roles: Cyber Incident 
Responder, Cyber Threat Intelligence Specialist), data privacy analyst/data pro‑
tection officer (ENISA role: Cyber Legal, Policy and Compliance Officer) and 
security risk management specialist (ENISA role: Cybersecurity Risk Manager). 
Required competences represent a solid mix of technical, operational, profes‑
sional and leadership competences, based on the classification proposed in Hajny 
et al. (2021). Common technical competences include threats analysis and vulner‑
abilities assessment, information systems/network security and computer network 
defence. Risk management and data privacy and protection are among the most 
essential required operational competences. Conflict management, written and oral 
communications are most wanted professional competences. While, workforce 
management is essential, considering the leadership competences. In summary, 

Figure 10.3 Latvian CS professional standards.
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Table 10.3 Latvian CS vacant roles overview (data on 15.03.2024)

Overview Role Personal traits and soft 
skills

Education requirements

Information system 
security manager

Implements, 
maintains 
and controls 
information 
system security 
requirements.

knowledge and understanding of 
information systems security risks and 
their management

practical experience in the field of 
information technology (at least two 
years)

knowledge of the laws and regulations 
governing the security of information 
systems and of the measures to be 
taken to ensure IS security

Ability to work in 
high‑pressure 
environments and to find 
solutions to complex 
situations

Academic or 
second‑level 
professional higher 
education, preferably 
in information 
technology.

Information technology 
security analyst/

engineer

Protects enterprise 
digital assets 
and systems by 
identifying and 
responding to CS 
incidents.

practical experience in OS/IS 
administration or incident response 
(more than three to five years)

Understanding of Windows and Linux 
operating systems

knowledge of security solutions (SIEM, 
Antivirus, Vulnerability Management, 
DLP, etc.)

knowledge of Computer networks, 
firewalls and management tools

ability to use cybersecurity 
programming languages (Python 
Powershell, etc.)

ability to use CS research tools 
(Binwalk, Procmon, etc.)

High level of 
self‑motivation 
and ability to work 
independently and as 
part of a team, to plan 
work and take decisions.

Ability to work with 
multiple teams.

High sense of 
responsibility; honesty, 
integrity.

University degree in 
computer science, 
information 
technology or related 
field.

CS certification (SANS, 
etc.)
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Data privacy analyst/
data protection officer

Ensures compliance 
with personal 
data protection 
legislation 
requirements.

practical experience in Information 
Security and/or Data Privacy (at last 
one to three years)

knowledge of data protection law and 
practice

Good written and verbal 
communication skills.

Proactivity, responsibility 
and punctuality.

Ability to plan and 
organize work 
independently, prioritize.

Good communication 
skills, team orientation. 

Master’s degree in IT, 
Telecommunications, 
Law or related areas

.
Passed qualification 

exam of State 
Data Protection 
Inspectorate.

Security risk 
management 
specialist

Identifies, tracks 
and reduces 
security risks.

a deep technical understanding of 
security assessments and risk 
management

expertise in threat modelling and risk 
management frameworks

broad knowledge of how to 
operationalize the management of 
security risk

experience in Secure Development 
Lifecycle and Security by Design 
methodology

Problem‑solver with 
excellent communication 
skills.

Deep personal motivation.
Leadership and 

management ability.

Undergraduate degree in 
Computer Science or 
STEM
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Latvian vacancy data aligns with findings from related studies, confirming the need 
for multi‑ disciplinary competences among CS specialists (Figure 10.4).

The survey results show that all ENISA roles are presented in Latvian organiza‑
tions. The most commonly reported roles are: CISO (existing role in 62% of sur‑
veyed organizations), Cyber Incident Responder (existing role in 22% of surveyed 
organizations), Cybersecurity Risk Manager and Penetration Tester (existing roles 
in 18% of surveyed organizations). Less represented roles are: Digital Forensics 
Investigator (existing role in 2% of surveyed enterprises), Cybersecurity Architect 
and Cybersecurity Researcher (existing roles in 4% of surveyed enterprises). This 
correlates with Latvian professional standards and vacancy data analysis. Infor‑
mation security manager profession as defined in the profession standard corre‑
sponds with the CISO. Therefore, the need of such role is acknowledged within 
the  Latvian organizations. The vacancy data analysis shows that digital evidence 
investigation and appropriate roles are still missing in enterprises. At the same 
time, 31% of surveyed enterprises reports no CS specialists in organization. It high‑
lights the rising needs of CS specialists and competences, especially considering 
NIS2 requirements of certain roles.

Currently, CS specialists of organizations have different educational background 
(Figure 10.5). Over 70% of surveyed organizations report that, in most of the cases, 
majority of their CS specialists possess education relevant to the field. Most of the 
employed CS specialists (an average 51% of surveyed organizations report this 
profile as the most common) hold a formal degree in CS, information technology, 
computer science or other field relevant to ENISA’s role structure. However, in 27% 
of surveyed organizations the most common CS specialist profile is a person with‑
out any formal education in the field but with the necessary knowledge and skills. 
It hints that the industry is willing and able to accommodate the needed workforce 

Figure 10.4 Latvian CS roles in organizations (survey data, 45 organizations).
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regardless of gaps in formal education provision. Looking at the most common 
and second most common profiles combined, it is confirmed that the majority of 
the  workforce possesses some formal qualification (82% of organizations reported 
 relevant higher education and 85% reported relevant vocational education as the 
most common or second most common characteristic). Therefore, it can be con‑
cluded that CS education is important for CS specialists and organizations.

Competences Gaps and Future Needs

CS competences gaps and future requirements are defined by Latvian CS com‑
munity representatives as part of the survey results. Competences are defined, fol‑
lowing ENISA ECSF roles’ structure, while future needs are based on the related 
research results, what organizations need to evaluate (using Likert scale), along 
with the definition of other competences requirements.

The survey results show that the CS competencies gaps of Latvian organizations 
are diverse, with a notable emphasis on digital forensics, cyber threat intelligence 
and the development of CS architecture (Figure 10.6).

The most competences gaps are reported in the areas of digital forensics (49% 
of surveyed enterprises) and cyber threat intelligence (47% of surveyed enter‑
prises). This is also evident in the vacancy data analysis. The finding corresponds 
to the identified EU‑level skill gaps (ISC2, 2023). Besides, the analysis shows that 
this area is currently weakly covered by educational programmes of Latvia. The 
relevant study courses in digital forensics and cyber threat analysis are represented 
only in the part of higher education programmes of CS. The competence is weakly 
covered also in non‑formal education courses in Latvia.

Future competences required by organizations well aligns with the results of 
related studies described in Section 2.3 (Figure 10.7).

Figure 10.5 Latvian CS specialists’ education level (survey data, 45 organizations).
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Figure 10.6 Competences gaps of Latvian organizations (survey data, 45 organizations).

Figure 10.7 Future CS competency needs (survey data, 45 organizations).
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Organizations admit that all future skills identified in related research studies are 
relevant for CS professionals. Results of survey show that, besides the  knowledge 
of basic computer science (operating systems, computer networks, programming, 
system architecture, etc.), soft skills are becoming critical, considering the work‑
force of tomorrow. The organizations highlight the following important future com‑
petences: basic computer science, critical thinking, systems thinking and desire for 
continuous learning (average rating 4.5 from 5 points). Reported less important 
skills are sense of civic duty (average rating 4.1 from 5 points), artificial intelli‑
gence and machine learning skills, collaboration, communication and team work, 
skills in the use of CS tools and knowledge of CS governance processes (average 
rating 4.2 from 5 points). Meantime, all listed competences are rated above 4 points 
of 5, therefore it might be concluded that all of them are relevant in terms of future 
workforce.

Besides the mentioned skills, organizations suggest the following future skills: 
stress tolerance, ability to convince to implement a solution (getting buy‑in, ability 
to justify to ordinary users why controls are needed), reverse engineering, binary 
analysis, data forensics, incident tracking, exploit development, bug chain explora‑
tion, responsible vulnerability disclosure, open attack activities, ability to combine 
multiple areas into one, DFIR, xdev, monitoring and ability to create migration 
schemes (on‑premises – cloud, etc.).

Future CS Education Provision and CS Skills

The study highlights several improvement areas within the area of CS education 
provision and defines future CS skills to be integrated in education programmes. 
Education provision recommendations can serve as a basis to plan future CS edu‑
cation development, considering the initiatives of government bodies, education 
institutions, communities and groups of interest. Future CS skills can serve as a 
competences map to be integrated in the future educational programme design.

Education Provision

CS education in Latvia is fragmented and there is no process owner (an institution 
or a collegial body) nationally which is assigned to lead the effort of coordinated 
development of this field. While most of the education development processes are 
overseen by the Ministry of Education and Science, it does not concentrate on CS 
as a distinct field. Also, CS community experts revealed that many educational 
initiatives are reaction to the industry needs, yet they do not guarantee quality and 
matching with the right audiences. Overall, experts felt that CS knowledge and 
skills development is as important task for educational institutions as it is also for 
society, especially family who should practice cyber hygiene.

General basic education only recently switched to competences‑based model 
and replaced a focus on computer use (such as applied informatics) to general 
computing knowledge and skills. Even though general basic education incorpo‑
rates some CS topics throughout grades 1–12, deeper knowledge in computing is 
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available only in as elect number of school and regions. Experts also noted that 
there is a problematic CS environment in schools, including insufficient cyber 
hygiene among schoolchildren and their parents as well as among staff. Gen‑
eral educational institutions tend to have no IT security policy in place and not 
all teachers of Computing are proficient in CS field to address this topic, both 
in their organizations and the classroom. Organized non‑formal CS education for 
kids is mostly non‑existent, however, lately several state‑wide competitions have 
emerged. Based on this research, general basic education shall:

• Start introducing the CS topic early, for example, through cartoons.
• Include more non‑formal activities to fill the gaps – informal visits to schools 

by field experts, competitions (e.g., “hack your classmate” CTF and state‑wide 
challenges), gamification elements, summer camps and non‑formal education 
groups.

• Introduce universal cyber hygiene evaluation tests to assess the situation and 
progress.

• Integrate the topic in other classes, for example, when developing interpersonal 
(digital) communication and critical thinking skills, as well as providing materi‑
als for teachers of other fields on integration methodology.

• Support teachers on efficient and secure use of technology, including cyber 
hygiene and tools training, especially when obtaining new hardware and 
software.

Secondary professional education in CS is not developed, yet there are initiatives 
to widen it through standardization.

Non‑formal CS education for adults is rather widely available. State institutions 
acknowledge the shortage of ICT specialists and try to encourage people to use 
various lifelong learning opportunities. The private sector also is reacting to this 
problem; however, CS courses due to their specificity are largely targeted towards 
industry specialists who seek professional upskilling and certification, much less 
on people who are trying to land entry‑level jobs. Overall, courses are expensive, 
not centrally coordinated by government bodies and fragmented. A positive sign is 
the promotion of diversity and inclusion in the Latvian ICT industry which fosters 
various societal groups to consider a career in IT, including CS. Non‑formal educa‑
tion for adults shall:

• Be included as a focused part of Cybersecurity Education Roadmap; thus, 
assigning an institutional and strategic ownership of this field.

• Continue to receive support in the form of public investment through various 
lifelong learning projects and schemes.

• Be communicated to right audiences to motivate them to take part in CS 
education.

• Introduce certification or evaluation schemes to determine quality of courses.
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Higher education offering of Latvia currently includes several CS study pro‑
grammes (see Section 4), therefore, experts acknowledge that the general CS study 
programmes coverage is sufficient in the graduate and undergraduate study levels. 
Meanwhile, there is lack of doctoral study programmes in CS, what could enhance 
CS research capabilities. The experts also highlight that integration of CS‑related 
courses into non‑CS study programmes remains limited, primarily confined to 
master’s level computer science programmes.

Higher education shall:

• Integrate cyber hygiene, information security, CS and privacy aspects into a wider 
array of educational programmes (including also non‑IT study programmes).

• Specify CS as a separate unit in the education classification.
• Define legislation requirement to include cyber hygiene as a compulsory course 

in all study programmes (similar to occupational safety courses).
• Establishment of a motivation system for CS educators.
• Establish a PhD study programme in CS.
• Align the content of CS study programmes with the topics of certificates required 

by the industry (so that after graduation, students are able to take certificates and 
obtain additional qualifications).

• Train educators in different CS‑related fields using a “train the trainer” approach.
• Consolidate and maintain CS training materials in a common environment 

(MOOC‑type courses, materials, etc.).
• Expand training opportunities for CS managers (demand for competences will 

increase significantly as a result of the NIS2 Directive).
• Establishment of a research grant programme in the field of CS.

In addition to the opinions of CS community experts in the workshop, several 
recommendations have been provided by representatives of the surveyed organi‑
zations. The recommendations have been classified, considering the target stake‑
holder group to consider the recommendation (Table 10.4).

To summarize, recommendations include starting CS education early, integrat‑
ing CS into non‑formal activities and evaluating cyber hygiene universally. Fur‑
thermore, initiatives to integrate CS into all levels of education, improve training 
for educators and align educational content with industry standards are essential. 
Collaboration with international organizations and industry stakeholders, along 
with the establishment of a virtual university and a public buyback programme for 
Zero Day vulnerabilities, are suggested to bolster CS education in Latvia.

Future  CS Skills

Future CS skills must be aligned with the industry requirements (see Section 6), 
considering missing competences, soft skills and new technology trends. The sum‑
mary of the required skills is presented in Table 10.5, considering the classification 
proposed in Hajny et al. (2021).
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Table 10.4  Organizations recommendations for CS capabilities strengthening (data on 30.04.2024)

Stakeholder 
group

Recommendations

Policy makers Promote transparency of national infrastructure and provide formats where students can test and improve national infrastructure.
Include cyber hygiene awareness‑raising content from an early stage of education. More educate citizens and find simple ways how 

to stress CS importance.
Develop and diversify occupational standards and provide educational content material for all age groups, with the opportunity 

(and funding) for educational institutions and professionals to contribute to their development. Establish common requirements 
for the competences of CS professionals. Establish common criteria for the introduction/non‑introduction of a CS specialist.

Provide additional funding to attract cybersecurity experts.
Ensure more research programmes for researchers in CS and security software (dfir, xdev, c2, etcml) development, both at 

hardware level, IoT devices and software level research for IoT devices.
Establish a public Zero day/bug buyback programme and/or ban Zero day and related code trading in Latvia.
Revamp Latvia’s competences standards to align with current industry standards, focusing on in‑depth Linux/Windows topics such 

as Phrack and PoC|||GTFO. Update training materials regularly to incorporate the latest information, ensuring compatibility with 
current security measures like ALSR, Apparmor and SELinux.

Empower CS experts and specialists to advocate for the adoption of the latest security standards and legislation, driving the rapid 
and robust development of CS competences.

Maintain an up‑to‑date website with a register of all available institutions and courses, demonstrating the knowledge areas covered 
by each and linking to ENISA profiles,

Establish a virtual university for CS training in Latvia, offering comprehensive roadmaps and certifications. Fees waived for 
critical infrastructure or government employees, with reimbursement required if they leave within two years unless transitioning 
to another critical role.
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Stakeholder 
group

Recommendations

Education 
providers

Develop an education programme and training plan for public administration employees.
Enhance CS education at all levels: Introduce CS basics in primary schools. Organize conferences, lectures and competitions 

on cybersecurity for primary and secondary students. Offer CS courses in technical schools and colleges. Develop specialized 
courses in higher education. Provide flexibility for students to change focus. Strengthen managerial, architectural skills and 
interdisciplinary aspects in master’s programmes.

Align training programmes with industry‑recognized standards, structured for various age groups and skill levels.
Utilize modern digital training systems for adaptive learning, enhancing outcomes.
Ensure flexible and rapid processes for updating programmes to meet evolving needs. Educational programmes must be able to 

react and adapt (Agile education).
Involve foreign lecturers in the teaching process.
Encourage participation in competitions and create new development programmes aimed at school/college students to attract as 

many people as possible into the field.
Increase education on modern technologies, making them accessible to beginners, including topics like SIEM, FW and XDR, along 

with migration strategies. Incorporate current IT trends such as containers and cloud services into training materials. Enhance 
understanding of attacker perspectives to strengthen CS knowledge.

Industry Increase awareness of the importance and contribution of CS professionals to organizations.
Educate employees in CS at least at three levels – basic cybersecurity for employees working with internal IT systems (all 

companies) intermediate cybersecurity (cybersecurity manager in the company (all companies)) level‑3 senior cybersecurity 
specialist (cybersecurity research, intelligence, etc., preventive actions (in specialized organizations)).

All groups De‑emphasizing or de‑emphasizing hackathon events and more frequent CTF or publicly available security events. More emphasis 
on reverse engineering, similar to the recon.cx conference, could invite guests from Europe.

More frequent events in the regions, engagement from municipalities with current challenges, their way forward in CS, 
engagement with educational institutions, possible internships.

Establish volunteer programmes focused on teaching CS topics, facilitating experiential learning and engaging in incident response 
and malware research. Participants of these programmes can include individuals seeking to address technical challenges.

Present to new stakeholders what attacks are relevant today, including the use of Zero day. Promote cooperation with public 
authorities on new types of attack, their disclosure in the public information space.

Create publicly available resources on good programming practices, their adherence in the learning environment.
Create an initiative for programmers/developers to outsource software or functions for testing or testing in a research environment 

to reduce software bugs and vulnerabilities.
Strengthen collaboration with NIST/CISA to teach how to use existing tools, standards for business or critical infrastructure. 

Collaborate with large companies to promote the interest of trainees (Latvia, EU/EEA, NATO).

(Continued)
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Stakeholder 
group

Recommendations

Policy makers Promote transparency of national infrastructure and provide formats where students can test and improve national infrastructure.
Include cyber hygiene awareness‑raising content from an early stage of education. More educate citizens and find simple ways how 

to stress CS importance.
Develop and diversify occupational standards and provide educational content material for all age groups, with the opportunity 

(and funding) for educational institutions and professionals to contribute to their development. Establish common requirements 
for the competences of CS professionals. Establish common criteria for the introduction/non‑introduction of a CS specialist.

Provide additional funding to attract cybersecurity experts.
Ensure more research programmes for researchers in CS and security software (dfir, xdev, c2, etcml) development, both at 

hardware level, IoT devices and software level research for IoT devices.
Establish a public Zero day/bug buyback programme and/or ban Zero day and related code trading in Latvia.
Revamp Latvia’s competences standards to align with current industry standards, focusing on in‑depth Linux/Windows topics such 

as Phrack and PoC|||GTFO. Update training materials regularly to incorporate the latest information, ensuring compatibility with 
current security measures like ALSR, Apparmor and SELinux.

Empower CS experts and specialists to advocate for the adoption of the latest security standards and legislation, driving the rapid 
and robust development of CS competences.

Maintain an up‑to‑date website with a register of all available institutions and courses, demonstrating the knowledge areas covered 
by each and linking to ENISA profiles,

Establish a virtual university for CS training in Latvia, offering comprehensive roadmaps and certifications. Fees waived for 
critical infrastructure or government employees, with reimbursement required if they leave within two years unless transitioning 
to another critical role.

Table 10.4 (Continued)
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These skills highlight the evolving demands on CS professionals in the future 
workplace.

Conclusion

This study investigated the existing CS education ecosystem in Latvia, gaps 
and future education needs to straighten human performance in CS. It was con‑
cluded that Latvian situation and needs correspond with EU‑level findings. There 
is a  notable deficiency of CS professionals and competences, and the skills gap 
is continuing to widen. Organizations lack several roles with the biggest empha‑
sis on: Digital Forensics Investigator, Cybersecurity Architect and Cybersecurity 
Researcher. In terms of the missing competences organizations highlight digital 
forensics and cyber threat intelligence. Therefore, it is concluded that digital foren‑
sics capabilities represent the most critical area requiring enhancement. This can be 
achieved by offering specialized education programmes in various formats, includ‑
ing formal education, lifelong learning courses and other initiatives. The research 
results show that, currently, these competences are less represented in educational 
offering. Besides, organizations highlight several future competences needs, 

Table 10.5 Future CS skills recommendations (data on 30.04.2024)

Type of competences Competences

Technical competences Basic computer science knowledge
Artificial intelligence and machine learning
Skills in the use of CS tools
Cloud security
Zero trust implementation
Reverse engineering
Binary analysis
Data forensics
Incident tracking
Cybersecurity tools (SIEM, etc.)
Exploit development
Bug chain exploration
Responsible vulnerability disclosure
Open attack activities
Ability to combine multiple areas
Digital Forensics and Incident Response (DFIR)
Cross‑development (xdev)
Monitoring
Ability to create migration schemes (e.g., on‑premises to 

cloud)
Operational competences CS governance processes

Organizational and people aspects of cybersecurity

Professional competences

Critical thinking
Systems thinking
Desire for continuous learning
Sense of civic duty
Collaboration, communication and teamwork
Stress tolerance

Leadership competences Ability to convince others to implement solutions
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including basic computer science knowledge, critical thinking, systems thinking, 
desire for continuous learning. These competences should be taken into account 
when  updating existing education programmes and developing new ones.

The study indicated several findings and provided recommendations to 
 stakeholders to enhance CS educational offering and capabilities. It was concluded 
that CS education in Latvia is fragmented and lacks a dedicated national coordinat‑
ing body. Other findings varied across different education levels. Basic education 
includes some CS topics, but deeper knowledge is limited to select schools, and 
overall cyber hygiene in schools is insufficient. Non‑formal education for both 
children and adults is available but fragmented and often expensive, with a need  
for better coordination and quality assurance. Experts recommend early intro‑
duction of CS topics, increased non‑formal activities, support for teachers and 
integration of CS into a wider array of educational programmes, along with the 
establishment of doctoral programmes and a research grant system in CS.

The study provides insightful findings on existing CS education ecosystem and 
future competences needs, while it has also limitations. The notable limitation is 
relatively small survey respondents’ amount (45 organizations). Meanwhile, the 
surveyed organizations are members of the Latvian CS community, indicating they 
likely have considerable interest in and expertise on the topic. The respondents’ 
amount could be extended as part of the future research. Besides, the industry or 
domain‑specific CS roles and competences could be analysed to present findings 
tailored to each industry or domain.

Notes
 1 ECCC National Coordination Center | Aizsardzības ministrija (mod.gov.lv).
 2 The number of organisations registered in the Latvian CS community at the time of 

questionnaire – 46.
 3 Saldus tehnikums | Kiberdrošības tehniķis.
 4 Mācības | Pulkveža Oskara Kalpaka profesionālā vidusskola (kalpakaskola.lv).
 5 NIID.LV | Nacionālā izglītības iespēju datubāze.
 6 Security and Personal Data Protection – Juridiska Koledža (jk.lv).
 7 Cybersecurity Engineering | Vidzeme University (va.lv).
 8 Professional Master’s Degree in Cybersecurity Management (ba.lv).
 9 Cybersecurity Engineering | Riga Technical University (rtu.lv).
 10 The list offers only illustrative examples; it does not encompass the full range of 

CS‑related study courses.
 11 Profesiju standarti un profesionālās kvalifikācijas prasības | Valsts izglītības satura cen‑

trs (visc.gov.lv).
 12 Vakances – Datu kopas – Latvijas Atvērto datu portāls (data.gov.lv).
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Introduction: Cyber‑Physical Systems at the Crossroads  
of Emerging Security Issues

In the contemporary era, driven by technological innovation, a multitude of sophis‑
ticated systems have emerged that combine the domains of physical operations 
and computational intelligence, including smart transportation, urban infrastruc‑
ture, advanced biomedical wearables, consumer devices, and resilient military 
technologies. These systems, collectively known as cyber‑physical systems (CPS), 
represent a significant advancement in the integration of computational algorithms 
and the physical world. CPSs play a key role in enabling advanced defense mecha‑
nisms, increased situational awareness, and optimized logistic and support systems, 
focusing on increased automation, precision, reliability, and operational efficiency 
through the integration of sensors, actuators, and embedded systems that interact 
directly with the operational environment.

The major categories of CPSs are the following:

1 Agriculture: Sensors and automated machines that improve the efficiency of 
farming.

2 Autonomous vehicles: Cars, UAVs, and other vehicles that can perform tasks 
without human intervention, including aircraft flight systems.

3 Civil infrastructure and transportation: Systems designed to improve effi‑
ciency through digital techniques, including Internet of Things (IoT) sensors.

4 Healthcare and medical monitors: Connected medical devices and wearables 
that track health metrics and provide data to healthcare providers.

5 Mobile and wearable systems: Robotic equipment and electronics that can be 
worn by humans or animals, commonly associated with the use of smartphones.

6 Robotics and manufacturing: Systems provide interaction with the physical 
world and are typically used in manufacturing, inspection, and service operations.

7 Smart grids and industrial control: Systems that monitor and control indus‑
trial processes, including manufacturing, power generation, and refineries.

Characterized by the ability to continuously monitor and control physical pro‑
cesses, CPSs rely on real‑time computing and network connectivity. Due to their 
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integrated nature and high reliability and security requirements, these systems are 
more complex than traditional IoT devices. They can operate at different levels of 
time and space, exhibit multiple and distinct behaviors, and interact with each other 
in a context‑aware manner.

As CPSs become more prevalent in various domains, the security threats associ‑
ated with these systems become more critical. The security of CPSs is a complex 
and multidimensional issue that must consider the protection of various elements, 
including hardware, software, and communication channels, from potential mali‑
cious attacks and vulnerabilities.

Global Relevance of CPS Security

The security of CPS presents unique challenges compared to the general approach 
to information system security which is primarily concerned with formally struc‑
tured organizations and technologies (Koskosas & Asimopoulos, 2011). When 
considering threats to the general society (contrasting to threats to functioning of 
commercial organizations), it is important to consider all the informal consumer 
activities in their daily life and threats to the IT systems used, which increasingly 
are local CPSs.

Currently, we observe (Paikens & Nesenbergs, 2024) a contrast between the 
security practices of systems relying on formally structured and well‑understood 
communications technologies, forming a network that is explicitly managed by 
an organization, such as Ethernet and WiFi access points, while the more flex‑
ible wireless communications and consumer networking technologies are often 
designed with inherent security flaws (Schmidt, 2006). Although this should moti‑
vate a greater scrutiny of CPSs and their security, the opposite is often true.

There is a subset of more mature technologies, such as cell phone protocols (Fer‑
rag et al., 2018; Odarchenko et al., 2018; Wang et al., 2016) and WiFi (Hooper et al., 
2016; Peng, 2012; Sagers et al., 2015), which are dominantly used by businesses 
that can and do apply market pressure to require investigation and improvement 
of security issues, and thus for these technologies more control and understanding 
has been accumulated over the years even if the resilience of these technologies is 
highly reliant on minimizing the attack surface. However, the challenges of CPSs 
appear when going beyond a limited diversity of organization‑issued devices with 
a limited number of known wireless connections – the advent of smaller, more 
energy‑efficient IoT devices and the related differentiation in specialized needs for 
wireless communications has motivated device manufacturers to adopt new, less 
mature protocols that lack verified, secure implementation mechanisms. The usage 
of consumer market CPSs has had little practical investment in security than the 
corporate and government systems. The market growth of a large variety of cheap 
wireless consumer devices means that they are treated as disposable and not worthy 
of attention, so neither users nor manufacturers have much desire to pay attention 
to their security risks. At the same time, these devices have powerful capabilities 
and accompany their users almost everywhere, in their homes and workplaces, dur‑
ing transit, and in leisure time.
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The risks to personal privacy are growing as many people carry not only a smart‑
phone but also multiple smart embedded or IoT devices with wireless connection 
capabilities. If a malicious actor takes control of such devices, they can create a 
variety of security risks – they can serve as Trojan horses into secure infrastruc‑
ture (Arias et al., 2015); become sources of distributed denial‑of‑service (DDoS) 
attacks (Doshi et al., 2021; Khader & Eleyan, 2021); allow the extraction of secret 
information leading to industrial espionage (D’Mello et al., 2018), political espio‑
nage (Carstens et al., 2019), and extortion (Ibarra et al., 2019); and could also 
potentially hold malware from advanced persistent threats (APTs) or state actors 
(Blow et al., 2020). There are also the privacy and surveillance risks of tracking 
or fingerprinting specific devices using their wireless communications (Blumbergs 
et al., 2022; Xu et al., 2015). The straightforward solution of having a policy to 
remove every consumer‑wearable device is feasible only in highly controlled envi‑
ronments, and even in this case, there may be issues with devices such as medical 
implants that have similar risks but cannot be removed or sometimes even detected 
(Kim et al., 2015). These risks to CPSs and the lack of social resilience in case they 
should be abused on a large scale motivate the following work.

CPS Communication Security Challenges

The integration of wireless consumer devices, such as rugged smartphones, weara‑
bles, and IoT solutions, represents a critical evolution and serves not only as chan‑
nels for communication but also as strategic assets that merge the digital with the 
physical, significantly increasing operational efficiency and situational aware‑
ness in various domains. For example, drones equipped with IoT sensors provide 
real‑time information and insight into battlefield conditions. Similarly, intelligent 
tracking systems streamline the movement of supplies, mitigating the risks associ‑
ated with mismanagement and loss.

However, the growing reliance on these technologies underscores the critical need 
to address their inherent security vulnerabilities, especially given the need for secure 
and reliable communications. The widespread availability of advanced hacking tools, 
such as software‑defined radios (SDRs), underscores the need for rigorous cyberse‑
curity measures specifically tailored to meet unique operational and strategic require‑
ments. CPS devices use a variety of wireless communication protocols that are critical 
to facilitating real‑time data sharing, strategic mobility, and improved field operations.

Access Control Systems

Access control systems are vital for safeguarding physical and digital assets by 
controlling who can access specific resources. These systems comprise components 
such as chip cards, readers, controllers, and management software. However, they 
are also vulnerable to a range of risks that could potentially compromise security.

The most common vulnerabilities in access control systems are broken access 
control itself, card cloning, wire tampering, and communication channel hack‑
ing (Pao, 2021). Inadequate access control occurs when the restrictions placed on 
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authenticated users are not properly enforced. This can be avoided by implement‑
ing the least‑privilege principle, conducting regular system audits, and employing 
robust session management. Replication of RFID or magnetic stripe cards can be 
achieved through the use of inexpensive hardware when the encryption of the chips 
and shielded badge holders are not employed. Furthermore, exposure to access 
control system wires presents a risk of unauthorized manipulation, which can lead 
to gain access to critical systems. Lack of encapsulation or weak encryption of 
communication channels between access control components can result in unau‑
thorized access and data interception. By understanding these vulnerabilities and 
implementing robust solutions, organizations can enhance their security posture 
and protect critical CPSs from unauthorized access.

The use of biometric data (e.g., fingerprints and facial recognition) for access 
control is becoming more common, offering enhanced security and conveni‑
ence in authentication procedures. This approach takes advantage of the unique 
physical characteristics of individuals, making it difficult for unauthorized users 
to gain access. Recent studies highlight the integration of biometric systems 
in IoT environments, particularly to secure a wide range of emerging devices 
(Yang et al., 2021).

Artificial intelligence (AI) and machine learning are increasingly being used to 
identify anomalies in access patterns, enabling the real‑time detection of potential 
security threats by analyzing user behavior and flagging deviations from typical 
patterns. This proactive approach improves the security of access control systems 
by preventing unauthorized access before it occurs (Alotaibi, 2023).

Blockchain technology is being explored as a potential solution for decentral‑
ized access control systems. By providing a tamper‑proof and transparent approach 
to access management, the blockchain ensures that access control decisions are 
verifiable and immutable. This can significantly reduce the risk of unauthorized 
access and improve overall system integrity (Yang et al., 2021).

As the number of IoT devices continues to grow, it is increasingly important to 
integrate robust access control mechanisms to secure interconnected environments. 
Future systems may employ adaptive access control models capable of dynami‑
cally adjusting permissions based on contextual factors such as location, time, and 
behavior. This flexibility can improve security by ensuring that access rights are 
constantly aligned with the current context of use.

The implementation of zero‑trust principles, which establish a default state of 
distrust and require continuous verification, will significantly impact the manner 
in which access control is operationalized and enforced. This approach assumes 
that threats can exist both inside and outside the network; therefore, every access 
request must be thoroughly authenticated, authorized, and encrypted before grant‑
ing access (Edo et al., 2023).

4G and 5G Cellular Networks

4G and 5G cellular networks provide the backbone for mobile data communica‑
tions, dramatically increasing connectivity and speed. 4G offers speeds of up to 
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100 Mbps, while 5G, with capabilities of up to 10 Gbps, promises to revolutionize 
high‑bandwidth applications, enabling instant video surveillance and augmented 
reality for combat training. However, their vulnerabilities include susceptibility 
to jamming and eavesdropping, potentially compromising sensitive information. 
Spoofed cell tower attacks are a primary concern, with attackers using rogue base 
stations to intercept mobile traffic. In addition, 5G’s complex network architecture, 
which relies heavily on software‑defined networking and network functions virtu‑
alization, presents new attack surfaces. Without rigorous security protocols, these 
facets could be exploited, compromising data integrity and privacy.

WiFi

As the cornerstone of wireless communications within both stationary and tempo‑
rary facilities, WiFi enables high‑speed data transmission essential for operational 
planning and logistics. However, WiFi vulnerabilities, such as the susceptibility to 
eavesdropping and hacking through unsecured networks, pose significant security 
risks. WiFi networks also face vulnerabilities related to weak encryption protocols 
and exploits within WiFi Protected Access.

Bluetooth and Bluetooth Low Energy

Bluetooth and Bluetooth Low Energy (BLE) are multi‑layer protocols that enable 
critical short‑range secure communications between personal portable devices and 
mobile devices in the field. Bluetooth is popular with IoT manufacturers, with 
more than 5 billion devices shipped in 2024 (shown in Figure 11.1), because it is 
low‑cost and easy to integrate. BLE is particularly suitable for applications that 
require minimal data throughput, such as monitoring vital signs or monitoring 

Figure 11.1 Total Bluetooth shipments by radio version (SIG, 2024).
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supply chain assets. However, the complexity of the protocol and its closed‑source 
nature make it vulnerable to security flaws.

Bluetooth Vulnerabilities

In 2022, the Bluetooth 5.2 specification approved new BLE audio profiles, namely 
the Common Audio Profile and the Basic Audio Profile. These profiles open up 
new possibilities for audio streaming over BLE. However, their deployment is still 
limited due to the lack of support from many operating systems and hardware. 
BLE Audio is designed to meet the requirements of low power consumption while 
offering the high performance required for audio streaming. BLE Audio has the 
potential to become widely deployed in the next five years, but currently, wireless 
audio data are mainly sent via Bluetooth Classic, even on devices that support BLE 
connectivity.

The Bluetooth signal is frequently marketed as a short‑range transmission 
with an effective range of approximately 10 m. However, the use of advanced 
signal boosters and antennas, along with the potential for sophisticated hacking 
techniques, can significantly extend the range at which devices can be accessed. 
Security vulnerabilities in certain Bluetooth headsets and hands‑free car kits have 
enabled malicious actors to exploit these devices as mobile bugging tools, allow‑
ing them to covertly monitor conversations. Key weaknesses include vulnerability 
to man‑in‑the‑middle attacks and device tracking, which can lead to unauthorized 
access and data leakage. The types of Bluetooth vulnerability are classified as 
follows:

• BlueJacking: sending unsolicited “advertising” messages that look like they’re 
from a trusted source to get personal information or get people to do something.

• BlueSnarfing, BlueBugging: unauthorized device connection to steal data or to 
spy on the target’s activity.

• BlueSmacking: sending more information to the device than it can handle mak‑
ing the device nonoperational.

• Malware on a Bluetooth device: malware distribution mechanism.
• Fuzzing: looking for 0‑day BlueSnarfing and denial‑of‑service (DoS) vulner‑

abilities by means of automatic testing the device with random or semi‑random 
test data (the fuzz) in order to test a protocol for unexpected behavior that typi‑
cally trigger device crashes, memory leaks, and other anomalies.

• Car Whisperer: automotive Bluetooth vulnerabilities.
• DoS: battery drain, connection interruption, and termination.
• Pairing Eavesdropping: key collection during pairing.
• Secure Simple Pairing: spoofing an already paired device.

Bluetooth Firmware Security Challenges and Fuzz Testing Limitations

As Bluetooth technology evolves, new versions are constantly being developed to 
accommodate increasingly sophisticated devices. However, with this evolution also 
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comes the possibility of previously undisclosed vulnerabilities that could poten‑
tially compromise the security of users, their devices, and their data. Bluetooth 
devices that support legacy peripherals are burdened with high interoperability 
baggage (protocol‑level firmware vulnerabilities). These Bluetooth vulnerabilities 
allow attackers to trick a device into connecting to a malicious entity, facilitat‑
ing data theft or malware distribution. In addition, the inherent broadcast nature 
of Bluetooth signals opens the door to unsolicited location tracking and traffic 
analysis, despite encrypted communications. The proprietary nature of the various 
implementations of the Bluetooth protocol contributes to the vulnerabilities of the 
technology because the implementation and testing do not adhere to established 
Bluetooth standards and software testing best practices.

Current quality assurance and certification do not adequately and uniformly 
check for malicious data processing on devices. Hardware manufacturers push to 
release the latest hardware as quickly and cheaply as possible, and only the  largest 
companies have the financial means to thoroughly test their Bluetooth chips, firm‑
ware, and drivers. The security risks associated with Bluetooth can be attributed 
to implementation errors and configuration issues that lead to vulnerabilities in 
the firmware and drivers that allow bypassing the security of the entire device 
operation. It is estimated that over 70% of all vulnerabilities are the result of pro‑
gramming errors, including buffer overflows, incorrect memory management, and 
inadequately implemented protocol specifications. Bluetooth vulnerabilities reg‑
istered on the CVE list have grown sixfold since 2016, highlighting the need for 
systematic security tests. To make matters worse, the very nature of Bluetooth tech‑
nology makes it difficult or impossible to distribute updates.

The Bluetooth protocol is structured into layers, each layer fulfilling a specific 
role. The radio layer is responsible for managing access to the physical wireless 
channel and controlling its operation. The Baseband layer oversees the physical 
channel, while the Link Manager Protocol handles link coordination and manage‑
ment. The Host Controller Interface provides a standardized interface between 
the operating system driver software and the hardware software, while the Logi‑
cal Link Control and Adaptation Protocol allows multiplexing of different logical 
transmission channels.

Fuzz testing is a methodology that can be used to aid in such tasks, but Blue‑
tooth protocol multi‑stage states do not allow immediate testing of all possible 
paths. To get to the lowest layer of firmware testing, planning is required to adhere 
to the specific protocol implementation workings on a particular device. In addi‑
tion, completely invalid data may not be accepted for processing by a high‑quality 
firmware. This depends on the manufacturer’s input and quality requirements.

Fuzz testing techniques may be classified according to three main approaches:

1 The generative approach generates data from scratch in accordance with a 
specified set of criteria (specifications and documentation). It also uses mode‑
ling of protocol behavior and system state transitions, or a formalized Bluetooth 
message syntax grammar. This approach is designed to identify an unexpected 
and valid input.
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2 The mutational approach, in contrast, generates data by modifying existing 
known valid data, making changes at the bit level, and changing the values of 
certain fields. This approach is intended to identify borderline cases.

3 The hybrid approach combines the generative and mutational approaches. 
It uses coverage information to guide the generation of test data targeted at 
untested phases and uses AI to analyze test results and optimize the generation 
of test data.

The primary methods for conducting the tests are as follows:

1 Coverage‑driven execution allows for dynamic adjustment of test procedures 
to ensure complete coverage of all components.

2 Concrete execution utilizes actual and concrete input data values.
3 Symbolic execution is a method of analyzing the execution of a program 

by using symbolic variable values to explore all possible execution paths 
simultaneously.

4 Concolic execution is a method that combines symbolic and concrete execution 
to identify problematic input data paths in a more efficient manner.

Notable fuzzing tools for Bluetooth include L2Fuzz (Park et al., 2022), BrakTooth 
(Garbelini et al., 2022), ToothPicker, and Frankenstein. Each tool targets different 
layers of the Bluetooth stack and has exposed various vulnerabilities. However, the 
tools are not immediately usable without specific hardware configuration and soft‑
ware adaptation. During the course of the Latvian cybersecurity project “WearSec” 
(funded by the Latvian Council of Science, project “Automated wireless security 
analysis for wearable devices”), a few notable scripts have been created as a way 
to automate the usage of the aforementioned fuzzing frameworks. The primary 
issues that were not dependent on the tools or hardware used were identified by 
fuzzing the Bluetooth protocol implementation in the embedded firmware of vari‑
ous wearables. These included the limited resources of the embedded devices, the 
divergence in the implementation of the Bluetooth protocol by various manufactur‑
ers, and the necessity for high‑quality input data. The future of Bluetooth protocol 
fuzz testing will see the development of hybrid fuzzing, resource‑aware fuzzing, 
and the use of machine learning techniques that will enhance the efficiency and 
automation of the fuzzing process, thereby streamlining and optimizing the process 
for greater efficiency and accuracy.

Securing the Bluetooth Environment

The use of an inexpensive ESP32 controller (e.g. ESP32‑Cheap‑Yellow‑Display 
(Lough, 2024)) in conjunction with various specialized tools, for example, the 
ESP32 Marauder software (JustCallMeKokoLLC, 2024) allows practitioners to 
exploit a range of Bluetooth vulnerabilities and engage in a variety of offensive and 
defensive operations on WiFi and Bluetooth devices. This combination provides a 
compact, portable platform for penetration testing and security analysis, including 
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the ability to perform Bluetooth sniffing to reveal information about devices com‑
municating, Bluetooth de‑authentication to disrupt Bluetooth connections between 
devices, forcing them to reconnect or fail to communicate, and Bluetooth spam‑
ming by sending numerous spam messages or spoofed requests, flooding a Blue‑
tooth device or network, and potentially causing DoS conditions. The portability of 
the ESP32 Marauder makes it an optimal choice for on‑site security assessments, 
as it allows the identification and mitigation of potential threats in real‑world set‑
tings. Network administrators may utilize the ESP32 Marauder to audit their net‑
works for vulnerabilities, thus ensuring the security of their Bluetooth infrastructure 
through the use of readily available, off‑the‑shelf hardware and software solutions.

It is evident that the conventional recommendations to improve the gadgets 
remain relevant. Over the years, a multitude of iterations of the Bluetooth protocol 
have emerged, spanning from version 1.0 to version 5.4. Each iteration of the Blue‑
tooth protocol is accompanied by its distinctive security vulnerabilities, which can 
be exploited by adept cybercriminals. Therefore, it is advisable to decommission 
devices that are older than four years, as they are likely operating on antiquated Blue‑
tooth versions, and replace them with contemporary devices that utilize Bluetooth 5.

In addition, the recommendation to change the default PIN codes (if possible) 
is still a good one. These PINs are (almost) always “0000” or “1234”, which opens 
a wide door to attack. If it is not possible to change the default PINs to something 
harder to guess, then the safest way to protect against Bluetooth exploitation is to 
keep it turned off when not in use.

Zigbee

Zigbee provides mesh networking capabilities essential for building resilient, 
self‑healing communications networks in the fluid environment of the battlefield, and 
is particularly suited for low‑power sensor networks and IoT applications in military 
contexts. Zigbee’s security vulnerabilities stem primarily from poor implementation 
practices. Their vulnerabilities include the potential for attacks on physical devices 
(Zigbee networks are vulnerable to jamming) and network infiltration, compromising 
the integrity of sensitive operational data (secret key sniffing compromising).

LoRaWAN

LoRaWAN, also known as LoRa, is an open standard for low‑power wide area 
networks. This technology can transfer data over 10 km long distances with 
very little power. LoRa is a great way to connect IoT devices and sensors. LoRa 
devices are small and suitable for prototyping and production systems. However, 
there are also vulnerabilities to consider. If LoRa authentication and encryption 
are not done correctly, devices and networks can still be compromised. Some of 
the reported LoRa vulnerabilities include fixed or easy‑to‑guess encryption keys, 
e.g. AppKey = device identifier + app identifier or AppKey = app identifier + 
device identifier. LoRa devices are susceptible to DoS, ACK spoofing, and replay 
attacks (Bravo, 2021).
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Sigfox

Sigfox protocol is used to send up to 140 small messages a day (12 bytes for the 
uplink and 8 bytes for the downlink). This protocol is useful for transferring data 
from sensors over long distances at a low cost. Sigfox networks are vulnerable to 
communication data leaks (data may be sent unencrypted) when bandwidth is low, 
and communication is susceptible to availability attacks through signal jamming.

Security Considerations

The aforementioned protocols raise several security concerns. However, most of 
these vulnerabilities can be attributed to shortcomings in their implementation. 
Generally, there are a few key considerations regarding the overall security of a 
device (Bravo, 2021):

• Prior to purchasing, it is advisable to conduct research into the device, as it may 
have inadequate security measures or be using an outdated protocol version.

• Consider the features of the device to ensure that the chosen option optimally 
meets your specific needs.

• To avoid potential security issues, it is recommended that an expert implement 
the selected features.

• Be cautious of low‑cost devices and sensors, as they may lack essential security 
features.

• Ensure that the CPS network is kept separate from the main infrastructure to 
enhance security.

There is no universal solution that fits all scenarios. Each technology has its own 
set of advantages and disadvantages, which must be carefully evaluated to deter‑
mine the best fit for a particular situation. Assessing available cybersecurity solu‑
tions should be a fundamental part of a comprehensive strategy. In addition, it is 
crucial to identify the connectivity technology that offers the highest reliability and 
minimizes the risk of packet loss or disconnection.

Situation in Latvia

Mapping the Cyber‑Physical Landscape using Shodan

The Shodan tool helps security professionals and ethical hackers identify vul‑
nerabilities and improve network security for companies. Shodan identifies 
 Internet‑connected devices and services such as webcams, routers, servers, indus‑
trial control systems (ICS), infrastructure components, and other IoT and CPS 
devices that exchange data and provide control capabilities.

It is common for device interfaces, including smart fridges, medical devices, 
security cameras, and traffic control systems, to lack essential security measures. 
These include replacing easily guessed or default passwords and implementing 
robust network connection encryption. Inadequate security protocols can result in 
the inadvertent disclosure of sensitive information, which could lead to concerns 
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about privacy and security. Although Shodan may pose cybersecurity risks to care‑
less device users, it also provides a valuable means of inspection for manufactur‑
ers, developers, and consumers to prevent unauthorized access and data breaches. 
Implementing robust password policies, regular software updates, and encryption 
methods, along with proactive monitoring to identify vulnerabilities before mali‑
cious actors do, can significantly improve cyber security posture and ensure that 
products and services remain secure.

The Shodan security scanning tool is capable of reviewing an extensive array of 
statistical data points pertaining to CPSs deployed in Latvia, encompassing various 
IoT and ICS interfaces. Within the “Explore” section of Shodan (n.d.‑a; n.d.‑b) for 
IoT and ICS, users can acquire a thorough understanding of the diverse and specific 
device data available.

To refine search results to encompass devices within a designated country, one 
may incorporate the “Country:LV” parameter into the search query. This action 
restricts the results, which can subsequently be further delimited by specifying the 
relevant IP address range.

To collect data on CPSs, researchers may deploy a variety of keywords available 
at no cost or opt for an enterprise upgrade to utilize the “tag” parameter. Should 
“tag” queries be inaccessible, alternative search methodologies can be imple‑
mented based on open ports and particular keywords.

The following enumerations exemplify this concept:

• country:LV "IoT"

• Identify and retrieve devices available within Latvia that explicitly reference 
IoT functionalities in their descriptive profiles. This encompasses but is not 
limited to, MikroTik routers, Hikvision surveillance cameras, and Xiaomi 
IoT‑enabled devices.

• country:LV port:502

• Modbus is a widely utilized communication protocol within numerous ICS, 
serving as a standardized interface for the efficient exchange of data.

• country:LV port:21 "220" "230 Login successful."

• Identifies Latvian electronic devices equipped with unsecured FTP access, 
encompassing unprotected Network‑Attached Storage (NAS) systems, rout‑
ers, and surveillance cameras.

• country:LV port:23

• Network devices endowed with Telnet accessibility (inclusive of routers, 
gateways, NAS units, and assorted network infrastructure equipment).
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Predominant Latvian CPS Systems

In Figure 11.2, the predominant IoT and ICS products within the Latvian Internet 
landscape, as cataloged by Shodan, are illustrated. The data reveal a substantial 
prevalence of devices from prominent manufacturers including Google (specifi‑
cally Chromecast), LG, Philips, Sony, Tuya, and Apple (specifically AirPlay), sig‑
nifying their use within the Latvian context.

Smart Home Systems

Many households in Latvia and similar countries are adopting smart home systems 
such as Philips Hue or Xiaomi Smart Home. These systems allow users to control 
lighting, heating, and security cameras through a mobile application, reducing the need 
for physical switches and control panels. Systems can be vulnerable to hacking if not 
properly secured, potentially giving unauthorized users access to home functions and 
private data. If not adequately secured, these systems are susceptible to cyberattacks, 
possibly granting unauthorized individuals access to integral home functionality and 
sensitive personal data. As of the preperation of this analysis, a Shodan search using 
the query “country:LV product:"Philips Hue","Xiaomi Smart Home" 
port:80,443” uncovers a total of 77 indexed smart home devices cataloged in Latvia 
that are exposed on the public Internet and may be susceptible to an attack.

Industrial Automation and Programmable Logic Controllers

Factories in Latvia, like those in other European countries, are increasingly using 
IoT devices for automation. For example, smart sensors and controllers are used 
to monitor and control machinery through mobile apps. Unauthorized access could 
disrupt industrial processes or even physically damage machinery, emphasizing the 
need for robust cybersecurity measures.

Figure 11.2 Most popular IoT and ICS products in Latvia as indexed by Shodan (2024‑07‑24).
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Shodan search results for Latvia tagged with ICS (illustrated in Figure 11.3) 
disclose a range of exposed ICS, encompassing those employed in manufactur‑
ing, utilities, and building automation. These systems predominantly comprise pro‑
grammable logic controllers (PLCs), SCADA systems, and other control devices 
from vendors such as Tridium, Moxa, and 3S‑Smart Software Solutions.

A query of “country:LV port:20000,502,102,1911,18245,4911, 
44818,47808,2404,789,1962,20547,9600,44818,54321” for open ports 
common with ICS in Latvia returned 2865 instances on Shodan. Ports like 20000 
(DNP3 over TCP), 502 (Modbus/TCP), and 102 (Siemens S7) are used for com‑
munication in utilities, industrial devices, and PLCs. Ports 1911 (Tridium Nia‑
gara Fox) and 4911 (Foxboro FCP280) support building automation, while 18245 
(OPC UA TCP) facilitates industrial automation. Ports 44818 (EtherNet/IP), 47808 
(BACnet/IP), 54321 (BACnet MS/TP over IP), and 2404 (IEC 60870‑5‑104) serve 
various automation needs. Protocol‑specific ports like 789 (IEC 60870‑6 TASE.2), 
1962 (PCWorx), 20547 (ProConOS), and 9600 (OMRON) support device commu‑
nication in industrial environments. Not all devices are tagged as “ics” in Shodan, 
but the overall impression of the state of Internet‑connected ICS systems is more 
realistic since not all devices are correctly reported or detected by the information 
they expose to the Internet.

FTP is one of the most common ICS network protocols, employed by automation 
solution manufacturers in a multitude of contexts. The fundamental principle of FTP 
is the transfer of files via an unencrypted channel, which renders the data suscepti‑
ble to exploitation. Consequently, the process of updating firmware or programmable 
logic via FTP is often vulnerable to such exploitation. If a file is modified to allow a 
firmware version to be downgraded to a previously unprotected version, it creates a 
pathway for previously patched vulnerabilities to be restored in devices (Smith, 2021).

NFS (Network File System) is a dynamic protocol that enables computers in 
industrial automation, corporate, educational, and data center environments to 

Figure 11.3 Products tagged as ICS by Shodan (2024‑07‑24).
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share files over a network as if they were in the same local storage. While NFS 
facilitates file sharing, it also introduces several security vulnerabilities, including 
anonymous authentication, well‑documented older version vulnerabilities, and the 
potential for root access on all devices lacking the “root squashing” security option. 
NFS servers are not uncommon to be publicly accessible, often with inadequate or 
absent authentication measures. A simple query on Shodan reveals numerous open 
NFS resources on the Latvian Internet (“country: LV nfs”). There are a range 
of industrial systems available, including those for managing cinemas and for auto‑
mation in data centers and conferences.

Comparable risks are inherent in the deployment of Samba servers for file‑ 
sharing applications. The Samba service usually operates on port 445. Executing 
a Shodan query with the parameters: “country:LV port:445 "Authentica‑
tion: disabled"” retrieves all instances accessible within Latvia, which can 
be immediately connected to, thereby facilitating the transfer of data, installation 
of ransomware, incorporation of persistence mechanisms, among other nefarious 
activities. At the time of writing, there are 247 identified instances in Latvia sus‑
ceptible to these vulnerabilities.

Additional inquiries of interest, which are not categorized under “ICS”, disclose 
the following:

• A query on Shodan for “country:LV hacked‑router‑help‑sos”  
reveals the existence of compromised network routing equipment. At the time 
of writing, one such product is identified, namely the Ubiquiti LM2.

• A query on Shodan for “country:LV port:161 SIMATIC” returns two 
results for potentially exposed Siemens Industrial Automation products.

• A query on Shodan for “country:LV Module:6ES7” returns six results for 
Siemens Industrial Equipment products.

A comprehensive index of product favorite icon hashes is available on Github (san‑
satart, 2024). It should be noted that this list may not be exhaustive; however, it 
provides valuable information about the extent of exposure of various surveillance 
products to the Internet. By selecting the hashes and applying a country‑specific 
filter for Latvia, we can derive the following data, as illustrated in Figure 11.4.

This query returns 12,925 devices, of which the most notable are products such 
as Hikvision IP Camera, Ubiquiti AirRouter, Sophos User Portal, various Dahua 
video cameras, Fortinet FortiGate firewall products, and SonicWall firewall prod‑
ucts. Hikvision is a company that is owned by the Chinese government. Similarly 
to Huawei, both Hikvision and Dahua have been banned from the United States. 
Nonetheless, their subsidiaries persistently operate across numerous regions in 
Latvia and other global locations.

It would not be an exaggeration to suggest that home security cameras present a 
significant privacy challenge. It is not uncommon to find that most of the systems 
on the market are rebranded or originate from China. It also appears that many 
companies are encouraging customers to connect their cameras to WiFi, despite 
the fact that the user interface and code base in question are underdeveloped and 
shipped with vulnerabilities such as RCE (e.g., CVE‑2021–36260 (NIST, 2021)).
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Figure 11.4  Common internet‑connected devices in Latvia identified by Shodan via favicon 
hashes (2024‑07‑24).
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Healthcare Devices

Medical devices such as glucose monitors and insulin pumps from brands such as 
Medtronic are becoming common in Latvian healthcare. These devices can be moni‑
tored and controlled through mobile applications, improving patient care and conveni‑
ence. The compromise of these devices could lead to incorrect dosage administration 
or unauthorized access to data, which poses significant health risks to patients.

In addition, non‑medical health and well‑being devices are widely adopted in 
Latvia, most notably smart watches and sports‑related wearables. Direct health 
risks are much lower with these devices, but privacy‑related risks, such as device 
fingerprinting and tracking, still are a potential concern (Rušiņš et al., 2024).

Public Transportation and Smart Mobility

Riga’s public transport system utilizes mobile applications to buy tickets and has 
started real‑time tracking of buses and trams. Systems of Rīgas Satiksme have moved 
much of their functionality to mobile apps to improve user convenience and opera‑
tional efficiency. If these mobile applications are compromised, that could lead to 
disruptions in the public transportation system and unauthorized access to user data.

The road infrastructure in Latvia encompasses a diverse array of roadside 
monitoring and automation systems, such as speed enforcement radars, average 
speed enforcement systems, red light cameras, public transport lane enforcement 
cameras, free parking space monitoring systems, pedestrian and bicycle counters, 
smart roadside lighting systems, and also some smart traffic lights and traffic signs 
have appeared in recent years. The biggest threat here is the fact that different city 
councils and state agencies have been adopting different usually non‑compatible 
systems, sometimes even multiple in parallel at the same time. Thus, it is not trans‑
parent what data from roadside sensors goes where, who processes them, and also 
what potential vulnerabilities might exist in all of these competing solutions. The 
situation is potentially made worse by the fact that some of the systems are either 
developed from scratch locally or heavily adopted by local companies, introducing 
another point where security or privacy issues might arise.

Currently, many of these smart mobility systems in Latvia are either completely 
standalone systems acquired over many years or integrated in only one of multiple 
control centers across major Latvian cities, leading to potentially different security 
and privacy mechanisms for each of them.

Agricultural Automation

Agricultural automation is growing with the use of IoT devices for soil monitoring, 
irrigation control, and livestock management. Companies like John Deere offer 
solutions that are controlled via mobile applications. There are also locally devel‑
oped sensor network solutions usable for agriculture among other fields, such as 
Aranet by SAF Tehnika JSC which uses a proprietary LoRa based protocol. Vul‑
nerabilities in these systems could result in the loss of crops or livestock, signifi‑
cantly impacting food production and the economy.
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Threats to CPS

Mobile Application Threats

A dominant trend in CPSs, industry automation, and consumer IoT devices is to 
reduce the complexity and cost of physical control by shifting the control of the 
device to a mobile application linked to the device. This is facilitated by the low 
cost of embedded wireless controllers compared to the cost of even simple physi‑
cal controls like switches and dials and means that the device can be controlled 
remotely, which has both convenience advantages and increased security risks.

These applications represent a potential target for exploitation, as the designed 
architecture explicitly provides them with the ability to control these connected 
devices and vehicles. According to the OWASP Mobile Security Project, a global 
non‑profit organization focused on improving software security, the ten most criti‑
cal mobile controls for the final list of 2024 are as follows (OWASP, 2024):

• M1: Improper Credential Usage. This refers to the practice of using creden‑
tials such as usernames and passwords in an insecure manner. Examples of such 
insecure practices include hardcoding credentials in the code, storing them in an 
improper manner, or failing to employ robust encryption techniques. Such prac‑
tices make credentials susceptible to theft by malicious actors, thereby facilitat‑
ing unauthorized access.

• M2: Inadequate Supply Chain Security. This refers to the vulnerabilities 
that arise from the incorporation of third‑party components and libraries into 
an application. If these components are not subjected to adequate vetting and 
update procedures, they can potentially introduce security risks into the applica‑
tion, increasing the likelihood of exploitation by malicious actors.

• M3: Insecure Authentication/Authorization. This refers to the process of 
ensuring that only authorized users can access specific sections of an applica‑
tion. Insecure methodologies, such as inadequate password policies or flawed 
authentication mechanisms, can allow malicious actors to circumvent login sys‑
tems and gain unauthorized access to sensitive data.

• M4: Insufficient Input/Output Validation. When applications do not properly 
check the data that users input or output, it can lead to security vulnerabili‑
ties such as SQL injection or cross‑site scripting. This means that attackers can 
manipulate these inputs to execute malicious code or access restricted data.

• M5: Insecure Communication. This involves the use of unencrypted or 
improperly encrypted communications between an application and its server. 
Without proper encryption, attackers can intercept and read the data being trans‑
mitted, potentially stealing sensitive information such as personal data or finan‑
cial details.

• M6: Inadequate Privacy Controls. This covers how well an app protects users’ 
personal information. Inadequate privacy controls may result in the inadvertent 
exposure or sharing of sensitive data without the requisite consent, thereby plac‑
ing users’ privacy at risk.
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• M7: Insufficient Binary Protections. Binary protections refer to the process of 
securing the actual code compiled in an application, with the aim of preventing 
reverse engineering or tampering. Insufficient protections may allow attackers 
to decompile the application, comprehend its internal logic, and identify vulner‑
abilities for exploitation.

• M8: Security Misconfiguration. This happens when security settings are not 
properly configured, leaving an application vulnerable. Such issues may include 
the use of default passwords, misconfigured security headers, or improperly set 
permissions.

• M9: Insecure Data Storage. This refers to the manner in which data is stored 
within an application. In the event that sensitive data is stored without the 
implementation of appropriate encryption or protection measures, it can be 
readily accessed by malicious actors who gain physical access to the device or 
exploit other vulnerabilities. Rooting or jailbreaking a mobile device bypasses 
any encryption protection, and all that is needed to view the data is a specialized 
set of tools.

• M10: Insufficient Cryptography. Cryptography is used to protect data, but if 
it is implemented poorly or uses outdated methods, it can be ineffective. Insuf‑
ficient cryptography means that even if data appears to be encrypted, it can still 
be vulnerable to decryption and theft by attackers.

In addition to the aforementioned controls, the list of OWASP top ten mobile con‑
trols identifies several other potential vulnerabilities in mobile security systems. 
These include data leakage, hardcoded secrets, insecure access control, path over‑
write and path traversal, unprotected endpoints, and unsafe sharing.

Data leakage can be defined as the unintentional exposure of sensitive informa‑
tion, which may occur through the use of memory dumps or improper logging 
practices. It is essential that developers ensure the prompt removal of sensitive data 
from memory once they are no longer required and guarantee the secure storage 
of such data. The implementation of appropriate memory management techniques, 
such as the overwriting of sensitive data with random data prior to its deletion, 
helps mitigate these risks. Hardcoding secrets such as API keys or passwords 
directly into the source code is a critical security flaw. It makes it easy for attackers 
to extract these secrets through reverse engineering or simply examining the code. 
Instead, secrets should be stored securely, such as in environment variables or in 
secure storage mechanisms provided by the platform.

Insecure access control refers to a situation in which an application does not 
effectively regulate who is allowed to access specific data and functionalities. Such 
deficiencies can result in unauthorized users gaining access to sensitive informa‑
tion or functionality. It is of great importance to ensure that robust authentication 
and authorization mechanisms are in place to prevent such events. Path overwrite 
and path traversal vulnerabilities occur when an attacker can manipulate file paths 
to gain unauthorized access to files outside the intended directory. This can lead to 
exposure of sensitive files or even system files. Proper validation and sanitization 
of file paths are essential to mitigate these risks.
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An unprotected endpoint is defined as a network interface that lacks the nec‑
essary security measures to prevent unauthorized access or data interception. 
The use of HTTPS to encrypt data in transit and the implementation of endpoint 
authentication protocols can serve to mitigate the aforementioned vulnerabilities. 
Unsafe sharing involves exposing sensitive data through shared resources such as 
clipboard, logs, or shared storage. Developers should minimize the use of shared 
resources for sensitive data and implement proper data handling practices to ensure 
that sensitive information is not exposed involuntarily.

A novel form of M2 control’s attack targeting mobile applications is the overlay 
attack. Previously a prevalent form of cybercrime in conventional internet browsers, 
it has now been found to target sensitive user data in mobile applications as well 
(Software, 2024; Verimatrix, 2024). The attack has been adapted to mobile devices, 
making it more difficult to detect. These attacks are typically conducted via applica‑
tions distributed to users on fraudulent distribution networks with covert functional‑
ity, which reside in the background and monitor for the launch of a targeted selection 
of applications. Overlay attacks are particularly effective against Android devices 
due to the permissions model that allows apps to draw over other apps. During the 
attack, the malicious process creates a user interface on top of the legitimate applica‑
tion and harvests user input. These applications are particularly insidious in that they 
can emulate the behavior of the original application by introducing an intermedi‑
ate layer that collects sensitive information for malicious actors. The sole means of 
protection against these applications is to utilize official distribution networks and to 
compare the application’s file hashes with those of the original developer.

A particularly concerning aspect of M8 control is the prevalence of products that 
have been shipped with Android Debug Bridge (ADB) enabled or rooted for vari‑
ous reasons by owners of these devices, leaving them susceptible to attacks. ADB 
listens on port 5555, enabling a connection over the Internet to the device (Polop, 
2024). A Shodan search query “country:LV "Android Debug Bridge" 
"Device" port:5555” returns 60 Android devices that are listening on this port 
at the time of writing, including TV boxes and Android smartphones. These open 
devices can be exploited by malicious actors for activities such as cryptocurrency 
mining or malware dissemination without the owners’ permission.

OWASP has developed and regularly updates the Mobile Application Security 
Vulnerability Standard (MASVS), which defines the basic requirements for mobile 
application security testing scenarios, and the Mobile Security Testing Guide 
(MSTG), which details the technical processes and tools of the MASVS. These 
standards help ensure that mobile applications are secure and resilient against vari‑
ous types of threats.

Typical Threat Models for Mobile Apps

It is crucial for businesses to understand the risks associated with mobile appli‑
cations and implement effective security measures. This requires a clear under‑
standing of the threats and corresponding solutions, as well as regular updates and 
adherence to standards such as OWASP MASVS and MSTG. The mobile threat 
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model (Figure 11.5) illustrates the potential vulnerabilities, threats, and attack vec‑
tors associated with mobile applications and the mobile environment.

• A. Potential risks to the supply chain, including phishing.

• Example: Attackers send malicious emails to developers or supply chain 
partners to gain unauthorized access to development environments.

• Solution: Implement stringent supply chain security measures, including 
email filtering and awareness training.

• B. Unauthorized disclosure of data from the test environment or infrastructure.

• Example: Test data containing personal information being exposed due to 
inadequate security measures.

• Solution: Ensure that all test data are anonymized and protected with robust 
access controls.

• C. Cyberattacks on users of compromised devices.

• Example: Malware installed on a user’s device leads to unauthorized access 
to the mobile application.

• Solution: Implementing security measures such as device integrity checks 
and user awareness training.

• D: Developer‑created threats, including smear campaigns.

• Example: A disgruntled developer inserting malicious code into the 
application.

• Solution: Conduct regular code reviews and employ stringent access controls 
in development environments.

• E: The leakage of sensitive data and the alteration of data.

• Example: Sensitive information being exposed through improper data stor‑
age practices.

• Solution: Encrypting sensitive data and implementing secure data storage 
mechanisms.

• F:  The alteration of the logic of the app and the unlawful collection of data from 
devices.

• Example: Attackers modify the behavior of the app to collect additional data 
without the consent of the user.

• Solution: Using code obfuscation and integrity checks to prevent unauthor‑
ized modifications.

• G: The interception, modification, and compromise of third‑party libraries.

• Example: A malicious library being included in the app, leading to data leakage.
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• Solution: Verify the integrity of third‑party libraries and use only trusted 
sources.

• H:  The takeover of infrastructure and the compromise of privileged users, 
including the use of phishing.

• Example: Attackers gaining control of the back‑end infrastructure via phish‑
ing attacks targeting administrators.

• Solution: Implementing multi‑factor authentication and continuous monitor‑
ing of privileged accounts.

• I:  API interception and leakage of data and compromise of data integrity from 
API vulnerabilities.

• Example: An attacker intercepting API calls to exfiltrate sensitive data.
• Solution: Securing APIs with proper authentication, authorization, and 

encryption mechanisms.

Wireless Communication Threats

A study of 2023 CVE reports of wireless vulnerabilities (Paikens & Nesenbergs, 
2024) demonstrated that proper security review appears to be limited only to a 
few major platforms which have the resources and motivation to perform a thor‑
ough security analysis, while the observed weaknesses for most manufacturers of 
IoT and CPS systems are “low hanging fruit” of simple weaknesses findable and 
exploitable by unsophisticated means, indicating that currently the bottleneck for 
exploiting such systems is mostly in the motivation of attackers to do so.

Figure 11.5  Potential mobile vulnerabilities, threats, and attack vectors. Figure by the 
authors.
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The vast majority of the vulnerabilities reported in that study are caused by 
memory safety issues inherent to common practices of C/C++ usage.

Smart Grid and Industrial Threats

The electrical grid is the primary source of energy for numerous domestic, educa‑
tional, and urban infrastructure applications. The grid includes both power plants 
that generate electricity and a complex system of transmission lines that deliver 
electricity to consumers. As the quantity of smart devices in residential and com‑
mercial settings rises, it becomes increasingly necessary to integrate these devices 
with the grid to satisfy consumer requirements. However, this also presents a 
potential risk: malicious actors could gain control of these devices and disrupt the 
power grid. For example, they could initiate a large‑scale shutdown or restart of 
many devices simultaneously.

Hackers could control multiple IoT devices, such as smart thermostats, that 
are distributed in multiple locations. By modifying the total power consumption 
of these devices in a coordinated manner, hackers could cause disruptions in the 
operation of the power grid. The impact of such an attack could be major, possibly 
causing grid overloads and subsequent power loss in certain areas of the grid. Such 
actions could result in power outages, increased electricity costs, or even damage 
to the grid infrastructure.

A 2017 study (Dvorkin & Garg, 2017) identified two different attack strategies:

• Naive attack strategy: In this approach, the hacker does not take into account 
existing defenses. Such an attack is less effective because some security systems 
are designed to prevent significant damage.

• Insidious attack strategy: In this approach, the hacker is aware of the network’s 
defenses and bypasses them. This type of attack is more dangerous because it 
has the potential to bypass security mechanisms and cause greater damage.

The researchers developed a model to simulate these attacks and analyze their 
impact. They found that as the number of connected and controlled IoT devices 
increases, so does the potential for significant damage and disruption to the grid. 
The study used actual grid data to show how these attacks can spread from smaller 
local grids (distribution grids) to larger regional grids (transmission grids).

This indicates that the proliferation of IoT devices poses a real risk to the electric 
grid. It underscores the need for enhanced security protocols to protect against such 
distributed cyberattacks. The study shows that both naive and insidious attacks can 
cause significant disruption, with insidious attacks being more damaging due to 
their ability to bypass existing protection systems.

Existing Threat Classification

Existing threats can be broadly classified as endpoint vulnerabilities, supply chain 
risks, and network‑based attacks.



Cyber‑Physical Systems 255

Endpoint Vulnerabilities

CPS endpoints, such as sensors, actuators, and controllers, are typically the pri‑
mary targets of attacks due to their physical accessibility and resource constraints. 
As suggested by Omitola and Wills (2018), IoT endpoints can be classified into 
three categories: simple, medium‑sized, and gateway endpoints. Each of these 
categories presents a distinct set of security challenges (Omitola & Wills, 2018). 
Simple endpoints, such as sensors, have limited security features, making them 
susceptible to tampering and spoofing attacks. Medium‑sized endpoints, including 
devices such as smart household appliances, face risks from persistent connections 
to backend servers. Finally, gateways, which manage communication between end‑
points and backend systems, are vulnerable to complex attacks due to their critical 
role in the network.

Supply Chain Risks

The sophisticated nature of the CPS supply chain presents a range of significant 
security challenges. The supply chain includes numerous stakeholders, such as 
component suppliers, manufacturers, and distributors, all of whom have the poten‑
tial to contribute to the introduction of vulnerabilities. Omitola and Wills (2018) 
emphasize that the global nature of supply chains, such as that of the iPhone, 
expands the attack surface and complicates security management (Omitola & 
Wills, 2018). Malicious actors pose a significant risk to the integrity of the supply 
chain by exploiting vulnerabilities in a number of ways, including the insertion of 
counterfeit components, the introduction of malware during manufacturing pro‑
cesses, and the hijacking (or “compromising” in the technical lexicon) during the 
distribution of software updates.

Network‑Based Attacks

The operation of communication networks plays a pivotal role in the exchange 
of data and the control of processes within CPS. Network‑based attacks, includ‑
ing DDoS, man‑in‑the‑middle (MitM), and eavesdropping, present a consider‑
able threat to the integrity and availability of CPS. Such attacks have the potential 
to disrupt the normal operation of CPS, resulting in safety hazards and financial 
losses. It is of critical importance to guarantee the robustness of network security 
in order to maintain the reliability and resilience that are essential for the continued 
functioning of CPS.

Future Threats

As CPS technology continues to evolve, the emergence of novel threats is an inevi‑
tability, precipitated by advancements in technological innovation and the develop‑
ment of new attack tactics. Therefore, it is necessary to predict these future threats 
in order to develop effective and proactive security measures.
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Advanced Persistent Threats

APTs are sophisticated, targeted attacks that aim to gain prolonged access to CPS 
networks. These threats present a significant risk to critical infrastructure and 
high‑value targets within CPS.

AI‑Driven Attacks

The integration of AI in CPS introduces novel attack vectors. AI‑driven attacks 
leverage machine learning algorithms, resulting in sophisticated attacks that evade 
detection. AI has the ability to automate and enhance traditional attack methods 
(Fang et al., 2024), making them more effective and challenging to identify.

Quantum Computing Threats

The advent of quantum computing has the potential to render current crypto‑
graphic algorithms insecure, which poses a significant threat to the security of 
CPS. As quantum computing technology continues to evolve, it is imperative to 
develop quantum‑resistant cryptographic methods to safeguard CPS against future 
 quantum‑based attacks.

Future Threats in Latvia: Potential Impact and Mitigation

Although general categories of future threats are quite universal, some more spe‑
cific CPS/IoT‑related problems and threats are identified in Latvia specifically, for 
some of which attempts have been made to develop mitigations or at least inves‑
tigate the impacts and potential solutions. In this section, we will list some of the 
most recent and ongoing related work in the Latvian context.

Security of Smart Wearables

One of the categories of CPS systems with the highest potential privacy risks is 
smart wearable systems which are becoming more prevalent in the daily life of 
society, ranging from smartwatches, and fitness bracelets to accessories and head‑
phones (Blumbergs et al., 2022). A key consideration is the fact that wearable 
devices can gather and transmit sensitive information about the wearer and usu‑
ally have very limited amount of power thus limiting the complexity of potential 
solutions. Globally there has been relatively little research on the security of these 
devices, thus a gap has been identified, where multiple local research groups have 
initiated research activities.

In order to explore these potential dangers, several Latvian research institutions 
explored innovative security analysis and automated vulnerability assessment of 
wearable devices in the research project “Automated wireless security analysis 
of wearable devices” (WearSec).1 As a result of this project, a dataset of the most 
popular wearable device wireless communications was developed and published 
(Rusins et al., 2024). This dataset includes SDR recordings of communications by 
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these wearable devices and is meant to be extendable by interested third parties in 
order to develop and validate different security testing methods, that can later be 
used to check if any specific wearable device might be vulnerable to some attack 
vectors. This project also found that the wireless communications of these wear‑
able devices can be used not only to identify the specific model of the device but 
also a specific device through fingerprinting, allowing attackers to track the user 
and their habits (Rušiņš et al., 2024).

Numerous efforts in Latvia have focused on creating novel solutions for wear‑
able device communication aimed at reducing security and privacy risks.

One ongoing research direction in Latvia is related to wired wearables –  clothing 
with an integrated wired CPS network is not exposed to wireless‑related attacks and 
vulnerabilities, as well as fingerprinting‑based tracking, but have disadvantages in 
usability, such as fragile wiring or water damage due to washing of the smart cloth‑
ing with integrated wires. Several Latvian research projects have attempted to solve 
this problem, with two of the latest being “Smart Materials, Photonics, Technolo‑
gies, and Engineering Ecosystem” (MOTE)2 and “Sensorial Clothes for Accurate 
Physical Exercise and Instant Feedback” (SCAPE‑IF),3 the latter of which has also 
resulted in successful commercialization of washable smart wear with integrated 
elastic wiring. This solution allows for a network of wired sensors and actuators to 
be embedded in smart clothing, but unfortunately, this means that each individual 
sensor or actuator node must be connected to this clothing item.

A different research direction in Latvia is directed toward solving this problem 
by introducing a completely new type of communication – Body‑Coupled Com‑
munication (Ormanis & Nesenbergs, 2018). This method allows wearable devices 
to use the human body as a medium for communication without radiating a wireless 
communication signature outside the body. Thus, communications in such a wear‑
able CPS can only be intercepted by physical touch of the user’s body, which can 
be easier to detect than remote wireless monitoring and is also much more prohibi‑
tive for successful attacks on this communication channel. Some  security‑related 
developments based on this research are unique signature of a person as a com‑
munication system, that can be used to authenticate a person of a wearable device 
or implanted electronics, both for individual use or in a real‑life handshake, where 
two people can exchange secret information through touch without the risk of sur‑
veillance. This technology can also be used to authenticate people for physical 
access instead of existing RFID systems which can be attacked remotely. This tech‑
nology has been further developed (Ormanis & Elsts, 2020) in Latvia in projects 
such as “Body‑Coupled Communication for Body Area Networks” (BCC)4 and 
“Sustainable and green electronics for circular economy” (Sustronics).5

Improved Wireless Protocol Development

The potential insecurities of wireless CPS communications can be partially 
addressed by the use of appropriate communication protocols. As each existing 
wireless communication protocol has some potential problems related to security 
and availability (as some of them are proprietary), there has been a push to develop 
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the next generation of wireless communication protocols. In Latvia, specifically, 
there have been two main drivers toward this: public research initiatives and pri‑
vate business interests.

Mentionable public research results in Latvia are related to new wireless protocols 
for embedded CPS systems (Bae et al., 2022), and WSN/CPS/IoT TestBed environ‑
ment which allows close to real‑life testing of such devices in order to develop them 
to be safer, more energy‑efficient and appropriate for the specific use case (Judvaitis 
et al., 2023). There is also research related to protocols and methods for data transfer 
in the previously mentioned Body‑Coupled Communication (Ormanis et al., 2023).

From the related private business developments in Latvia, the most notable 
is Aranet (https://pro.aranet.com/library) by SAF Tehnika JSC. This is a propri‑
etary protocol based on LoRA and used for many different types of CPS systems 
for applications such as smart home, smart farming, and customer tracking. One 
of the most popular products of this company is Aranet4 CO2 sensor which was 
popularized during the pandemic as a useful indicator of potentially dangerous 
non‑ ventilated areas. Even though the details of the proprietary protocol are not 
revealed to the public, it can be inferred that one of the motivators for the devel‑
opment of such proprietary protocol is to protect their CPS devices from known 
attacks on other existing wireless protocols, although the price for licensing similar 
protocols such as LoRA might also be a key factor.

Quantum Research

Historically, Latvia has been an epicenter of quantum‑related research. Recently, 
quantum‑related technologies have been central to the security discussion, both 
from the threat perspective (undermining conventional cryptography) and from 
the solution perspective (quantum‑safe encryption, quantum key exchange, etc.). 
There have been several important quantum‑related research projects related to 
security. In 2019 Latvia joined forces with Switzerland, the United States, China, 
and South Korea to co‑found company ID Quantique, which provides Quantum 
Key Distribution (QKD) services thus protecting the devices involved in the com‑
munication from key tampering. Quantum computing and quantum optimization 
(Abbas et al., 2023) have been researched in the University of Latvia for more than 
20 years, yielding theoretical results, with practical applications, that have allowed 
researchers to become part of multiple international quantum initiatives, such as 
the Quantum Community Network and National Quantum Initiatives.

In addition to quantum algorithms, software, and communication security, a 
research direction related to quantum sensors and devices is directly connected to 
CPS. One example of such research in Latvia is project “Development of Optical 
Frequency Comb Generator Based on Whispering Gallery Mod Micro‑Resonator 
and Its Applications in Telecommunications”6 where micro‑resonators are devel‑
oped with uses in high precision sensors. Finally, Latvia is currently implement‑
ing an EU‑funded project “Development of experimental quantum communication 
infrastructure in Latvia”7 the goal of which is to build QKD infrastructure in order 
to improve cybersecurity and reliability in Latvia and Europe.

https://pro.aranet.com/library
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Automated and Self‑Driving

One of the promises of CPS is automated and self‑driving. Due to the fact that such 
applications are of potentially high risk, they require stringent security solutions. 
Various automated and self‑driving projects have been developed in Latvia, which 
have led to the development of the 5G Test Environment for Connected and Driver‑
less Cars at Biķernieki Track in Riga, Latvia, where researchers, Latvijas Mobilais 
Telefons (LMT) (an innovation technology company), and the Road Traffic Safety 
Directorate (CSDD) of Latvia have collaborated to establish a safe testing location, 
as well as participation of Latvian team in The Grand Cooperative Driving Chal‑
lenge (GCDC), a cooperative and automated driving competition among various 
European universities and research centers.

Some of the problems that Latvian researchers are trying to solve include fail‑safe 
communication between autonomous vehicles and smart infrastructure, as well as 
better automated perception and task planning. Recent CPS security‑related pro‑
jects in this field which are implemented in Latvia include “Integrated Components 
for Complexity Control in Affordable Electrified Cars” (3Ccar),8 “Automotive 
Intelligence for/at Connected Shared Mobility” (AI4CSM),9 and “5th Generation 
connected and automated mobility cross‑border EU trials” (5G‑Routes).10 Addi‑
tionally, Latvian researchers are partnering with European institutions in order to 
develop Electronic Components and Systems for European Automotive applica‑
tions thus securing the automotive industry from potential supply‑chain risks.11

Smart Traffic Monitoring Solutions

Related to automated driving research, another CPS application that has security 
implications is smart city/smart traffic monitoring. The benefits of such systems 
must be balanced with the amount of data gathered by them in order to minimize the 
unneeded invasion of privacy. Latvian researchers together with company “Dots”. 
have developed a unified smart traffic monitoring and control back‑office system 
Fits. These systems are deployed in multiple cities in Latvia as well as abroad, 
ensuring more efficient and privacy‑preserving functionality (Skadins et al., 2020).

Radio Signal and Data Security

CPS security is often related to radio signal interception as well as physical 
 compromise of the device. Due to these risks, a research project “Enhanced elec‑
tromagnetic protection and cybersecurity through field‑deployable innovative 
shielding, monitoring, and data destruction technologies” (EMI‑CUBE/EMCField‑
Shield) has recently developed enhanced radio shielding materials and other CPS 
data protection methods (Bleija et al., 2023).

Dual use and Military Applications

Due to the physical proximity of Latvia to Russia and the related risks, much 
effort is invested in research and development in Latvia in dual‑use and military 
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technologies. Specific achievements are not public due to secrecy requirements, but 
we can mention a published solution, the mobile national defense platform “Vied‑
sargs” with the Internet of Military Things functionality which has been developed 
by LMT. As part of NATO alliance, Latvia is highly involved in research projects 
related to security, including CPS/IoT technologies.

Conclusion: Potential Mitigation Strategies

To address both current and prospective threats to CPS, it is advisable to  implement 
a comprehensive array of technical, organizational, and procedural measures. 
These measures should be continually updated to address new threats and vulner‑
abilities, thereby maintaining the systems’ resilience and reliability.

Enhanced endpoint security. It is of fundamental importance to implement 
robust security measures at the endpoint level. This encompasses the use of secure 
boot mechanisms, hardware‑based security modules, and the implementation of regu‑
lar firmware updates, with the objective of protecting against tampering and malware. 
Techniques such as fuzzing, similarity detection, and control flow analysis remain 
effective in uncovering hidden firmware vulnerabilities. However, the diversity 
in instruction sets and CPU architectures introduces new obstacles that require the 
creation of proficient reverse engineering tools for mobile apps, PLC binaries, and 
firmware binaries to decode processing logic (Wang et al., 2021). In addition, the inte‑
gration of endpoint anomaly detection and response systems can offer ongoing moni‑
toring and quick reaction to threats, thereby improving the overall security stance.

Supply chain security management. To ensure the safety and reliability of 
the supply chain, it is essential to implement strict procedures for supplier evalua‑
tion, enforce secure manufacturing processes, and monitor the integrity of software 
updates. Technological solutions with the potential to enhance transparency and 
traceability within the supply chain, such as blockchain, can facilitate early detec‑
tion and prevention of compromised components. In addition, conducting frequent 
audits and employing cryptographic verification techniques can enhance the pro‑
tection of the supply chain from potential threats.

Network security enhancements. The integration of strong network security 
protocols, such as encryption, intrusion detection systems, and secure communi‑
cation methods, serves as a robust approach to reducing the likelihood of attacks 
targeting the network. In addition, implementing a zero‑trust security framework, 
which entails the ongoing validation of all network engagements, can greatly 
enhance the system’s overall security profile. Using machine learning techniques 
for anomaly recognition can further strengthen the capacity to detect and counter‑
act advanced network threats.

Notes
 1 LCS Fundamental and applied research project programme grant No. lzp‑2020/1‑0395.
 2 Grant No. VPP‑EM‑Photonics‑2022/1‑0001, funded by State Research Programme of 

Latvia.
 3 Grant No. KC‑PI‑2020/42.
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 4 The project is funded by Latvian Councils of Science, Project No: lzp‑2020/1‑0358.
 5 Grant No. 101112109.
 6 Project No. 1.1.1.1/18/A/155.
 7 LATQN, ID Nr. 101091559.
 8 Grant agreement no. 662192.
 9 Grant agreement no. 101007326.
 10 Grant agreement No. 951867.
 11 Project “Ensuring European ECS Value Chain Sovereignty through Shaping the Future 

of ECS for Automotive Applications” (ShapeFuture). Grant agreement No. 101139996.
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Introduction

Cyber, space, and emerging technologies have transformed the strategic environ‑
ment, but only one question remains – to what extent? This chapter explores the 
transformative impact of cyber capabilities on modern military strategies, examin‑
ing whether these changes constitute a Revolution in Military Affairs (RMAs). It 
delves into the historical context of military revolutions and the specific role of 
cyber technologies in reshaping warfare. The analysis focuses on three key com‑
ponents: ground‑breaking technological developments, significant operational 
changes, and shifts in organizational structures. By investigating case studies, 
including Russia’s cyber operations in Ukraine, this article highlights the integra‑
tion of cyber capabilities into military doctrines and strategies. It also discusses 
the implications for international alliances like NATO and the EU, emphasizing  
the need for continuous adaptation to emerging threats. The findings suggest that 
while cyber capabilities have revolutionized modern warfare, ongoing advance‑
ments in artificial intelligence (AI) and Internet of Things (IoT) will further influ‑
ence military strategies and require comprehensive defence approaches.

Vive La Revolution as Long as Nobody Nukes us

Throughout the military history, technology has consistently emerged as the piv‑
otal factor, often defining the superior side in changing balance of power system. 
Nation‑states and non‑state groups have always aimed to be the first ones (or at 
least not the last ones) to acquire the newest cutting‑edge military advancements. 
The nuclear arms race during the 1960s is a prime illustration of how the utilization 
of new military technologies can influence the power dynamics. Instances such as 
these have contributed to the emergence of the concept known as RMA. The RMA 
posits that at certain junctures in history, new military doctrines, strategies, tactics, 
and the development of new technologies have brought about irreversible changes 
in the conduct of warfare. Furthermore, these transformations necessitate an accel‑
erated adaption of novel defence policies and strategies (Charles Fissel, 2023). 
RMAs can be seen as pre or after “schocks” of military revolutions and military 
revolutions do not only affect military organizations, but also they recast the nature 
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of society and the state as well. Due to this impact, they alter the capacities of states 
to project military power. In the process of developing RMAs, military organiza‑
tions must comprehend fundamental changes in the political, social, and military 
landscape. Successful application of RMA to national strategies will combine les‑
sons learned carried over into an evidentiary‑based analysis of current exercises 
and capabilities, both in peacetime and war (Murray, 1997).

So far, we have experienced multiple revolutions in military strategy throughout 
history, such as the innovation of the longbow (14th century), the introduction of 
gunpowder and artillery (the 15th century), the Napoleonic leveé en masse – the 
first compulsory military service and the communications revolution brought by 
telegraphy, as well as mechanization in the late 19th and early 20th century. In the 
20th century, three important science‑based innovations led to significant techno‑
logical progress, but also to new military capabilities: (1) nuclear weapons, (2) 
biotechnology, and (3) information and communication technologies. In addition, 
the distinction between military and non‑military activities is becoming more and 
more blurred (Götz, 2008). As Gray (2006) points out, factors such as poor leader‑
ship, bad luck, or normal friction could cause one to lose a war, but when no major 
changes in the warfare are happening, the defence planner is not in serious danger 
of preparing for the wrong war.

Most authors distinguish three main prerequisites of RMA – (1) a ground‑ 
breaking technological development, (2) a significant change of operation fol‑
lowed by a change in military doctrine, and (3) consequential changes in the 
organizational structures (Yogev, Cohen, & Lewin, 2022). This means that the 
technology itself (e.g., AI) and the ability of the militaries to recognize its potential 
and capitalize on the opportunities are inherent in novel weapons systems. Even 
more, the militaries have to have the capacity (or the skill) to re‑organize structures 
throughout the whole strategical, operational, and tactical chain (Gray, 2006).

Are Cyber Capabilities (R)evolutionary?

When it comes to cyber capabilities, researchers are divided in their views on 
the long‑term implications of development in cyber domain to warfare. Some 
researchers argue that while it is undeniable that cyber capabilities enhance exist‑
ing military operations, the implications do not fundamentally alter the very nature 
of warfare itself. This would suggest that it is a simply evolutionary change rather 
than a revolutionary shift. A decade ago, it was suggested that the warfare is not 
only changing but also is transferring from the physical world (conventional war‑
fare) to cyber world. If we follow this assumption, we would currently live in a 
world where most conflicts occur in a cyber realm, almost limiting actors to engage 
in traditional warfare with solders dying on a battlefield. If we examine the world 
today, we know that does not reflect reality. Major conflicts, such as Russia’s war 
against Ukraine, elucidate that cyber is definitely a component of military strate‑
gies but it has not replaced tanks, howitzers, and missile attacks.

So, is the warfare fundamentally changing? Or is this just a stepping stone in 
the evolutionary technological development of military capabilities? To further 
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develop this debate, the first part of this chapter will focus on the three compo‑
nents of RMA outlined above. The aim is to closely examine specific and concrete 
cyber capabilities that might be categorized as ground‑breaking or even disrup‑
tive technologies and whether this technological development has triggered both a 
significant change of operation and consequential change in military doctrine and 
organizational structures.

A ground‑breaking technological development. One of the most noticeable 
changes is the development and use of independent, kinetic cyber effects such as 
sophisticated malware. Attacks by malwares like Stuxnet and NotPetya have gath‑
ered the most attention over the years. These highly cited and referenced malware 
attacks illustrate the high level of sophistication, the targeted nature, and the abil‑
ity to disrupt the work of critical infrastructure objects, such as nuclear facilities 
or major power grids. These cyber tools enable actors to achieve strategic objec‑
tives without traditional military force as in the case of targeted use of Stuxnet 
against Iranian nuclear centrifuges. Malware can cause very real and physical con‑
sequences, something that might have seemed so plausible few decades ago, today 
benchmarking the sort of capabilities modern militaries should acquire.

Another break‑through is what can be described as cyber enablers. Enablers 
usually share the same level of sophistication and targeted nature as kinetic cyber 
effects but lack the independent characteristic of the attack. The enabling cyber 
capabilities have one main task – to ensure that conventional capabilities, such 
as military force, can deliver the intended effect and reach strategic objectives. 
An illustrative example is the 2007 Israeli Operation Orchard. While still pub‑
licly unconfirmed, the assumption is that the intrusion into the Syrian air defence 
system enabled the Israel Defence Forces to effectively manipulate the radars to 
hide incoming planes (Clarke & Knake, 2010). Cyber effects have clawed its way 
into electronic and information warfare, in particular on tactical‑level. Russia in 
its war against Ukraine has used this approach repeatedly. For example, Russian 
forces jammed classified communication channels while simultaneously exploited 
vulnerabilities in commercial software on private phones to send targeted mes‑
sages to soldiers on the front lines. The attack aimed to lower the morale and will 
to fight of Ukrainian forces (Brantly, Cal, & Winkelstein, 2017). Similarly, the rise 
of social media and use of advanced algorithms allows rapid spread of misinforma‑
tion that can create wide impact. In recent years, we have witnessed campaigns that 
manipulate public opinions and destabilize governments, even elections of Western 
countries.

Less sophisticated methods, such as distributed denial‑of‑service (DDoS) 
attacks might not be a new tactic, but in recent years have been used more 
and more frequently to operate under the threshold of military conflict, drain‑
ing resources and causing general confusion and doubt (Jacobsen, 2021). 
A less noticeable but occasionally even more impactful dimension is cyber 
 espionage – advanced cyber capabilities that are used for gathering intelligence 
and conducting surveillance missions with techniques like phishing, zero‑day 
exploits, and cyber reconnaissance. This technical development touches upon 
the change of  operation – this has significantly increased the role of individuals 
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in countering such threats. If traditional military counter measures are mostly in 
the hands of armed forces, cybersecurity requires much more comprehensive and 
whole‑of‑society approach.

A significant change of operation followed by a change in military doc‑
trine. Novel cyber capabilities have introduced new dimensions and strategies 
that differ from conventional military tactics. These developments reshape the 
strategic landscape and enable states to conduct operations in a way that is less 
visible, more adaptable, and potentially more impactful even on a global scale. 
The integration of cyber dimension into traditional military strategies has led 
states to apply hybrid approach where the actors utilize a combination of con‑
ventional forces and cyber operations to achieve objectives. Both defensive and 
offensive cyber capabilities are playing increasingly bigger role in defence strate‑
gies. Actors are investing in threat hunting, real‑time monitoring, and increasing 
the resilience of their infrastructure. Cyber capabilities are becoming an inte‑
grated part of traditional military operations, enhancing situational awareness 
and operational effectiveness (Bendett, 2020).

Ability to conduct various cyber operations is accessible to a wide range of 
actors, including state and non‑state structures, creating asymmetric nature of 
threats in the cyberspace. Disparity of resources and capabilities between different 
actors enables smaller entities to exploit vulnerabilities and engage in cyber warfare 
effectively against larger and even more established adversaries (Hecker, 2018). 
This disparity in resources and capabilities creates a complex asymmetry, particu‑
larly between attackers and defenders – attackers can exploit system  vulnerabilities 
with minimal resources, while defenders face the daunting challenges in ensuring 
absolute security (Friedman, 2016). Consequently, this environment necessitates 
effective risk management within a multifaceted and resilient framework (NATO, 
Cyber Defence: Policy and Strategy, 2020).

Another change of operation is the increasing role of individuals and society 
in the realm of cybersecurity. The human element can significantly influence the 
effectiveness of cyber defence strategies while it is hard to imagine that the classic 
conventional military tactics is as greatly impacted by everyday citizens. Individu‑
als often serve as the first line of defence against cyber threats – the behaviours and 
awareness can either mitigate or exacerbate vulnerabilities. As cyber threats evolve, 
fostering an informed and vigilant populace becomes paramount –  education and 
training initiatives can empower individuals to recognize potential threats, practice 
safe online behaviours, and understand the importance of basic cyber hygiene. In 
this way, the regular citizen not only becomes a target but also an active participant 
in the defence against cyberattacks (Hadnagy, 2018). Moreover, societal norms 
and expectations play a pivotal role in shaping the cybersecurity environment. The 
civilian nature of cybersecurity emphasizes the necessity for collaboration between 
government entities, private sectors, and the general public to create a robust 
defence ecosystem. Cybersecurity and therefore cyber defence cannot solely rely 
on technical solutions and military capabilities: it requires a collective effort to 
develop policies, share threat intelligence, and establish best practices that enhance 
national resilience (Bertot, Jaeger, & Grimes, 2016).
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Russia’s full‑scale invasion of Ukraine in 2022 was accompanied by a mas‑
sive campaign of cyberattacks directed towards Ukrainian society, and one of the 
largest instances of the use of cyber operations in a conflict to date (Lund, 2024). 
Cyber dimension in Russia’s war against Ukraine, to some extent – first of its 
kind – far exceeds the cyber dimension of any prior conflict. To be fair, the shift 
in warfare is not as dramatic or science fiction inspired as one might imagine few 
years ago. The actual impact of cyberattack can be viewed as both objective and 
subjective, greatly depending on the perception and context (Brantly & Brantly, 
2024).  Information warfare and cyberoperations have become an integral part of 
the Russian government’s view of conflict (Lund, 2024). The operations and activi‑
ties target both – the classical military targets, particularly the critical infrastructure 
objects, and civilian domain.

Consequential changes in the organizational structures. NATO’s Coopera‑
tive Cyber Defence Centre of Excellence’s (CCDCOE) research conducted in 2019 
indicated that a significant number of NATO member states began to take  military 
cyber operations more seriously from started to more seriously 2008 onwards, 
while some states had already started significant organizational efforts in the 1990s. 
Yet, majority of were and still are at the early stages of organizational development 
when it comes to cyber structures. Member states have different strategic objec‑
tives that require different approaches and have to be based on different legal and 
organizational prerequisites resulting in a widely diverse picture. It can vary from 
cyber structure being authorized to direct and control full spectrum of cyber opera‑
tions to only having a narrow authority to execute a small set of missions. Some 
states have fully military cyber structures while others have responsibilities and 
roles in defence and resiliency efforts in the civilian sector (Smeets, 2019).

Regardless of variations of the process and outcome, it is clear that NATO mem‑
ber states are integrating changes in their respective organizational structures to 
accommodate to the changes of warfare. At the Warsaw summit in 2016, NATO 
for the first time ever declared cyberspace to be a military domain, consequentially 
NATO established a Cyber Defence Policy, emphasizing the need for collective 
defence against cyber threats. This policy is underpinned by the recognition that 
cyberattacks can potentially trigger Article 5 of the North Atlantic Treaty, which 
commits member states to collective defence (NATO, 2016). Only a year later 
 Secretary‑General at the time, Jens Stoltenberg, introduced the NATO Cyber Oper‑
ations Centre (CYOC) which serves as a focal point for coordinating cyber defence 
efforts among member nations, facilitating information sharing, and enhancing 
collective resilience against cyber threats. The centre is an entity responsible for 
requesting cyber efforts from Allied nations and integrating them into NATO oper‑
ations. Former Secretary‑General described the centre as another tool to NATO’s 
operational toolbox to address the threats and deter the adversaries of Alliance 
(Stoltenberg, 2019). An example of this is SCEPVA – specific tool of integration of 
sovereign cyber effects in NATO operations.

NATO has taken multiple significant steps to integrate cyber into its organiza‑
tional structures and doctrines through several key initiatives. The framework for 
cooperation itself and information sharing among member states is established with 
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the Cyber Defence Policy. It emphasizes collective defence against cyber threats. 
Central to this effort is the Cyber Defence Operations Centre, which  provides 
real‑time situational awareness and incident response capabilities, consequentially 
enhancing Alliance’s operational readiness in cyberspaces. Additionally, the Cyber 
Security Centre of Excellence plays a role in developing training and research 
activities. The incorporation of Cyber Enabled Operations into military strategies 
further elucidates NATO’s recognition of cyber as a critical component of mod‑
ern warfare. The role of Cyber Defence Committee is to oversee abovementioned 
efforts, ensuring a coordinated and strategic approach to cyber defence across the 
alliance (NATO, 2016).

Similarly, the European Union has taken significant strides in integrating cyber 
capabilities into its governance structures. The establishment of the European 
Union Agency for Cybersecurity (ENISA) in 2004 marks a pivotal moment, evolv‑
ing to become a central hotspot for cyber defence policy and strategy (ENISA, 
2020). The EU’s Cybersecurity Act (enacted in 2019), further solidified the agen‑
cy’s key role in enhancing cybersecurity across the Union, promoting a unified 
approach to threat intelligence and incident response (Parliament, 2019).

Both organizations have recognized the importance of collaboration, not only 
among their member states but also with the private sector and international part‑
ners. NATO CCDCOE, founded in 2008, exemplifies this collaborative approach, 
focusing on research, training, and exercise programs to bolster cyber defence 
capabilities (CCDCOE, 2021). The EU’s emphasis on public‑private partner‑
ships is evident in initiatives like the EU Cybersecurity Strategy, which aims 
to enhance cooperation with industry stakeholders to improve resilience against 
cyber threats (European Commission, 2020). Moreover, the increasing interde‑
pendence between cyber defence and traditional security necessitates the contin‑
uous adaptation of both NATO and EU structures. The growing threat landscape, 
characterized by state‑sponsored cyberattacks and sophisticated cybercriminal 
activities, demands a proactive and cohesive response (SIPRI, 2021). As both 
NATO and the EU seek to refine their cyber strategies, ongoing investment in 
research, capacity building, and cross‑border collaboration will be essential to 
addressing the multifaceted challenges posed by cyber threats in the contempo‑
rary security environment.

What Happens Tomorrow?

Keeping in mind the three requirements for an RMA (a ground‑breaking techno‑
logical development, a significant change of operation followed by a change in 
military doctrine, and consequential changes in the organizational structures), it is 
quite certain that cyber has indeed brought revolutionary change to modern war‑
fare. Change has happened and states have strived to adapt to the new reality with 
various level of success. But what happens now? Have we arrived at the point in 
time where the speed of changes halts and states have time to catch up? Or we can 
expect new ground‑breaking technological developments in near future, especially 
when it comes to cyber realm?
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As we look towards the future, understanding the potential cyber threats that 
may emerge is critical for nations, military organizations, and international alli‑
ances such as NATO and the EU, to ensure readiness to defend and attack with 
whatever new technology in the military field. This section will discuss the most 
likely cyber threats of tomorrow, how military strategies may evolve in response, 
and the proactive measures that NATO, the EU, and individual nations can under‑
take to adapt to an ever‑changing threat landscape.

Several key threats are anticipated to shape the cyber landscape in the coming 
years. One of the most significant is the rise of AI and machine learning (ML) 
technologies in cyberattacks. As these technologies become more sophisticated, 
malicious actors can leverage them to execute attacks with unprecedented speed 
and precision. For instance, AI can be used to automate phishing attacks, enabling 
adversaries to craft highly personalized messages that increase the likelihood of suc‑
cessful breaches (Bertino & Islam, 2019). Additionally, AI‑driven malware could 
adapt and evolve in real time, making it more challenging for traditional defences 
to detect and mitigate threats. According to researchers, AI is poised to signifi‑
cantly alter the landscape of military operations, enhancing both strategic planning 
and battlefield execution. The advantage of AI‑enhanced technologies, such as ML 
and autonomous systems, will enable militaries to process vast amounts of data 
far more efficiently than human operators. For instance, the U.S. Department of 
Defence has already explored AI applications in predictive maintenance for mil‑
itary equipment, which ultimately minimizes downtime and optimizes resource 
allocation (Association, 2020). Furthermore, AI‑enhanced systems most likely will 
facilitate the development of more sophisticated cyber warfare tactics – algorithms 
might anticipate and counteract adversarial cyber threats, reshaping the dynamics 
in cyber realm (Heath, 2021).

Moreover, the development and use potential for autonomous weapon systems 
raises significant ethical and operational challenges. While these systems might 
promise increased efficiency and even reduced risk to human lives, they also intro‑
duce complexities related to accountability and risk of potential unintended escala‑
tion. Even more heated debates have been triggered by the idea of the deployment 
of AI in lethal autonomous weapons – there is no consensus on the moral implica‑
tions of removing human judgment from life‑and‑death decisions (Sharkey, 2019). 
Arguments against the use of the systems are focused on the fear that reliance 
on the systems could lead to conflicts being initiated or escalated without direct 
human oversight, potentially destabilizing international relations (Asaro, 2019). 
Key element of future use of these technologies will be establishment of frame‑
works that govern the ethical use of them, ensuring that warfare remains a domain 
where human oversight and accountability paramount.

The impact of emerging threats goes beyond military applications, affecting 
civilian infrastructure and societal resilience. The increasing reliance on inter‑
connected systems means that vulnerabilities in the civilian sector can have cas‑
cading effects on national security. For example, the proliferation of IoT devices 
can serve as entry points for cyberattacks. With billions of IoT devices projected 
to be connected to the internet, many of which lack adequate security measures, 
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the adversary could hit the vulnerability jackpot and the potential for large‑scale 
attacks is significant. For example, the Mirai botnet attack in 2016, which compro‑
mised IoT devices to execute a massive DDoS attack, highlighted the vulnerabili‑
ties inherent in this rapidly growing sector (Krebs, 2016). As the number of IoT 
devices continues to rise, attackers may increasingly target these systems to disrupt 
services or gain access to more secure networks.

In response to evolving cyber threats, military strategies must continue to adapt 
to incorporate cyber capabilities as integral components of national and collective 
defence. Traditional military doctrines, which primarily emphasize kinetic opera‑
tions, will likely even further shift towards hybrid warfare strategies that blend 
conventional forces with cyber capabilities. This hybrid approach enables states to 
conduct operations that are less visible and more adaptive, leveraging the element 
of surprise in cyber engagements (Bendett, 2020). The blurring of lines between 
military and civilian domains complicates the establishment of clear thresholds for 
response, raising questions about how to define an act of war in the cyber realm.

Furthermore, military organizations will need to invest in enhancing their cyber 
defence capabilities. This includes not only acquiring advanced technologies but 
also developing a skilled workforce capable of operating in cyber environments. 
Training programs focused on cyber warfare tactics, threat intelligence analy‑
sis, and incident response will be critical to ensuring military readiness in future 
conflicts. The interplay between technological advancements and military strate‑
gies becomes increasingly important. The integration of AI and ML into cyber 
operations can enhance both offensive and defensive capabilities. For example, 
AI can be used to detect anomalies in network traffic, enabling quicker responses 
to potential breaches. However, these technologies also present risks; adversaries 
may employ AI to automate attacks, making them more sophisticated and harder 
to counter (Bertino & Islam, 2019). Therefore, military organizations must adapt 
their operational and technical behaviours to address the dual‑use nature of these 
technologies, recognizing that they can be employed for both defensive and offen‑
sive purposes

The evolution of cyber capabilities signifies a transformative period in mod‑
ern warfare, meeting the criteria for RMA. The concept of RMA refers to a sig‑
nificant change in the conduct of warfare that alters the nature of conflict, often 
driven by technological advancements. As demonstrated through historical and 
contemporary examples, cyber technologies have introduced profound changes 
in military operations, doctrines, and organizational structures. The blurred lines 
between military and civilian domains necessitate a comprehensive approach to 
cybersecurity, involving not just military entities but entire societies. The ongoing 
cyber conflicts, especially highlighted by Russia’s actions in Ukraine, underscore 
the critical role of cyber capabilities in achieving strategic objectives. However, as 
the cyber landscape continues to evolve with advancements in AI and IoT, military 
organizations and international alliances like NATO and the EU must remain vigi‑
lant and adaptive. As we look to the near future, it is increasingly likely that we will 
witness another RMA, primarily fueled by advancements in AI, cyber capabilities, 
and unmanned systems. By investing in technology, fostering collaboration, and 
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enhancing workforce skills, they can better navigate the complexities of future 
cyber threats and maintain a robust defence posture. Countries such as the United 
States and China are investing heavily in AI technologies to develop advanced 
command‑and‑control systems that can analyse data from various sources, ena‑
bling faster and more informed tactical decisions (Binnendijk & Libicki, 2019).

However, the anticipated next RMA does not only revolve around technologi‑
cal developments, but it also involves new operational concepts and strategies that 
encompass these technologies and leverage they provide. Thus, while a new RMA 
is likely on the horizon while we are still catching up with the previous one, it defi‑
nitely will involve not only the technologies themselves but also a transformative 
shift in how military power is conceptualized and employed.
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